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Abstract

Blockchain technology’s increasing adoption across diverse sectors necessitates robust
security measures to mitigate rising fraudulent activities. This paper presents a compre-
hensive bibliometric analysis of anomaly detection research in blockchain networks from
2017 to 2024, conducted under the PRISMA paradigm. Using CiteSpace 6.4.R1, we system-
atically map the knowledge domain based on 363 WoSCC-indexed articles. The analysis
encompasses collaboration networks, co-citation patterns, citation bursts, and keyword
trends to identify emerging research directions, influential contributors, and persistent
challenges. The study reveals geographical concentrations of research activity, key insti-
tutional players, the evolution of theoretical frameworks, and shifts from basic security
mechanisms to sophisticated machine learning and graph neural network approaches. This
research summarizes the state of the field and highlights future directions essential for
blockchain security.

Keywords: blockchain; anomaly detection; domaine map analysis; scientometric database;
trends; knowledge graph; CiteSpace

1. Introduction

Blockchain technology has emerged as one of the most transformative innovations of
the 21st century, offering unprecedented capabilities in distributed storage, peer-to-peer
transmission, strong confidentiality, and convenient traceability [1-3]. Since its inception
with Bitcoin in 2008, blockchain technology has undergone substantial evolution, extending
its applications far beyond cryptocurrencies into a wide array of sectors, including financial
services, supply chain management, healthcare, emergency response, and the management
of Internet of Things (IoT) ecosystems [4-10].

Despite the inherent security features of blockchain technology, such as cryptographic
verification and distributed consensus, blockchain networks remain vulnerable to various
attacks and fraudulent activities, necessitating robust anomaly detection systems [11-15].

Recent reports indicate a significant surge in fraudulent activities, attacks, and security
incidents within blockchain networks, posing a serious threat to users’ personal assets [16-21].

Anomalies in blockchain networks can take various forms, including malicious ac-
counts, Ponzi schemes, PoW vulnerabilities, cryptojacking, spam transactions, wallet
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attacks, phishing scams, and more [22-25]. Detecting anomalies in blockchain networks
is particularly challenging due to factors such as the immutability of records, the large
volume and dynamic nature of transactions, the sophistication of attacks, and the class
imbalance caused by the rarity of anomalous nodes [26-30].

These challenges have made anomaly detection a key area of research in blockchain
systems. This growing interest has led to the publication of numerous surveys and review
papers that aim to synthesize the state of the art in this field [31-38]. However, the majority
of these surveys rely on traditional, narrative methodologies—they classify techniques,
models, or domain-specific applications, often without providing a comprehensive, data-
driven overview of the knowledge structure or research evolution.

For example, the survey article by Muneeb Ul Hassan et al. [31] provides a detailed
overview of the integration of anomaly detection models at various blockchain layers,
emphasizing the importance of timely response to threats. Similarly, Liu et al. [37], in their
review, focus on the characteristics of anomalous transactions and methods for their detec-
tion in both financial and non-financial sectors.

Other surveys, such as the studies by Oussama Mounnan et al. [32] and Christos
Cholevas et al. [33], analyze the use of deep learning and unsupervised algorithms in
the context of blockchain anomalies. They highlight the potential of these methods for
detecting complex and novel types of anomalies without the need for pre-labeled data.

The review by Vasavi Chithanuru and Mangayarkarasi Ramaiah [34] examines the
interaction between artificial intelligence and blockchain, specifically how Al techniques
contribute to improving the accuracy and adaptability of anomaly detection systems. Simi-
lar conclusions are drawn in the survey by Huy Tran Tien et al. [35], which demonstrates the
effectiveness of combining blockchain and data mining methods for financial monitoring
and fraud prevention.

Additionally, the survey by Xiaoqi Li et al. [37] offers a systematic analysis of real
attacks on blockchain systems and describes modern protection mechanisms, including
anomaly detection methods that combine cryptography and machine learning.

Crucially, none of the existing studies incorporate a bibliometric approach, nor do
they follow a systematic review protocol such as PRISMA to ensure replicability and
transparency. The absence of bibliometric mapping means that current overviews do not
adequately highlight influential contributions, emerging trends, or structural research gaps
at a macro-level.

This review fills a key gap by offering a structured, data-driven overview of blockchain
anomaly detection research. We apply the PRISMA methodology to select 363 high-quality
research papers from the Web of Science Core Collection (WoSCC) and utilize CiteSpace
v6.4.R1 to generate quantitative knowledge maps. Through co-citation clustering, key-
word timeline analysis, and citation bursts, we capture the intellectual foundations and
research frontiers of blockchain anomaly detection. In addition, our analysis of author
and institutional collaboration networks reveals how research efforts are distributed and
interconnected globally. The study focuses on the following research questions (RQs):

RQ1: Which countries, institutions, and authors collaborate in research on blockchain
anomaly detection, and what are their key contributions to advancing this field?

RQ2: What are the main research clusters, hotspots, and evolving trends in the appli-
cation of blockchain anomaly detection techniques?

RQ3: What are the emerging challenges and future research directions for anomaly
detection in blockchain networks?

The main contributions of this paper are as follows:

1.  We present a bibliometric mapping of blockchain anomaly detection research from
2017 to 2024 based on 363 articles indexed in WoSCC. The analysis outlines the global
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research landscape, major thematic areas, and the evolution of key topics in this
rapidly developing field.

2. Using CiteSpace v6.4.R1, we conducted analyses of country and institutional collabo-
ration networks, co-citation networks, references with citation bursts, and keyword
co-occurrence. These results uncover the intellectual structure of the field and identify
influential authors, leading institutions, and methodological innovations.

3. Through keyword timeline and burst detection, we highlight a shift in research focus
from foundational mechanisms, such as rule-based and consensus-level detection—
to advanced approaches including unsupervised learning, lightweight federated
learning, and graph neural networks. These insights help researchers to understand
how the field is evolving and where innovation is emerging.

4. Our analysis reveals distinct geographical clusters of research activity, with China,
the United States, and India dominating publication output. Key institutions identified
as major contributors include Beijing University of Posts and Telecommunications
(China), Brandon University (Canada), and Nirma University (India). The most
productive scholars hail predominantly from Canada, India, and China, collectively
forming the core group driving the field’s publication impact.

5. We outline open challenges and future research directions in blockchain anomaly
detection, including federated learning and privacy-preserving techniques, the inte-
gration of multimodal and heterogeneous data sources, the development of explain-
able and interpretable Al models, real-time adaptive detection systems, cross-domain
specialized applications, and the imperative need for standardization and regulatory
frameworks.

The structure of the remaining part of the paper is as follows. Section 2 provides details
on the research methodology employed in this study. Section 3 presents the findings of the
bibliometric analysis, including insights from reference co-citation clustering, emerging
research trends, highly cited references, and a network map that revealed major distinct
clusters, which were subsequently evaluated. Section 4 discusses the study’s findings,
noting limitations and outlining directions for future work. The Section 5 provides the
conclusions of this study.

2. Materials and Methods
2.1. Data Collection

To conduct this bibliometric investigation, data was extracted from the WoSCC
database. This database is widely recognized for its comprehensive coverage of more
than 21,000 influential, international, interdisciplinary, and high-impact academic jour-
nals across various disciplines, with its extensive temporal range spanning from 1900 to
the present [39]. The choice of WoSCC has garnered broad acclaim among numerous
researchers. Furthermore, visual analysis using CiteSpace has shown that WoSCC can
yield superior bibliometric mapping effects [40,41]. Therefore, we reasonably selected the
WoSCC as the data source for our study.

The literature search in the WoSCC was conducted within a single day, specifically
up to 17 March 2025, to avoid any potential biases caused by ongoing database updates.
The search strategy employed the terms “anomaly detection” and “blockchain”, with the
publication time span limited from 1 January 2017 to 31 December 2024. The search was
conducted across All Fields, allowing the query to match occurrences of the terms in any
searchable field, including titles, abstracts, keywords, and full metadata. To ensure the
relevance and quality of the dataset, records such as early-access articles, editorial materials,
conference abstracts, letters, book reviews, corrections, and news items were excluded.
Only articles published in English were considered.
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The study followed the PRISMA (Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) guidelines to ensure methodological transparency and replicability [42,43].
The literature screening process was supported by an online tool based on the R package
v1.1.3 for PRISMA 2020 [44], which generated the standardized flow diagram (Figure 1).

Identification of new studies via databases and registers

= Records remaved befare screening:
= Records identified from: Duplicate records (n=0)
:g Databases (n = 398) = Records marked as ineligible by automation
b= Registers (n = 0) tools (n=0)
E Records removed for other reasons (n = 0)
r
Records screened Records excluded
(n= 398) (n=15§)
= i
= Reparts sought far retrieval Reparts not retrieved
® {n=383) o (n=2)
@
y
Reports assessed for eligibility Reports excluded:
n=2381) h n=18)
Mew studies included in review
E (n = 363)
% Reports of new included studies
£ in=0)

Figure 1. PRISMA flow diagram for the search process.

The flow diagram shows three phases: identification, screening, and inclusion. We
retrieved 398 publications, exported them to Excel, and excluded 15 irrelevant records
based on titles and abstracts. Two articles were removed due to unavailable full texts,
and eighteen more after full content review. Finally, 363 original research articles were
selected for analysis in CiteSpace. The complete content of each record, including “full
record and cited references”, was downloaded and saved in plaintext format to preserve
data integrity and ensure future accessibility.

Since this is a bibliometric study, formal bias assessment was not applicable.

2.2. Research Methodology

The visualization of abstract data relationships through interactive graphical rep-
resentations, known as knowledge graphs, enables researchers to comprehend intricate
information connections and patterns [45].

For our methodological approach, we employed CiteSpace—a widely recognized
bibliometric analysis software created by professor Chen Chaomei that has gained signifi-
cant traction across scientific communities. This tool analyzes links between researchers,
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publications, and domains by extracting data such as author names, affiliations, keywords,
and journal venues from scientific databases [46,47].

The primary objective of our analytical approach is to identify predominant research
clusters, developmental trajectories, and evolving trends within the blockchain anomaly
detection domain. To support interpretation, we visualized the data using bibliometric
mapping techniques. Our implementation specifically utilized CiteSpace version 6.4.R1,
configured with the following analytical parameters: temporal segmentation into one-year
intervals, g-index parameterization at 25, maximum node selection threshold (Top N)
established at 50, and percentage-based selection criteria (TopN%) configured at 10.

The results were synthesized through a combination of quantitative and visual anal-
yses using CiteSpace. Specifically, bibliometric networks were generated to identify and
display co-authorship patterns, institutional collaborations, keyword co-occurrence clus-
ters, and citation bursts. These visual knowledge graphs were supported by descriptive
statistics. This integrative approach allowed for the comprehensive exploration of structural
and temporal dynamics in the research domain.

3. Results
3.1. Assessment of Publication Count

The bibliometric data extracted from the WoSCC database demonstrates a clear up-
ward trajectory in scholarly output from 2017 through 2024 (Figure 2).
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Figure 2. Number of citations and publications in the field of anomaly detection in blockchain from
2017 to 2024.

The nascent stage of this research area is evident in the minimal publication count of
just two articles in 2017, representing the earliest formal investigations into anomaly detec-
tion specifically within blockchain contexts. This initial modest output quickly accelerated,
with publication volume expanding fivefold to 10 articles in 2018, followed by continued
substantial growth to 23 publications in 2019.

The field gained considerable momentum during 2020 and 2021, with annual outputs
of 39 and 46 publications, respectively, signaling the growing recognition of blockchain
security challenges within the academic community. A dramatic surge occurred in 2022,
with 76 published works.
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While 2023 showed a slight moderation with 67 publications, this temporary plateau
was followed by unprecedented growth in 2024, which recorded 115 publications—the
highest annual output to date. This reflects a 72% annual increase and a 57-fold growth
since 2017.

From 2017 to 2024, citations increased from 0 to more than 2100, with 86% of all
citations occurring in the last three years. This trend highlights the growing impact and
recognition of blockchain anomaly detection research.

3.2. Analysis of the Collaboration Network Among Countries

Figure 3 illustrates the global collaboration network among countries involved in
blockchain anomaly detection research, comprising 77 countries connected by 254 collabo-
rative links.
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Figure 3. The collaboration network among countries.

With a network density of 0.0868, this structure reveals a relatively sparse yet highly
concentrated research landscape. A low density suggests that, while strong collaborative
clusters exist, overall global cooperation is not yet fully integrated. This implies potential
challenges for efficient knowledge diffusion and the establishment of unified research
priorities across the field.

China dominates the field with 137 publications (34.42% of total), demonstrat-
ing significant strategic investment in blockchain security research. The United States
(63 publications, 15.83%) and India (51 publications, 12.81%) form the second tier, collec-
tively accounting for nearly two-thirds of global output. Saudi Arabia emerges as a regional
leader with 34 publications (8.54%), surpassing several technologically advanced nations.

The analysis of the research ecosystem reveals a landscape characterized by four
distinct geographical clusters:

1. Asian cluster: Dominated by China (34.42%), which reflects the country’s national
blockchain development strategy and centralized research funding mechanisms. South
Korea (6.03%) and Taiwan (4.77%) demonstrate strong technical capabilities, particularly
in cryptographic implementations. India’s (12.81%) growth in this area correlates with its
Digital India initiative and the increasing adoption of cryptocurrency [48].
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2. North American cluster: Led by USA (15.83%) researchers and institutions, who
are pioneers in developing advanced detection methods, particularly using graph neural
networks. Canada (5.28%) also contributes to this cluster.

3. Middle Eastern cluster: Saudi Arabia (8.54%) leads with its NEOM smart city project
and $6.4 billion blockchain investment plan [49]. UAE (2.01%) and Qatar (1.76%) are also
emerging as key players with expertise in financial blockchain applications.

4. European cluster: This cluster presents a more fragmented landscape, but demon-
strates high-impact contributions from countries such as England (4.77%), Italy (3.02%),
Switzerland (2.51%), and Germany (1.76%). Several collaborative projects in Europe focus
on blockchain anomaly detection, bringing together expertise from academia, industry,
and international organizations to enhance blockchain security. Notable initiatives include
the MSCA Digital Finance project, the anomaly and fraud detection in blockchain networks
project by Bern University [50], the project to prevent the criminal use of blockchain tech-
nology [51], and the Ontochain initiative [52], all of which address key challenges in fraud
detection, security, and innovation within blockchain.

The long-tail distribution includes 58 countries with 5 or fewer publications, indicating
growing global interest.

This geographical analysis underscores the critical need for standardized interna-
tional frameworks to address blockchain security challenges, particularly given the tech-
nical disparities between leading and emerging research nations. The concentration of
research capabilities in specific regions may create asymmetries in global blockchain gover-
nance frameworks.

3.3. Analysis of the Collaboration Network Involving Leading Institutions

CiteSpace software was used to perform a comprehensive analysis of the institutional
collaboration landscape, revealing a knowledge graph comprising 210 different institutional
nodes (Figure 4).
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Figure 4. The collaboration network between institutions.

The network exhibits a very low density of 0.0085, indicating weak overall connectivity
between institutions. This means that, although many institutions are contributing to the
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field, they tend to work in isolation or within small, localized clusters rather than forming
widespread global partnerships.

This sparse structure is particularly striking when contrasted with the high volume of
research outputs. This suggests that blockchain anomaly detection remains a fragmented re-
search area, where institutional silos dominate over broader collaborative frameworks. As a
result, the limited cross-institutional collaboration may hinder the flow of knowledge and
best practices across regions. It also raises concerns about the potential emergence of iso-
lated research traditions, with institutions possibly developing inconsistent methodologies
and technical standards due to limited interaction with the broader research community.

An analysis of the contributions from 15 leading institutions to blockchain anomaly
detection research reveals a distinctive leadership pattern characterized by geographic
concentration, as presented in Table 1.

Table 1. Leading institutions by publication count.

# Research Institution Country Count
1 Beijing University of Posts and Telecommunications China 10
2 University of Electronic Science and Technology of China China 10
3 Brandon University Canada 8
4 China Medical University Taiwan Taiwan 8
5 King Saud University Saudi Arabia 8
6 Chinese Academy of Sciences China 7
7 Egyptian Knowledge Bank Egypt 6
8 Guangzhou University China 6
9 National Institute of Technology System India 6
10 Nirma University India 6
11 Northern Border University Saudi Arabia 6
12 Texas A&M University System USA 6
13 University System of Georgia USA 6
14 Vellore Institute of Technology India 6
15 Xidian University China 6

Particularly noteworthy is the equal representation of institutions from developed
and developing economies, suggesting that blockchain security constitutes an area where
traditional technological hierarchies may be less pronounced.

Chinese research institutions demonstrate particular prominence, with Beijing Uni-
versity of Posts and Telecommunications and the University of Electronic Science and
Technology of China jointly leading with 10 publications each. Five Chinese institutions
collectively account for one-third of publications among the top-fifteen contributors, demon-
strating China’s coordinated approach to blockchain security research. Indian institutions
demonstrate a significant collaborative presence, with three representatives (National Insti-
tute of Technology System, Nirma University, and Vellore Institute of Technology) among
the leading contributors, each with six publications. Similarly, Saudi Arabian institutions
(King Saud University and Northern Border University) have established themselves as
regional centers of excellence, potentially leveraging blockchain technologies to support
national economic diversification strategies.

3.4. The Analysis of the Collaboration Network Leading Authors

The bibliometric analysis of the area reveals a dynamic authorship landscape char-
acterized by both concentrated productivity and distinct citation patterns. Among the
363 analyzed papers, contributions came from 220 unique researchers, indicating moderate
authorship concentration, with an average of 1.8 publications per author.
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Table 2 provides details on the top-10 authors, specifically their names, affiliations,
publication count, and the year of their first publication.

Table 2. Top 10 authors based on publication count.

# Author Research Institution Count Year
1  Srivastava Gautam Brandon University, Canada 8 2021
2 Tanwar Sudeep Nirma University, India 6 2022
3 Kumar Prabhat National Institute of Technology, India 5 2021
4 Li Tao Guizhou University, China 5 2019
5 Zhang Kaiwen Ecole de Technologie Supérieure, Canada 5 2022
6  Chang Sang-Yoon University of Colorado, USA 4 2021
7 Fan Wenjun University of Colorado, USA 4 2021
8 Kim Jinoh Texas A&M University, USA 4 2021
9 Kumar Randhir National Institute of Technology, India 4 2021
10 LiJi SKL-MEAC, China 4 2020

Notably, 7 of the 10 most productive authors began publishing in this field in 2021 or
later, indicating a recent acceleration in specialized research activity.

An analysis of the co-citation network reveals a distinct stratification between publica-
tion productivity and intellectual influence (Table 3).

Table 3. Top-10 most frequently co-cited authors.

# Author Research Institution Centr. Count Year

1 Satoshi Nakamoto — 0.17 206 2018
Guelma University,

2 Mohamed Amine Ferrag } 0.07 58 2020
Algeria
3 Zibin Zheng SunYat-Sen University, g0, 35 5019
China
4 Gavin Wood Ethereum Foundation, UK 0.06 29 2018
5 Varun Chandola Um"e“ltyU‘g [iv[mr‘es"ta’ 009 28 2018
6 Thai T. Pham Stanford University, USA 0.05 27 2020
University of New South
7 Nour Moustafa Wales at ADFA, Australia 0.02 27 2020
8 Ayoub Khan University of Bisha, Saudi e 54 5019
Arabia
Indian Institute of
9 Pradeep Kumar Management Ranchi, India 0.05 23 2021
10 Weili Chen Sun Yat-Sen University, 0, 53 ogpg

China

Most notably, Satoshi Nakamoto, the pseudonymous creator of Bitcoin, demonstrates
overwhelming citation dominance, with 206 citations and the highest centrality measure
(0.17). This citation pattern underscores the foundational nature of Bitcoin’s original
technical documentation in anchoring subsequent blockchain security research.

Nakamoto (206 citations) and Wood (29 citations) represent blockchain architecture
pioneers whose conceptual frameworks continue to inform security research despite predat-
ing the specialized anomaly detection literature. Varun Chandola (University of Minnesota),
with 28 citations and a centrality of 0.09, has contributed fundamental anomaly detection
techniques that researchers have adapted to blockchain contexts.
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3.5. Keyword Network Analysis

The visualization of keyword co-occurrence networks provides critical insights into
the conceptual structure and thematic evolution of blockchain anomaly detection research.
Using CiteSpace software, we constructed a network visualization where nodes represent
individual keywords and connecting lines indicate the frequency of co-occurrence in
research publications. The node size corresponds to keyword frequency, while line thickness
represents co-occurrence strength, collectively revealing the semantic landscape of this
emerging research domain.

As shown in Figure 5, “anomaly detection” stands out as the central node, appearing
168 times and clearly representing the core concept of the field.
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Figure 5. Network visualization map of keywords.

The second-most frequent keyword is “machine learning” (75 occurrences), underlin-
ing the field’s strong reliance on intelligent algorithmic methods. Other high-frequency
terms such as “internet” (49), “deep learning” (46), “blockchain” (43), and “internet of
things” (30) reflect the interdisciplinary nature of the domain, bridging cybersecurity,
data science, and distributed systems. Additional keywords with notable presence in-
clude “artificial intelligence,” “federated learning,” “big data,” “IoT architecture,” and
“authentication”, highlighting emerging technical approaches and application areas.

The burst detection analysis provides critical insights into the dynamic evolution of
research priorities over time. Figure 6 presents the top-ten keywords with the strongest
citation bursts, revealing distinct phases in the field’s development between 2017 and 2024:

1. Foundation phase (2019-2020): Early research emphasized fundamental security
concepts, with “access control” experiencing a citation burst (strength 1.04). This period repre-
sented the initial adaptation of established security principles to blockchain environments.

2. Analytical development phase (2020-2021): The emergence of “analytics” as a burst
keyword (strength 1.34) signaled a transition toward data-centric approaches, reflecting the
growing recognition of anomaly detection as fundamentally a data analysis challenge.
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3. Methodological diversification phase (2021-2022): This period witnessed the simul-
taneous emergence of multiple specialized methodological approaches, with “intrusion
detection system” registering the strongest burst across all periods (strength 3.32). Concur-
rent bursts in “reinforcement learning” (1.47), “industrial internet” (1.47), and “consensus
algorithm” (1.10) indicate the rapid diversification of both methodological approaches and
application domains.

4. Integration and resilience phase (2022-2024): The most recent period exhibits a shift
toward architectural integration and security resilience concerns. Keywords experiencing
ongoing bursts include “peer-to-peer computing,” “industry 4,” “sdn” (software-defined
networking), and notably “adversarial attacks,” signaling increased attention to offensive

security perspectives.

Keywords Year Strength Begin End 2017-2024
access control 2017 1.04 2019 2020 —
analvtics 2020 1.34 2020 2021 —
intrusion detection system 2021 332 2021 2022 —
industrial internet 2021 147 2021 2022 —
remforcement learning 2021 1.47 2021 2022 —
consensus algorithm 2021 1.1 2021 2022 ——
peer-to-peer computing 2022 1.36 2022 2024 —
industry 4 2022 1.36 2022 2024 —
sdn 2022 1.36 2022 2024 —
adversarial attacks 2022 1.02 2022 2024 —

Figure 6. Top-10 keywords with the strongest citation bursts.

In the Figure 6, cyan bar indicates the overall citation timeline of the keyword, while
the red segment highlights the period of the most intense citation burst activity. “Strength”
refers to the intensity of the citation burst for a given keyword—the higher the value, the
more frequently the keyword appeared during that period.

3.6. Research Hotspots and Evolution Trend Analysis

In this section, we use co-citation analysis to gain insights into research development
and identify emerging trends within the field of blockchain anomaly detection. We con-
ducted a clustering analysis of co-cited references using CiteSpace software, resulting in a
network map categorized into 11 major clusters (Figure 7).

The network quality metrics confirm the reliability of our analysis. The mean silhouette
value (S) of 0.9202, significantly exceeding the threshold of 0.7, indicates highly homoge-
neous clusters. Similarly, the modularity value (Q) of 0.758, well above the 0.3 threshold,
demonstrates clear boundaries between different research streams. These metrics validate
the robustness of the identified intellectual structure.

Figure 8 demonstrates the evolution of research within each cluster, where the points
on the horizontal axis represent frequently cited references by publication year, the connect-
ing lines show the cocitation relationships, and the size of the point indicates the frequency
of citation.

The color of each circle conveys the relative influence and temporal dynamics of indi-
vidual publications. Red circles indicate references that experienced the strongest citation
bursts, reflecting publications that attracted significant attention during specific periods.
Orange circles represent works with a moderate level of influence, characterized by steady
but less intense citation activity. In contrast, blue and grey circles correspond to references
with lower impact. Circles outlined in purple highlight publications with high betweenness
centrality, emphasizing their role as critical connectors between thematic clusters.
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The timeline map illustrates how burst patterns manifest within the broader intel-
lectual structure of the field. The horizontal distribution of nodes reveals how research
focus has progressively shifted from foundational topics like “bitcoin concepts threat” (#1),

“industrial network” (#6), “smart contract” (#7), and “server” (#9), toward methodologically

advanced domains like “using unsupervised learning” (#0) and “lightweight federated

learning” (#2).

Figure 9 presents the top-10 references exhibiting the strongest citation bursts within
the blockchain anomaly detection research landscape. These bursts highlight pivotal works
that significantly influenced the field during specific periods, shaping subsequent research

directions and methodological innovations. The selected references span a publication
period from 2014 to 2019, with burst periods ranging from 2018 to 2024.
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References Year Strength Begin End 2017-2024
Wood G, 2014, ETHEREUM SECURE DECE, V0, PO 2014 3.03 2018 20190 |
Zheng 7B, 2017, IEEE INT CONGR BIG, V0, PP557, DOI 10.1109/BigDataCongress 2017.85, DOIL 2017 2.16 2019 2021 —
Du M, 2017, CCS17: PROCEEDINGS ...... NICATIONS SECURITY, V0, PP1285, DOL 2017 2.06 2019 2020 —
Gai KK. 2019, IEEE T IND INFORM. V15, P3548, DOI 10.1109/T11.2019.2893433, DOI 2019 271 2020 2021 —
Liang GQ. 2019, IEEE T SMART GRID, V10, P3162, DOI 10.1109/TSG.2018.2819663, DOL 2019 225 2020 2021 —
Chen TQ, 2016, KDD16: PROCEEDI ...... ERY AND DATA MINING, V0, PP785, DOL 2016 1.8 2020 2021 ——
Christidis K, 2016, IEEE ACCESS, V4, P2292, DOI 10.1109/ACCESS.2016.2566339, DOI 2016 1.8 2020 2021 —
Chen WL, 2018, WEB CONFERENCE ...... NFERENCE (WWW2018), V0, PP1409, DOL 2018 347 2021 2022 —
Yin HS, 2017, IEEE INT CONF BIG DA, V0, PP3690, DOI 10.1109/BigData 2017.8258365, DOI 2017 2,07 2021 2022 —
Preuveneers D, 2018, APPL SCI-BASEL, V8, PO, DOI 10.3390/app8122663, DOL 2018 243 2022 2024 —

Figure 9. Top-10 references with the strongest citation bursts. References cited in the
figure: [26,27,53-60].

The Ethereum whitepaper by Wood G. (2014) [53], a foundational work in blockchain
development, saw a strong citation burst from 2018 to 2019 (strength: 3.03). This burst
reflects Ethereum'’s critical role in enabling decentralized applications (DApps) and smart
contracts, as well as its influence on subsequent research in blockchain technologies.

The introduction of DeepLog, a deep learning model using LSTM for anomaly detection
in system logs described in paper [26], had a citation burst from 2019 to 2020 (strength: 2.12).

The comprehensive survey of blockchain technology by Zheng ZB. et al. (2017) [54]
experienced a citation burst from 2019 to 2021 (strength: 2.01). This paper catalyzed research
into blockchain scalability, security, and consensus mechanisms -areas critical for secure
and efficient anomaly detection in decentralized networks.

Research on detecting Ponzi schemes in blockchain environments through machine
learning, conducted by Chen WL. (2018) [55], had the highest citation burst (strength:
3.31) between 2021 and 2022, highlighting the rising concerns over fraud in decentralized
financial systems, particularly in Ethereum-based smart contracts.

The introduction of blockchain-based federated learning for enhanced anomaly detec-
tion, described in Preuveneers D. (2018) [27], saw a burst from 2022 to 2024 (strength: 2.51).
This work reflects the increasing focus on privacy-preserving machine learning frameworks,
combining federated learning with blockchain for greater transparency in model updates.

The study by Yin HS. (2017) [56] on classifying cyber-criminal entities in the Bitcoin
ecosystem had a citation burst from 2021 to 2022 (strength: 1.99). This underscores the
growing emphasis on identifying illicit activities in blockchain networks, particularly
Bitcoin, and the need for anomaly detection systems to flag criminal behaviors in cryptocur-
rency transactions.

Table 4 presents a summary of the largest co-cited reference clusters identified within
the blockchain anomaly detection research landscape. These clusters represent groups of
publications that are frequently cited together, indicating thematic coherence and shared
intellectual foundations.

The clusters exhibit a range of sizes, from 56 references in Cluster 0 to 7 references in
Cluster 10. The silhouette score, a measure of cluster cohesion and separation, is consistently
high across all clusters, ranging from 0.866 to 1.000. This indicates well-defined and distinct
clusters, suggesting a robust underlying structure in the co-citation network.

In this paper, we provide an in-depth analysis of the three largest clusters (#0, #1,
and #2) by examining key sentences within the publications of each cluster using CiteSpace.
These clusters, characterized by their high credibility scores, represent the most significant
areas of research in the field.
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Table 4. Summary of the largest co-cited reference clusters.

ID Size Silhouette Label (LLR) Year Major Publications
0 56 0.904 using unsupervised learning 2020  [28,29,33,55,61-70]
1 45 0.924 bitcoin concepts threat 2017 [37,57,71-77]

2 43 0.884 lightweight federated learning 2021 [27,78-90]

3 33 0.920 E:gowledge-defmed network- 2020 [34,91-99]

4 31 0.890 intrusion detection system 2018 [100-106]

5 28 0.928 sustainable smart cities 2019 [107-112]

6 16 0.987 industrial network 2017 [58,113-117]
7 15 0.951 smart contract 2017 [98,118-125]
8 14 1.000 5G advance 2019 [80,85,126-130]
9 9 0.866 server 2015 [53,131,132]
10 7 1.000 things security 2018 [98,133,134]

As shown in Figure 7, the largest cluster (#0) comprises 56 members, with an excep-
tionally high silhouette value of 0.904, indicating strong thematic coherence. This cluster,
centered on unsupervised learning approaches to blockchain anomaly detection, represents
a significant methodological advancement in the field.

The intellectual core of this cluster is built around several highly influential works:
Sayadi et al. [28] with 19 citations, establishing methodological foundations for unsuper-
vised anomaly detection in blockchain networks; Farrugia et al. [29] with 17 citations,
presenting an effective method for detecting illicit accounts on the Ethereum network using
the XGBoost classifier; and Chen et al. [55,61], where the authors proposed an effective
approach for detecting smart Ponzi schemes on the Ethereum blockchain using data mining
and machine learning techniques, achieving high accuracy and highlighting the importance
of monitoring smart contracts for early scam detection.

Major citing articles within this cluster reveal a diversification of unsupervised learn-
ing approaches [33,62-64]. Particularly noteworthy is Kamran at al., who introduced
the AHEAD model, which effectively detects multiple anomalies in blockchain transac-
tions and users across different layers [65]. Notable contributions to this cluster include
studies [66—-68].

The second largest cluster (#1) contains 45 members with an exceptionally high sil-
houette value of 0.924, representing the foundational security research focused on Bitcoin’s
threat landscape. Studies within this cluster explore various attack vectors such as double-
spending, ransomware, and illegal transactions, reflecting a deepening concern over the
security vulnerabilities of decentralized cryptocurrencies. This cluster’s average publica-
tion year of 2017 positions it as the intellectual foundation upon which subsequent research
streams have built.

The cluster’s seminal contributions include Li et al. [37] with 17 citations, establishing
a comprehensive taxonomy of threats in blockchain systems, and Apostolaki et al. [71],
Liang et al. [57], and Dai et al. [72], each with 5 citations, addressing specialized attack
vectors, including routing attacks, smart grid vulnerabilities, and vehicular network se-
curity. These works collectively established the conceptual framework for understanding
blockchain security challenges.

Major citing articles within this cluster demonstrate its continuing influence, with Ra-
houti et al. [73] receiving 65 citations for their work synthesizing Bitcoin concepts, threats,
and machine-learning security solutions, and Alkadi et al. [74] garnering 45 citations for
their comprehensive review of intrusion detection and blockchain applications in cloud
environments. The cluster also encompasses specialized applications in transportation
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systems [75] and smart contracts [76], indicating the extension of foundational security
concepts to diverse implementation contexts.

The third-largest cluster (#2) encompasses 43 members with a silhouette value of
0.884, representing the cutting edge of research focused on privacy-preserving machine
learning techniques, particularly in decentralized networks. Federated learning enables
model training without the need to centralize data, which is crucial in ensuring privacy and
security in blockchain and IoT environments. The cluster highlights research on optimizing
federated learning frameworks to ensure low computational costs while maintaining high
model accuracy.

The intellectual foundations of this cluster include Lu et al. [83] with 11 citations,
pioneering the application of federated learning to industrial blockchain environments;
Derhab et al. [84] with 6 citations, developing sensor-based detection frameworks; and
Mothukuri et al. [85] and Alsaedi et al. [86], each with 5 citations, advancing specialized
applications in IoT security and edge computing contexts.

Recent citing articles demonstrate the accelerating research interest in this domain,
with Ali et al. [87] receiving 40 citations for their survey of blockchain and federated
learning-based intrusion detection approaches for edge-enabled industrial IoT networks.
This cluster shows strong connections to adjacent technology domains, including medical
IoT security [88], cloud computing [89], and DDoS attack detection [90].

The prominence of this cluster underscores the growing recognition of federated learning
as a promising approach to reconciling privacy preservation with effective anomaly detection in
blockchain environments, with key contributions also provided by studies [27,78-82].

4. Discussion
4.1. Comparative Analysis with the Existing Literature

As noted in Section 1, previous literature reviews in the field of anomaly detection in
blockchain networks have mostly provided qualitative syntheses of models, techniques,
and application domains [31-38]. These studies typically classify approaches by algorith-
mic type (e.g., deep learning, unsupervised methods), levels of blockchain architecture,
or industry-specific application scenarios. While they offer valuable thematic structuring,
their primarily descriptive nature and lack of quantitative rigor limit the ability to identify
key trends, research gaps, and evolutionary patterns in the field’s development. Table 5
presents a comparison between our survey and previous studies.

Table 5. Existing surveys on anomaly detection in blockchain topics and our research contributions.

Ref. Type Methodology Period Trend Analysis Bibliometric Analysis Future Directions Blockchain Platforms
[31] Review Narrative N/S - - + General

[32] Review Narrative 2012-2024 + - + General

[33] Review Narrative 2014-2023 + - + General

[34] Article Narrative 2018-2023 - - + Infrastructure

[35] Brief Review Narrative N/S - - - Financial

[36] Conf. Paper Narrative N/S - - + General

[37] Article Narrative N/S - - + General

[38] Conf. Paper Narrative N/S - - + Financial

Our Systematic PRISMA 20172024 + + + General

Notably, the majority of existing surveys lack of trend and bibliometric analysis,
and their discussions on future research directions remain limited in scope. In contrast, our
work addresses these gaps by conducting a PRISMA-guided systematic bibliometric review
of the anomaly detection literature within the blockchain domain. By combining bibliomet-
ric evidence with detailed qualitative synthesis, our work provides a more comprehensive
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and forward-looking understanding of the field, thereby identifying key opportunities for
advancing anomaly detection in blockchain.

4.2. Drivers and Implications of Research Trends

The evolution of anomaly detection research in blockchain ecosystems reflects a
dynamic interplay of technological advancements, security needs, and strategic policy
initiatives. Bibliometric cluster analysis reveals a clear progression from basic rule-based
methods to advanced machine learning, graph neural networks, and privacy-preserving
federated learning systems. One of the key enablers of this transition is the exponential
growth of blockchain data. Traditional systems have proven inadequate for the real-
time analysis of high-volume transactions, prompting a shift toward scalable, data-driven
approaches. Machine learning models, particularly those employing graph neural net-
works, have demonstrated high accuracy in capturing complex transactional patterns and
interdependencies.

Simultaneously, the nature of blockchain threats has evolved. Between 2020 and 2024,
the landscape shifted from isolated technical exploits to multi-vector attacks involving
social engineering, cross-chain vulnerabilities, and oracle manipulation.

The development of anomaly detection solutions has also been influenced by national
priorities. China, USA, and India lead in research output, driven by strategic investments
and regulatory frameworks [135,136]. China’s centralized investment strategy contrasts
with the USA’s decentralized, regulation-led approach. In Europe, the MiCA regula-
tion [137] fosters security innovation by emphasizing compliance.

Cluster transitions indicate a movement from unsupervised learning (cluster #0) and
basic cryptocurrency security (cluster #1) toward lightweight, federated learning architec-
tures (cluster #2), reflecting several key trendsseveral emerging trends in the field. First,
there is growing emphasis on methods that support the proactive detection of complex
anomalies, particularly those capable of capturing relational structures within blockchain
networks. Techniques based on graph neural networks have demonstrated notable effec-
tiveness in this regard. Second, privacy-preserving collaboration is becoming increasingly
important. Approaches such as federated learning enable anomaly detection across multi-
ple organizations without requiring direct data sharing, thereby aligning with modern data
protection regulations. Third, the demand for explainable artificial intelligence is rising,
driven by the need for transparency and regulatory compliance. Techniques that improve
the interpretability of detection outcomes—such as SHAP [138] and LIME [139]—are being
progressively adopted to enhance trust in automated systems used by auditors, developers,
and regulators.

4.3. Limitations of the Study

Although this study offers a thorough bibliometric analysis of anomaly detection in
blockchain systems, several limitations should be acknowledged.

The data sources were limited to the Web of Science Core Collection (WoSCC). While
WoSCC is a reputable and extensive database, restricting the analysis to this single platform
may have excluded relevant studies indexed in other databases such as Scopus, IEEE
Xplore, or Google Scholar.

The study focused exclusively on peer-reviewed research articles and reviews within
the Science Citation Index and Social Sciences Citation Index. This focus excludes other
valuable sources like conference proceedings, books, and gray literature, which might
provide additional perspectives on emerging techniques and practical applications in
blockchain anomaly detection.



Appl. Sci. 2025, 15, 8330

17 of 28

The language restriction to English publications introduces a bias, potentially over-
looking important contributions published in other languages such as Chinese, Spanish,
or French. This may limit the inclusion of diverse regional insights and alternative ap-
proaches to blockchain security.

The bibliometric analysis relied on the CiteSpace 6.4.R1 software. Although CiteSpace
is a recognized and specialized tool, the results may vary depending on the parame-
ters, algorithms, and visualization methods used. Employing different analytical tools or
methodologies could produce alternative yet valid interpretations.

4.4. Open Challenges and Future Directions

This section explores the anticipated future directions in the realm of anomaly de-
tection in blockchain, based on the analysis of co-citation clusters, top-cited papers, their
abstracts, and emerging trends identified in Section 3. These directions reflect not only cur-
rent technological capabilities but also fundamental challenges that require comprehensive
solutions to ensure the resilience and security of blockchain systems.

We identified six key areas encompassing critical challenges and future research
opportunities:

1. Federated learning and privacy-preserving technologies. The analysis of the keyword
map (Figure 5), timeline map of reference co-citation (Figure 8), citation bursts
(Figure 9), and core publications in cluster #2 demonstrates a growing interest in
federated learning and highlights open challenges within the context of blockchain
security [27,78-83,87,90]. Combining blockchain with federated learning offers a
unique opportunity to create transparent, auditable anomaly detection models with-
out centralizing training data. However, several open challenges remain, which future
research will need to address to advance the domain:

* developing attack-resistant federated models for anomaly detection in scalable
blockchain networks;

* implementing differential privacy techniques in federated models to balance
detection accuracy with user privacy protection.

2. Integration of multimodadata and heterogeneous sources. The analysis of the keyword map
(Figure 5), timeline map of reference co-citation (Figure 8), citation bursts (Figure 9),
and core publications in clusters related to machine and deep learning (specifically,
clusters #0, #3, #4) demonstrates a growing interest in comprehensive approaches to
anomaly detection. Current research reveals a significant shift from one-dimensional
transaction analysis, based on individual data types, to an all-encompassing ap-
proach that considers diverse aspects of blockchain data [26,33,55,56,61,66-68,73,91,95—
98,100,101,103,140]. This shift underscores the need for integrating heterogeneous
data to enhance the effectiveness of detecting complex anomalies that might be unno-
ticeable when analyzing only one type of information. Achieving such integration
in blockchain anomaly detection requires robust systems capable of securely man-
aging and processing diverse datasets. In this context, innovative data storage and
processing systems such as SecuDB [141], LedgerDB [142], and VeDB [143] can play
a pivotal role. These technologies provide a high level of security, data integrity,
and verifiability, which are critically important for identifying deviations from normal
behavior in decentralized environments. Future research in this direction may include
the following:

*  developing algorithms that simultaneously analyze on-chain and off-chain data
for comprehensive anomaly detection;
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*  creating systems that integrate blockchain data with traditional financial transac-
tions to detect cross-platform fraud schemes;

*  applying natural language processing methods to analyze smart contracts along
with user behavioral patterns;

* leveraging secure database technologies to provide scalable and tamper-resistant
analytics platforms.

Explainable Al and interpretable detection models. The results of our study demonstrate
a clear shift from basic security mechanisms to sophisticated machine learning and
graph neural network approaches in blockchain anomaly detection. Specifically, some
publications in clusters related to machine and deep learning (e.g., clusters #0, #3,
#4) reveal a growing interest in employing these advanced methods [66-70,99,106].
Many research studies use ensemble learning and explainable Al for fraud detection
in blockchain transactions, indicating the growing importance of interpretability
in Al-based security solutions [65,144-147]. This direction highlights the need for
transparency in complex models, such as those used in deep and unsupervised
learning, so that their decisions are understandable to security experts. Future research
will likely pay more attention to the following:

* developing anomaly detection models with built-in mechanisms for interpreting
results;

* creating intuitive visual explanations for identified anomalies to help security
experts make informed decisions;

*  combining expert knowledge and algorithmic approaches to form hybrid detec-
tion systems with improved interpretability.

Real-time and adaptive detection systems. The increasing complexity of fraud schemes
and the rapid evolution of attack methods fundamentally necessitate the develop-
ment of anomaly detection systems that operate in real-time. This need is not merely
theoretical but is clearly demonstrated by the characteristics and demands of various
application domains, as reflected in several prominent co-citation clusters (#1, #5, #6,
#7, #8, #10). For instance, in the publications associated with cluster #1 [71,73,77],
which focus on cryptocurrency networks, the speed and unpredictability of attacks
necessitate immediate detection and rapid, adaptive responses to emerging mali-
cious behaviors. A similar urgency is evident in sustainable smart cities (cluster
#5) [107-112] and industrial networks (cluster #6) [58,113,116,117], where massive
volumes of real-time data are continuously generated by IoT and IIoT devices. In such
environments, timely and adaptive anomaly detection is critical to ensure the uninter-
rupted operation of essential infrastructure and safeguard public safety. The situation
is even more acute in the domain of smart contracts (cluster #7) [98,124,125], where
anomalies such as vulnerabilities or malicious executions can result in immediate and
irreversible financial damages. Moreover, the emergence of 5G advanced networks
(cluster #8) [126,130], characterized by ultra-low latency and high throughput, both
enables and necessitates the deployment of anomaly detection systems that can match
the network’s speed and complexity. These systems must be capable of process-
ing vast data flows with minimal delay while maintaining high detection accuracy.
Lastly, the publications in cluster #10 [98,133,134] highlight that highly dynamic and
heterogeneous ecosystems require continuous anomaly identification and response
mechanisms that can adapt in real time to evolving threats, device malfunctions,
or behavioral deviations. Despite the lack of pronounced representation in recent
citation bursts, the shift toward real-time, adaptive anomaly detection is a critical
direction for practical applications of academic research. Moving forward, this entails
the following:
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* implementing incremental learning methods to continuously adapt models to
new types of attacks;

¢ developing early warning systems capable of detecting anomalies at the forma-
tion stage;

*  creating distributed monitoring systems that minimize detection latency without
compromising accuracy.

Cross-domain integration and specialized applications. The analysis of the keyword map
(Figure 5), the timeline map of reference co-citation (Figure 8), and the core publica-
tions in clusters #5, #6, and #10 reveals a consistent and accelerating trend toward the
specialization of anomaly detection methods tailored to distinct application domains
within the blockchain security ecosystem. In particular, publications in cluster #5
emphasize the integration of blockchain-based security mechanisms into smart city
infrastructures [107,110]. The convergence of diverse IoT devices and public service
networks necessitates anomaly detection approaches that are domain-aware and
capable of responding to complex interdependencies between systems. Cluster #6
publications [58,113,116,117] focus on the implementation of anomaly detection in
operational technology and industrial control system environments. These settings,
characteristic of Industry 4.0, require context-specific models that support real-time
monitoring and low-latency decision-making. Cluster #10 publications [98,133,134]
address the distinct challenges of securing resource-constrained IoT devices that oper-
ate within or alongside blockchain frameworks. Given the heterogeneous nature of
IoT ecosystems and their vulnerability to both device-level and network-level threats,
this area underscores the need for lightweight, efficient, and adaptive anomaly detec-
tion methods. These thematic concentrations point toward several key directions for
future research:

*  developing specialized anomaly detection models for industrial blockchain sys-
tems in the context of Industry 4.0;

*  creating lightweight algorithms for resource-constrained IoT devices in blockchain
networks;

¢  integrating blockchain security with traditional critical infrastructure security
systems.

Standardization and regulatory frameworks. Numerous review studies [31,36,38,105,133]
consistently highlight persistent challenges, open questions, and the lack of unified
methodologies, all of which hinder the large-scale adoption and interoperability of
anomaly detection systems across different blockchain platforms. This fragmentation
not only complicates technical integration but also impairs collective efforts to combat
cyber threats in blockchain ecosystems. Moreover, research focusing on anomaly
detection within highly regulated or financially sensitive domains—such as finance,
emergency management, healthcare, cybersecurity, and critical energy infrastructure—
emphasizes the urgent need for international cooperation [19,69,96,103,125,147,148].
In these sectors, combating cybercrime, including fraud and anomalous behavior,
is a critical priority. Addressing this challenge requires the establishment of har-
monized regulatory frameworks and international standards that can ensure the
effectiveness and interoperability of anomaly detection systems, regardless of their
underlying architecture or blockchain platform. Accordingly, future research and
policy development should prioritize the following:

* developing harmonized methodologies for evaluating the effectiveness of
anomaly detection systems in blockchain;
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¢ forming international standards for the interoperability of anomaly detection
systems across different blockchain platforms.

4.5. Main Findings

Our findings based on the research questions defined can be summarized as follows.

RQ1: We found that the results obtained in this study demonstrate an uneven yet
dynamically growing scientific interest in the field of blockchain anomaly detection.

Publication activity is primarily concentrated in countries with strong techno-scientific
infrastructures. The highest research intensity is observed in China, which has emerged as
a major hub for the generation of knowledge in the field of blockchain analytics. The United
States and India also exhibit significant scholarly output, indicating the global relevance of
security issues in distributed systems.

Interestingly, the group of active contributors includes not only traditionally dominant
scientific powers but also countries undergoing accelerated digital transformation over
the past decade, such as Saudi Arabia. This suggests the emergence of a new map of
international participation in blockchain-related research, where state-led initiatives and
strategic investments in innovation play a pivotal role.

The key institutions contributing to research development are primarily Asian techni-
cal universities. Identified academic centers in China hold central positions in the structure
of institutional cooperation. At the same time, universities from other regions, notably
Canada, India, and the Middle East, also demonstrate visible activity.

However, institutional linkages remain underdeveloped, as evidenced by the low
connectivity of the academic collaboration network. This may reflect the absence of well-
established international consortia or the limited interregional coordination in this area.
Instead, the landscape is dominated by isolated or regionally focused research groups
formed around local thought leaders.

A group of leading authors has been identified as actively shaping both theoretical and
applied approaches to anomaly detection in blockchain networks. Researchers combining
expertise in cybersecurity, artificial intelligence, and distributed computing play a partic-
ularly influential role. The most productive contributors include scholars from Canada,
India, and China, who collectively constitute the core of the field’s publication impact.

Notably, a substantial number of these researchers have joined the academic discourse
relatively recently - after 2020 - highlighting the emerging and innovative nature of this
subfield. Author collaboration within individual publications reveals a tendency toward
thematic clustering, though inter-cluster cooperation remains limited.

Within the scope of citation analysis, special attention is drawn to the figure of Satoshi
Nakamoto, who, despite not being directly involved in anomaly detection research, re-
mains central in the historical and methodological context due to the foundational role in
conceptualizing blockchain technology itself.

RQ2: Using the CiteSpace software, an analysis was conducted of the keyword network
and co-citation cohorts in studies dedicated to anomaly detection in blockchain. This
enabled the identification of major research clusters and current hotspots and the tracing of
evolving trends in the field.

The largest research cluster is related to unsupervised learning methods. It includes
more than fifty works focused on the application of unsupervised learning algorithms
for detecting anomalies in blockchain. The second-largest cluster is dedicated to Bitcoin
security. This area covers research on primary threats such as double-spending attacks,
ransomware, and illicit transactions, thereby forming foundational knowledge about cryp-
tocurrency security. Another important direction is lightweight federated learning, which
is gaining popularity due to its ability to ensure privacy protection and enhance the effi-
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ciency of anomaly detection in distributed systems, particularly in the IoT domain, while
minimizing computational overhead.

Among the research hotspots, anomaly detection is the dominant concept most fre-
quently encountered in studies. Considerable attention is given to the application of
machine learning and deep learning, as well as topics related to IoT, artificial intelligence,
federated learning, big data, and authentication. There is a growing interest in protection
against attacks, including adversarial attacks, intrusion detection systems, and consen-
sus algorithms.

Regarding trend evolution, the period from 2019 to 2020 was characterized by a fo-
cus on fundamental security issues such as access control. In 2020-2021, the emphasis
shifted to data analytics for anomaly detection. The years 2021-2022 saw the introduction
of diverse methods, including intrusion detection systems and reinforcement learning.
From 2022 to 2024, the focus has been on integrating technologies into industrial ecosys-
tems, the development of peer-to-peer computing, and strengthening defenses against
sophisticated attacks.

Influential works in this area include the Ethereum whitepaper [53], which serves as a
foundational and widely cited document; the DeepLog model based on LSTM for anomaly
detection in logs [26]; the blockchain technology survey by Zheng et al. [54], which laid
the groundwork for scalability and security research; and Chen’s study on detecting Ponzi
schemes using machine learning [55].

RQ3: Based on the analysis of clusters in this study, we identified six main avenues for
future research and development (see Section 4.4), including federated learning and privacy-
preserving technologies, the integration of multimodal data and heterogeneous sources,
explainable Al and interpretable detection models, real-time and adaptive detection sys-
tems, cross-domain integration, and specialized applications, as well as standardization
and regulatory frameworks.

5. Conclusions

This paper presents a bibliometric analysis of anomaly detection research in blockchain
networks conducted between 2017 and 2024. Using the PRISMA methodology and CiteS-
pace, we examined publication trends, identified key research themes, and highlighted the
most active authors, institutions, and countries in this field.

The findings indicate a rapid increase in interest in blockchain security, driven by the
growing number of attacks, fraudulent schemes, and the rising complexity of contempo-
rary threats. The shift from basic protection methods to machine learning, deep neural
networks, graph models, and federated learning reflects the field’s growing sophistication
and diversity.

The analysis of international and institutional collaborations reveals that China,
the United States, and India are the most significant contributors to anomaly detection
research in blockchain. Among the leading research institutions are Beijing University of
Posts and Telecommunications, Brandon University, and Nirma University. At the same
time, there is a notable trend toward expanding international cooperation and forming
interdisciplinary research teams.

The main scientific clusters identified include unsupervised learning, Bitcoin secu-
rity, and lightweight federated learning. Key topics include anomaly detection, machine
learning, IoT security, and explainable Al for improving detection transparency.

Despite substantial progress, the field faces several open challenges. These include the
need to develop private and scalable federated learning models, design adaptive real-time
systems, integrate multimodal data sources, and improve the interpretability of models.
Particular attention must be paid to balancing anomaly detection performance with data
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privacy, as well as developing universal approaches applicable across different types of
blockchain networks.

This study summarizes the current state of research and outlines future directions for
anomaly detection in blockchain. The results can serve as a roadmap for future research,
support the development of effective cybersecurity strategies, and foster greater trust in
blockchain technologies across a variety of application domains.
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