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Abstract: Cities are looking for an approach to affordable, integrated and sustainable
transport systems across all transport modes and services. Automated vehicle (AV) tech-
nologies use emerging technologies to integrate multimodal transport systems and ensure
sustainable mobility in a city. Vehicle automation has entered the public conscious with
several auto companies leading recent developments in legislation and affordable cars.
Governments support AVs through policies and legal frameworks, and it is the responsi-
bility of AV dealers to comply with legal and policy provisions so that the benefits of this
new and promising industry can be felt. Despite the growing interest in AVs as a potential
solution for sustainable transportation, several research gaps remain in relation to tech-
nology and infrastructure readiness, policy and regulation, equity and accessibility con-
cerns, public acceptance and behaviour, and integration with public transport. This paper
discusses the challenges and dilemmas of adopting AVs within the existing urban trans-
portation system and within existing design standards in the United Kingdom and ex-
plores the progress and opportunities related to policies of transportation that may stem
from the emergence of AV technologies in the UK. The potential of AVs is still limited by
cyber insecurity, incompetent infrastructure, social acceptance, and public awareness.
However, AVs are crucial to a city’s efficiency and prosperity and will become essential
components for the provision of more flexible, convenient, integrated and sustainable
travel options.

Keywords: automated vehicles; road safety; congestion; urban freight; integrated journey;
sustainable transport

1. Introduction

The United Nations [1] forecasted that 66 percent of the world population would live
in urban areas by the year 2050, resulting in a significant impact on urban transport sys-
tems. The current mobility system is already struggling with the environmental, social
and economic challenges that direct the attention of regulators, governments and even the
public opinion towards sustainable mobility. The concept of smart cities and mobility is
an interdisciplinary realm that uses technologies and data to connect people, places and
goods via different modes of transport, which can help balance the cost, comfort, speed,
safety and convenience with people’s needs. Urban mobility is adopting smart and inno-
vative approaches by integrating transit network and operation, artificial intelligence (AI),
big data, Internet of Things (IoT), automated vehicles (AVs) and unmanned aerial vehicles
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(UAV). Smart mobility focuses on the shifting of market spending away from ownership
and single-journey models to user-centric mobility models for seamless journeys [2].
Smart mobility uses emerging technologies that include all aspects of AVs and multi-
modal transport systems to communicate information about traffic flow, hazard and in-
terference for the purpose of reducing traffic congestion and vehicle emissions. There is a
debate on AV adoption within existing urban planning and transport systems. Grindsted
et al. [3] examined the role of AVs in urban planning by analysing the plans of 10 Euro-
pean capitals through the lens of critical urban mobility studies linking automation to car-
bon reduction, smart cities and sustainability. Grindsted et al. [3] observed that none of
the cities needed to integrate AVs with public transport or use renewable energy, meaning
that AVs are likely to reinforce individual car dependency and increase emissions. This
paper discusses the challenges and dilemmas of adopting AVs within the existing urban
transportation system and within existing design standards and explores the progress and
opportunities stemming from AV adoption within transport policies in the United King-
dom.

2. Automated Vehicle (AV) Technologies

Automated vehicle (AV) technology is rapidly transforming the transportation land-
scape, offering new possibilities for sustainability, efficiency and safety. At the core of AVs
are three critical technological pillars: Al-based decision-making, sensor systems, and con-
nectivity solutions. Sensor systems, including Light Detection And Ranging (LiDAR), ra-
dar, cameras and ultrasonic sensors, allow AVs to perceive their surroundings with high
precision, facilitating object detection, obstacle avoidance and navigation in complex en-
vironments. Additionally, vehicle-to-everything connectivity, including vehicle-to-vehi-
cle and vehicle-to-infrastructure communication, enhances coordination, improves traffic
efficiency and enables predictive safety measures. Al enables AVs to process vast amounts
of real-time data, utilising machine learning and neural networks to make accurate, adap-
tive driving decisions. Real-time data processing enables vehicles to perceive, analyse and
respond to dynamic environments instantaneously. Using machine learning algorithms,
edge computing and high-performance onboard processors, AVs can process vast
amounts of sensor data from LiDAR, radar, cameras and Global Positioning Systems
(GPSs) to make split-second driving decisions. Real-time data fusion allows AVs to detect
obstacles, predict traffic patterns and optimise navigation while minimizing latency. Fur-
thermore, cloud-based and edge computing frameworks support seamless communica-
tion between AVs and infrastructure, enhancing situational awareness and reducing con-
gestion.

AV technologies can be categorised into three types: in-vehicle intelligence, vehicle-
to-vehicle intelligence and vehicle-to-infrastructure intelligence [4,5]. In-vehicle intelli-
gence focuses on improving vehicle technology to enhance the vehicle’s performance,
safety and emissions. Vehicle-to-vehicle intelligence communicates the information be-
tween roads and vehicles to improve and enhance mobility. For instance, in-vehicle sen-
sors determine the physiological parameters of people inside the vehicle involved in acci-
dents and communicate with the nearest ambulance, thus helping to save people on time
[5]. In vehicle-to-infrastructure intelligence, vehicles communicate information about the
infrastructures, e.g., signal systems, that use wireless sensors to determine the speed, di-
rection, flow and timings of the vehicles. The feeding of this information estimates the
signal cycle and determines the lane-changing behaviour of drivers in each direction.
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3. Current Progress in Automated Vehicle Technologies

The rapid advancement of AV technology presents a transformative opportunity for
sustainable transportation systems, offering a pathway toward more sustainable and effi-
cient mobility solutions. A sustainable transport system is an efficient, eco-friendly, and
inclusive mobility network that minimises environmental impact, promotes social well-
being and supports economic growth. It integrates clean energy, smart infrastructure and
efficient transport modes to create a future-proof mobility solution. As concerns over en-
vironmental degradation, traffic congestion and urbanisation intensify, the integration of
AVs with sustainable transport strategies has gained significant attention from research-
ers and policymakers. However, it faces significant infrastructure challenges. As cities and
transportation networks evolve to accommodate AVs, critical issues such as road design,
traffic management systems and digital connectivity must be addressed. The successful
integration of AVs into existing infrastructure requires substantial investment in smart
motorways, vehicle-to-infrastructure communication and adaptive traffic control mecha-
nisms. Additionally, challenges related to urban planning, charging stations for AVs and
equitable access to automated mobility solutions must be considered. This literature re-
view explores these infrastructure barriers, evaluating how they impact the sustainability
and efficiency of AVs and identifies potential strategies for overcoming these obstacles in
the transition towards a smarter and more sustainable transportation future.

3.1. Road Safety

Human error, including distracted driving, fatigue and impaired driving, is the lead-
ing cause of road accidents [6]. AVs are championed for reducing human errors and road
accidents by adopting advanced technologies relating to electronic controls of stability
and warning of head-on collisions. The majority of road crashes are attributed to human
errors and drivers’ interaction with vehicle characteristics, the roadway or the environ-
ment [7]. AV technologies have the potential to significantly reduce road crashes as they
employ proper measures to minimise automated malfunctions [7]. The MuCCA (Multi-
Car Collision Avoidance), a GBP 4.6 million and 30-month project, is developing a collab-
orative system to avoid collisions with the support of AV technologies [8]. MuCCA-
equipped cars communicate with each other to find out the best course of alternative ac-
tion to avoid road crashes [9]. However, the MuCCA system, both at the test track and in
the simulation environment, requires further improvement to avoid the potential risk of
collisions. The Human Driver Model (HDM), developed by Cranfield University, uses five
interlinked driving simulators in a single virtual environment to understand the behav-
iour of several drivers simultaneously [9].

The UK government has invested GBP 100 million to create the CAM (Connected and
Automated Mobility) Testbed UK for testing and developing connected and self-driving
vehicles. A total of GBP 51 million was invested in two public testbeds in London and the
Midlands and two controlled testbeds coordinated by the Meridian that were launched in
September 2017 as the one-stop-shop for the connected and autonomous vehicle (CAV)
ecosystem [10]. The ‘Millbrook-Culham Test and Evaluation Environment (MCTEE)’, in
partnership with the Millbrook Proving Ground and the UK Atomic Energy Authority’s
Remote Applications in Challenging Environments (RACE), works on deploying CAVs
on public roads [10]. The two sites (10 km test roads at Culham Science Centre in Oxford-
shire and 70 km test tracks of Millbrook in the UK) offer a diverse topography, all-weather,
multi-user access and seamless transfers between environments, and a cost-effective abil-
ity to cope with current and future functional requirements of real-world urban scenarios,
ensuring the safety, comfort, durability and reliability of AV technologies. The HORIBA
MIRA and Coventry University are jointly working on the Trusted Smart CAV consor-
tium (TIC-IT) for developing, testing and commercialising CAVs [10]. This project is
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working with the test tracks of HORIBA MIRA for automated vehicles to test speed limits
and safety [10]. StreetWise, a GBP 13 million project of FiveAl, is developing safety vali-
dation methods and insurance and service models for delivering an autonomous personal
mobility solution in a complex urban environment focusing on vulnerable road users [8].

3.2. Traffic Congestion and Management

Sustainable transport solutions not only focus on AV technologies but also energy
efficiency by optimising signal lights to reduce delay time and fuel consumption and
maintain traffic flow [11]. The reduction in road crashes has a positive impact on reducing
traffic congestion by minimising the delay time and vehicle kilometre travelled (VKT) and
maximising the overall reliability of the transport system. However, there is a debate on
VKT reduction for AVs as VKT may increase because of rebound effects [11]. The incre-
ment in VKT is also attributed to self-parking and fuelling, higher trip numbers and even-
tually lower usage of public transport and longer commuting.

Taking advantages of the connected system, AVs can significantly reduce traffic con-
gestion at junctions using the reservation-based system that works efficiently with traffic
congestion at signalised junctions. Despite arguing that AVs will reduce traffic congestion,
their performance in the mixed motorised traffic environment (conventional vehicles and
AVs) is yet to be explored. Talebpour and Mahmassani [12] analysed and simulated the
stability of mixed traffic streams with varying distributions of conventional vehicles, AVs
and CAVs and concluded that AVs were more effective than CAVs in preventing shock-
wave formation and propagation, resulting in stability improvements of traffic flow. Ye
and Yamamoto [13] developed a two-lane cellular automaton model to understand the
impact of CAVs on road capacity in heterogeneous traffic flow with different penetration
rates. Ye and Yamamoto [13] brushed off the effect of CAVs in increasing road capacity
due to the major share of conventional vehicles in heterogeneous traffic flow; however,
CAVs had significant effects on increasing road capacity, as the CAV penetration rate in-
creased by 30%.

CAVs are also effective in terms of fuel savings, reducing brake wear, and facilitating
traffic reductions in traffic-destabilising shockwave propagation by sensing and anticipat-
ing the braking and acceleration decisions of lead vehicles [7]. CAVs can use the lanes and
junctions more efficiently than human drivers through shorter gaps and headways, coor-
dinated platoons and more efficient route choices. Calvert et al. [14] calibrated and simu-
lated 72 scenarios to investigate the effects of low-level vehicle automation such as adap-
tive cruise control (ACC) on traffic flow. The scenarios were formulated in the share of
ACC vehicles using calibrated gap times, inflow rate from the onramp, the percentage of
trucks on the road and the share of ACC vehicles using higher selected gap times. Calvert
et al. [14] estimated that the greater share of ACC vehicles increased travel times and de-
creased roadway capacity. However, traffic flow and roadway capacity were improved
with a more than 90% share of ACC vehicles [14]. Calvert et al. [14] did not include human
factors such as lane-changing and car-following behaviours to determine the effects of
ACC vehicles on roadway capacity and traffic flow.

The SNC-Lavalin Aktins and the city of Atlanta deployed IoT sensors on the North
Avenue Corridor, which comprises multiple transit operators and routes, junctions with
important bicycle routes, and twenty-six signalised intersections from Northside Drive to
Freedom Parkway. They designed an adaptive signal timing system [15]. The Cambridge
Autonomous Bus Service Feasibility Study examined the feasibility of electric and auton-
omous minibuses on the two routes of guided busways within Cambridge’s science cam-
puses, park and ride locations, and rail stations to reduce traffic congestion, air pollution
and the difficulties of commuters residing within the Cambridge region [8].
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3.3. Integrated Journey Plan

Smart cities should focus on the integrated journey plan considering the changing
mobility patterns, demographic characteristics, and depleting public investments in
transport infrastructure to ensure sustainable mobility [16]. An integrated journey plan is
a seamless travel itinerary that combines multiple modes of transport into one unified and
efficient route. It ensures smooth transitions between different transport services, often
using digital tools for real-time updates, ticketing, and route optimization. Multimodal
mobility, integrating the end-to-end journey, combines both private and public transport
within the mobility system and is more effective and sustainable rather than exclusively
focusing on public transport [17]. The integrated journey plan to bring all transport ser-
vices into a single mobility service (Mobility-as-a-Service, MaaS) offsets the challenges of
urbanisation, population growth, traffic congestion, and noise and air pollution to ensure
sustainable mobility. Kamargianni et al. [18] developed the mobility integration index to
rank the existing MaaS schemes using ticket integration, payment integration, information
and communication technologies (ICTs) and mobility packages. Kamargianni et al. [18]
identified that the Helsinki Model, UbiGo, Smile, Optimod’ Lyon and Mobility Mixx are
the most effective MaaS schemes for integrating different modes with payment, ICTs and
mobility packages. The resourcefulness of CAVs is not only for a single vehicle but rather
for ridesharing and integration with public transport. The MERGE Greenwich Project an-
alysed the travel behaviour of Londoners to simulate AV sharing and integration with
public transport using travel survey data from 2017 to 2018. The findings of the MERGE
Greenwich project gave an understanding of how to reduce transport costs and journey
times and achieve sustainable mobility.

The automobile industries are aiming to reduce fuel consumption and their carbon
footprint by designing fuel-efficient engines, resulting in a 50% decrease in the fuel con-
sumed by a typical passenger car compared to 30 years ago. Nilsson et al. [19] argued that
AVs reduced carbon intensity and vehicle kilometres travelled and enhanced fuel effi-
ciency by 40%. The telematics revolution has enabled the collection of information on traf-
fic environments and road infrastructure to adjust the driving cycle and improve fuel ef-
ficiency [20]. In addition, the optimisation of driving by eco-driving enhances fuel effi-
ciency. The Autonomous and Connected Vehicles for CleaneR Air (ACCRA) project de-
veloped a system, based on the real-time status of air quality, for remotely controlling a
vehicle’s energy management so that it drives in zero-emission mode within the desig-
nated Dynamic Control Zone [21]. AVs may lead to an increase in travel capacity and
reduce fuel consumption during traffic congestions by enhancing communication among
vehicles and manoeuvring. A fleet of connected and automated vehicles (CAVs) reduces
peak speeds, hence improving fuel efficiency and journey time.

3.4. Urban Freight Transport

The platoon of freight vehicles was one of the early manifestations of AV industries
for improving productivity by reducing the need for drivers in freight transport. Rather
than operating in isolation, autonomous freight trucks (AFTs) remain in constant commu-
nication, allowing the fleet operating system to track AFTs more accurately, enact adap-
tive planning and optimum allocation of resources, and employ scheduling and routing
to gain a competitive edge in the marketplace [22]. However, freight truck movements
within urban areas affect urban traffic and morphology, resulting in a conflict of interests
between urban freight carriers and other stakeholders in the urban transport system such
as passenger cars, buses and non-motorised road users [23]. The conflicting needs for fluid
mobility, parking spaces and the usual coincidence of peak hours cause inefficiencies, traf-
fic congestion and vehicle emissions [24,25]. Local councils, transport authorities and
transport industries are adopting different measures to manage urban traffic such as
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spatial restrictions to impose limits on the entry and displacements of delivery vehicles in
shopping areas, time restrictions and reorganising the flow of delivery vehicles in shop-
ping areas [23]. However, these measures are not necessarily for the benefit of the urban
environment but rather focus on regulating and managing freight deliveries in urban ar-
eas [23].

Innovate UK funded a project for scheduling autonomous small last-mile delivery
vehicles in shopping areas [8]. To reduce traffic congestion within city business areas dur-
ing peak-hour traffic, heavy goods vehicles (HGVs) are scheduled to deliver goods to
shopping areas at night, creating noise and air pollution. It was proposed that electric last-
mile delivery vehicles drive on regular routes around high streets and that HGV inter-
change areas are positioned around the edges of high streets. The electric vehicles that
were built based on DriveDaddy’s electric scooter vehicle conversion and virtual reality
simulations of AV—pedestrian interactions can be summoned to stop at shops and at
parked HGVs by retailers, as well as to load and unload standard boxes of goods and
refuse [8].

Since 2018, companies like Starship Technologies have deployed autonomous deliv-
ery robots in various UK cities, including Milton Keynes and Leeds. These four-wheeled
robots have completed over seven million deliveries globally, offering a cost-effective al-
ternative to traditional delivery methods. The courier company DPD is introducing a fleet
of autonomous delivery robots, known as “Ottobots”, capable of delivering parcels to
eight homes per trip. These robots are set to debut in Milton Keynes before a planned
nationwide rollout. The UK’s Centre for Connected and Autonomous Vehicles has se-
cured over GBP 400 million in joint industry—government funding, supporting more than
90 projects involving 200 organisations for AV adoption in urban freight and logistics.
While comprehensive statistics on the current deployment of AVs in the UK urban freight
industry are limited, these developments indicate a growing trend toward automation in
urban logistics. As technology advances and regulatory frameworks evolve, the role of
AVs in urban freight is expected to expand, offering potential benefits in efficiency, cost
reduction, and sustainability.

3.5. Urban Transport Infrastructure

The introduction of AVs has a wide range of impacts on fuel consumption [26,27],
ethics [28,29] and travel mode choice [30]. However, there is little discussion on its impact
on existing road networks such as road capacity, land take requirements and vertical and
horizontal alignments. The standard lane width of a carriageway ranges from 3.65 to 3.7
m depending on the road type in the UK following the Design Manual for Roads and
Bridge (DMRB). Considering that the standard width of a bus or truck is 2.5 m, the lane
width allows for 0.575 m on either side of the vehicle in case any lapse in concentration
causes the driver to deviate from the centre of the lane [31]. The positive implication of a
full AV network would be the flexibility of changing the lane and staying in the lane
within the existing carriageway profile. AVs will be in constant communication with one
another and will have more lateral control, eliminating the risk of human error causing
“swaying” into an adjacent lane or side-to-side collisions. Numerous tests have been con-
ducted to eliminate the lateral movement error to keep AVs in a lane [32]. The test proce-
dure involved fitting a car with a series of sensors which allowed it to map out its sur-
roundings to a precision of 5 cm by using LiDAR and GPS [32]. The car was driven around
a 5 km route at an accelerated speed up to 90 km/h [32]. There was a sequence of points
along the route which could estimate the position of the car in relation to the desired po-
sition it should be in [30]. Dominguez et al. [32] estimated that the margin of error for the
trial car was no greater than 0.065 m during the experiment. Zakaria [33] and Filho et al.
[34] observed similar results with 0.1 m and 0.08 m margins of errors, respectively. Brown
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et al. [35] experimented with real-car prototypes at an approximate 30 km/h speed with
an average lateral error of 0.2 m. Chu et al. (2018) developed systems with lateral errors
of 0.03 m and 0.16 m on straight and curved roads at a 90 km/h speed, respectively. The
experimental results of the lateral error range for AVs are still significantly less than the
current 0.575 m considered as insurance for human drivers. The lower margin of error has
two-fold positive implications for highway geometry. Firstly, the same number of lanes
could exist with the rolling out of AVs and CAVs in existing road networks. However, the
required space for manoeuvring AVs would be significantly reduced, fostering a more
sustainable transportation system [36]. The carriageway width can be reduced by 6.2 to
8.6 m for four-lane dual carriageways. For instance, with the reduction in lateral error to
0.2 m, capacity can be improved by 50%, 30% and 50% for existing two-lane, three-lane
and four-lane dual carriageways, respectively. Secondly, more lanes could be allocated
within the existing carriageway dimensions, especially on motorways, providing higher
traffic flow capacity. In addition, the central reservations for separating two carriageways
are the standard safety feature on all motorway constructions in the UK. The central res-
ervations would no longer be necessary in the case of AVs and CAVs on motorways as
the risk of head-on collisions would be minimised and the central reservations could be-
come running lanes [37]. However, the central reservations would still be required for
opposing traffic flow in the case of mixed conventional and autonomous vehicles.

The major motorways in the UK would require two to four additional lanes by the
year 2050 to overcome traffic congestion, slower traffic speed and delays due to increasing
traffic growth. It is unlikely that CAVs will be widely available on the UK’s motorways
by the year 2050. The analysis of CAVs’ implication on motorway capacity may encourage
policymakers to adopt a more proactive approach in creating the required legislation.
Tientrakool et al. [38] found that the inter-vehicle distances for 100% penetration of CAVs
with Adaptive Cruise Control (ACC) and Cooperative Adaptive Cruise Control (CACC)
were 19.9078 m and 5.0278 m at a 100 km/h speed, respectively. Assuming that the average
vehicle length is 4.3 m, the corresponding headway would be 0.75 s for ACC and 0.35 s
for CACC systems, respectively. Based on these parameters, Tientrakool et al. [38] esti-
mated 43% and 273% capacity improvements for motorways with ACC and CACC sys-
tems, respectively. However, Tientrakool et al. [38] assumed deceleration rates between 5
m/s? and 8.5 m/s?, which are aggressive braking parameters.

In addition, Tientrakool et al. [38] did not consider merging and diverging traffic
through ramps. Hardy and Fenner [39] simulated the capacity of an A14 road with 100%
CAV penetration rates applying the minimum headway of 0.78 s and concluded that a
capacity of 2303.25 vehicles/hour/lane could be achieved with the simulation environ-
ment. However, Bifulco et al. [40] estimated the opposite scenario where the headways
were not expected to change compared to HGVs’ parameters due to the ACC system.
Similarly, Milanes and Shladover [41] observed that ACC-equipped vehicles responded
slowly and had large variations in gap clearance, causing the following vehicles to exhibit
unstable responses and congestion. The standard reaction time for HVs is 2.5 s compared
to 0.4 s for AVs/CAVs. On level terrain, the American Association of State Highway and
Transportation Officials (AASHTO) applied a deceleration rate of 3.4 m/s? to calculate the
required Stopping Sight Distance (SSD). The DMRB-TD 9/93 Highway Link Design (Table
1) of DMRB outlines the required SSD for varying design speeds but does not present the
deceleration rates. Several studies proposed the deceleration rates in Table 1. Based on the
proposed deceleration rates and the base and adjusted reaction time for CAVs, the desir-
able minimum SSD is estimated in Figure 1. In Figure 1, the red line represents a base
value; the increase in deceleration rates generated a shorter SSD (lines to the left of the
base) and a slower deceleration rate resulted in a longer SSD (lines to the right).
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Table 1. Deceleration rates (m/sec?) for CAV in literature.
Rates 0.55 1.34 1.5 2.3 3.4 4.5 5.9
Literature [40] Lower [40] Upper [41] Lower [41] Upper [42] Lower [42] Upper [43] Aver-
bound bound bound bound bound bound age
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Figure 1. Change in desirable minimum SSD with CAV deceleration rates.

Motorway capacity can be improved not only by altered vehicle characteristics but
also by the driver’s behaviour. Drivers in ACC-equipped vehicles adopt headway settings
based on their driving approach, even with a 100% penetration rate of ACC-equipped
vehicles, and choose to deactivate the system in heavy traffic conditions [42]. Automobile
manufacturers may assign the time gap based on comfort rather than on capacity optimi-
sation. Bose and Ioannou [43] simulated real-time driving experiences with ACC- and
CACC-equipped vehicles and observed that drivers chose a 1.1 s gap for ACC vehicles in
50% of cases. However, there were some situations where drivers adopted a gap between
1.6 and 2.2 s [43]. On the other hand, a 0.6 s gap was chosen in more than 55% of cases
with the CACC system [44]. Similar simulated results were observed for 100% penetration
of CAVs, such as 0.6 to 1.1 s with a uniform distribution [45], 1.2 to 0.3 s with a Gaussian
distribution [46], 0.3 to 1.4 s with a uniform distribution [47], 0.6 to 2 s with a uniform
distribution [48] and 0.5 s with fixed distributions [49,50].

4. Potential Challenges and Threats

AV technology will revolutionize the way things are done in the transport and re-
lated industries. Car manufacturers and investors in the mobility sector have shown a
growing interest in developing AVs. The UK government is promoting AVs by introduc-
ing the Automated Vehicles (AV) Act 2024 and economic and legal policies. The AV Act
was announced in the King’s Speech, with potential AVs on British roads in the next two
years, a GBP 42 billion investment in AV industries and 38,000 more skilled jobs by 2035.
AVs will have a transformational effect in the transport sector. Therefore, AV technology
requires proper planning so that the benefits and improvements in lives, economic
growth, health and broadening social connections will be achieved.

AV technology that underpins the revolution in transportation is constantly opening
new and fascinating possibilities and threats. Koscher et al. [51] demonstrated that com-
posite attacks by embedding malicious code in a car’s telematics unit could completely
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erase any evidence after a crash. Valasek and Miller [4] stated that the internal vehicle
network could be accessed via a broad range of remote means (attack vectors) such as
Bluetooth, 3G cellular radio used by telematics units and wireless communications chan-
nels, in addition to indirect physical access through the onboard diagnostics (OBD-II) port
[11]. AVs are also subject to cyberattacks from different attack surfaces such as infrastruc-
ture signs, machine vision, GPS, in-vehicle devices, acoustic sensors, radar, LIDAR, road
sensors, in-vehicle sensors, odometric sensors, electronic devices and maps [11]. Petit and
Shladover [11] stated that camera and GPS spoofing/jamming are classed as a high threat,
while electromagnetic pulses, map poisoning, rad confusion, LIDAR confusion, infection
of in-vehicle devices and manipulation of in-vehicle sensors are classed as a medium
threat in terms of cyberattacks. Ongoing improvements in Al algorithms, sensor fusion
and deep learning can enhance AVs’ ability to adapt to complex road scenarios [52]. More
real-world testing and simulation models will help refine AV decision-making.

Transport companies in the UK are tackling the threat of cyber-crimes, which costs
GBP 2.4 million annually. Increased connectivity goes together with a greater threat from
cyber-crime. Decentralised control of complex and interconnected networks, AVs and
new technologies are making the AV industry vulnerable to “more cyber-attacks, more
often, and potentially with more severe consequences” [53]. Cyberattacks in the transport
data network could disrupt vehicles, causing delays or accidents and even potentially
bringing down the entire transport network. There is a potential risk of hackers connect-
ing CAVs remotely and taking control of vehicles. The UK government launched a project
on Quantum-based Secure Communication for CAVs to stop hackers hijacking CAVs. The
Systems Security Group at Coventry University’s Institute for Future Transport and Cities
(FTC) and cybersecurity start-up Crypta Labs aimed to improve CAV security and conse-
quently the safety of their drivers and passengers. The weakest link in current encryption
systems is a reliance on numbers which are not truly random and which can put vehicles
at risk of being hacked. The project assessed the technical and commercial feasibility of
applying Crypta Labs’” system to CAVs ahead of the company rolling out and commer-
cialising its technology internationally [8]. UK Autodrive worked on the safety aspects of
AVs in urban demonstrations and investigated other important aspects such as cyber-se-
curity, legal and insurance issues, public acceptance of CAVs and potential business mod-
els for turning automated driving systems into a widespread reality [8].

The systematic process from product development to public use may leave AV sys-
tems permeable to infiltrations via new and unsecured devices. There is a major challenge
in the transition period between manual driving by humans and fully automated vehicle
operation at the societal level. Not only is the length and shape of this transition inherently
uncertain, but there are major issues regarding how mixed traffic scenarios between man-
ual vehicles and CAVs will be managed safely and efficiently [54].

Whilst it can be assumed that CAVs will use highway capacity more efficiently, safely
and accurately, the point at which this may result in changes to physical highway design,
layout and management principles and what these changes might look like are major ar-
eas for future research. A GBP 5 million research and development programme, called
VENTURER, is investigating the barriers to adopting CAVs in the UK. The VENTURER
partners have developed several capabilities of CAV technologies, consulted insurance
and legal expertise and user behaviour responses, and trialled CAVs in realistic simula-
tions and controlled urban environments [8]. The i-Motors project analysed and inte-
grated sensor data with weather and traffic congestion data to improve road safety
through real-time updates and route planning.

AVs are one of the most exciting innovations in the realm of sustainable transport.
They have the potential to reduce traffic congestion, improve safety by eliminating human
error and reduce emissions through more efficient driving patterns. As cities evolve, AVs
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could also make transportation more accessible for people with disabilities or those who
cannot drive. The integration of AVs into urban transportation systems could help boost
economic prosperity by enabling faster and more efficient mobility. This would make
goods and services flow more quickly and possibly create new job sectors, like AV mainte-
nance and software development. While connectivity between different cities will con-
tinue to be of major importance, the risk of increased congestion within our rapidly grow-
ing global cities will ensure that the efficient movement of people and goods inside the
city limits is of equal importance. The progress of driverless cars for ensuring sustainable
transport in the UK as well as around the world gives us hope for smart cities with im-
proved citizen quality of life as well as relief to transport providers and city authorities to
know that more can be achieved with less.

5. Discussion

Humans already have a sound relationship with technology and artificial intelligence
as they are surrounded by this technology daily. It can also be seen from the sample group
that media has not affected their optimistic views of AVs and the future, provided the
system is proven to be safe and reliable. Due to the early stages of this new technology, it
is still unclear what will happen in the event of an accident where an AV is involved. A
key event to keep track of is the recent incident in the US where an automated UBER
vehicle (Volvo) collided with a pedestrian. The legal proceedings from this case will surely
govern future precedence and assist in answering this complex question. It is inevitable
that the highway design standards (DMRB) will need to be revised to accommodate the
use of AVs on existing road networks. At present, the standards are not fit for purpose as
they are based on human reaction times; vehicles of tomorrow will be quicker and more
responsive. With humans, speed between vehicles fluctuates, but this will not be the case
with AVs; a constant speed will be maintained, thus allowing vehicles to travel closer to-
gether. With the human element removed, the entire road infrastructure can be revised
and reduced in size, allowing for more land for agricultural or development use.

There is a genuine concern surrounding the ability to hack into the AV network. Un-
fortunately, it is hard to see how this will be prevented even with the most sophisticated
prevention measures. The question that then needs to be asked is “Are humans prepared
to reduce the likelihood of everyday accidents at the risk of increasing the likelihood?’. To
conclude, the overwhelming factor that will affect human acceptance of AV is the percep-
tion of safety.

If there are 100% CAVs on the roads, they can be designed with far more freedom
than if they share the road with other vehicles. AVs will allow for easier avoidance of
obstacles, and narrower lanes and higher potential speed limits encourage roads to be
optimised far more effectively. However, full autonomation of private vehicles is not ex-
pected for a long time, and in the meantime, roads must be designed with the weakest
drivers in mind, which in this case are humans. As such, until all vehicles using highways
are autonomous, road design will remain optimised for manually operated cars; but this
does not mean that CAVs do not have a place on these shared roads. Due to their superior
vision and reaction time, CAVs will be the safest drivers in operation and are likely to
significantly reduce dangerous incidents while being able to drive far more efficiently.
Full automation is far from being a short-term goal, but until it happens, CAVs will still
have a beneficial impact on existing infrastructure and the human drivers who share the
roads. Governments and industry leaders must develop standardized safety regulations,
ethical guidelines and cybersecurity protocols for AV deployment [55]. Collaboration be-
tween stakeholders is essential to address liability issues and consumer trust.
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6. Conclusions

The economic prosperity of a city depends on the proximity of places and people,
and the positive externalities of agglomeration can be achieved by urban transport invest-
ment. By facilitating the connectivity between people and economic activities, transport
networks can reinforce productivity effects. AVs are the solution to the transport-related
challenges faced by cities such as increased and unproductive travel time, air pollution,
road safety, an un-unified payment system, etc. Cities are looking for an approach ensur-
ing affordable, integrated and sustainable travel across all means of transport modes and
services. AVs use emerging technologies that include all aspects of AV technologies and
multimodal journey systems to ensure sustainable mobility in a smart city. This paper
discusses the current progress and challenges of AVs in the UK in the process of achieving
a sustainable transport system. Different initiatives for AVs are currently ongoing or im-
plemented in a controlled environment to examine road safety, traffic management, inte-
grated journey plans and urban freight transport. The current progress of AVs will open
a window for smart mobility, providing commuters with more flexible, convenient, inte-
grated and sustainable travel options. However, several areas require further research to
enhance the safety, efficiency and widespread adoption of AVs in society. It is necessary
that AV technologies integrate data from LiDAR, radar and cameras more effectively to
improve perception and decision-making algorithms. In addition, robust machine learn-
ing models for real-time decision-making in complex environments can enhance object
recognition in adverse weather conditions such as fog, rain and snow. Research on secur-
ing communication protocols for vehicle-to-vehicle (V2 V) and vehicle-to-infrastructure
(V21) interactions will strengthen AV systems against cyber threats and hacking attempts
as well as address ethical and legal concerns related to data collection and privacy.

There is a decline in the quality of road infrastructure, particularly on local roads, in
the UK. The poor road quality, unclear lane markings and outdated traffic systems can
significantly impact AV performance. It is important to enhance the quality of road infra-
structure to support AV navigation and connectivity and investigate the role of AVs in
reducing traffic congestion and optimising traffic flow.

AVs face several human-machine challenges as they integrate into society, such as
those related to technological, ethical, regulatory and social factors. Several studies are
ongoing to investigate how AVs communicate with pedestrians, cyclists and human-
driven vehicles and to ensure seamless integration. Future studies should investigate
driver/passenger trust and acceptance of autonomous systems and develop intuitive hu-
man-machine interfaces for shared control scenarios. The United Kingdom has been pro-
active in establishing a legal framework for the deployment of autonomous vehicles
(AVs). A significant milestone was the enactment of the Automated Vehicles Act 2024,
which received Royal Assent in May 2024. There is an urgency to standardise regulations
and safety frameworks for AV deployment, address liability issues in the event of acci-
dents involving AVs and examine the ethical dilemmas in decision-making algorithms
such as prioritisation in unavoidable collisions.

In a nutshell, AVs are still in the trial stage and require extensive real-world trials in
diverse environments to validate AV performance, enhance simulation models for large-
scale deployment testing and explore the cost-effective and energy-efficient manufactur-
ing and deployment strategies for long-term environmental effects of widespread AV
adoption within existing transport systems.
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