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ABSTRACT

As a special example of the Internet of Things, mobile 10T has made a pioneering
contribution to the mobile-oriented data acquisition business. Mutual authentication
is performed to ensure the identity validity of data acquisition devices and mobile
edge computing (MEC) servers in the mobile IoT. Mobile loT data collection nodes
need unlinkability functionality during device authentication to prevent the visibility
of movement tracks. However, the present unlinkable authentication techniques have
drawbacks: 1. the Certificate Authority (CA) is under many computational burdens;
2. the blockchain is under a lot of storage and throughput strain. In this paper, we
propose a blockchain-based unlinkable authentication scheme named BUA, which
has applied vector commitment to reduce dependency on CA while also compress-
ing the data on the blockchain. We create a binary tree-based auxiliary proof index
structure named AEST to reduce the multiplicative redundant operation that is
faced by auxiliary computing evidence to verify vector commitment. According to
security and performance analysis, this solution can fulfill the security criteria men-
tioned in the security goals. Compared to similar solutions, the performance of this
solution has improved by 13.24%.

KEYWORDS
Mutual Authenticaion; Vector Commitment; Auxiliary Proof Calculation Index;
Mobile loT.

1. Introduction

The mobile Internet of Things (mloT) system’s main architecture is as follows: sensor
equipment gathers environmental or user data, delivers it to edge nodes for caching
and preprocessing, and then sends it to the cloud for activities like data mining and
knowledge discovery (Zebin et al. 2019). The notion of mobile IoT is based on the
Internet of Things (Lu and Da Xu 2018)(Mendez Mena et al. 2018). A wider range of
mobile sensor devices may be included in the sensor network by implementing multi-
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access edge computing networks (MEC), such as intelligent vehicles, smartphones,
wearable sensor devices, etc. (Porambage et al. 2018). The number of smart vehicles
in 2030 will be close to 40 million, according to an estimate of the market status and
future prospects of China’s intelligent car sector in 2021(industry research institute).
As a result, the spike in sensor devices will have a significant influence on the mobile
Internet of Things (Khan and Salah 2018).

Mobile edge computing is the first consideration to address the management issue of
booming in sensor devices (Mehrabi et al. 2019). A representative mobile |oT paradigm
is shown as figure 1. The most conspicuous characteristic of mobile IoT compared with
generic loT paradigm is the mobility of 10T devices. In generic loT paradigm, the
location of loT devices is fixed, while in mobile loT paradigm, we should consider that
such as smart vehicles switch between edge devices. The number of connections to
each MEC node has risen dramatically; also, more IoT devices are transmitting data
to the MEC node at the same time, increasing the bandwidth stress (Sun and Ansari
2016). In the face of assaults, the dramatic rise in computing demand has resulted in
a drop in fault tolerance(Hassija et al. 2019).
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Figure 1. Significant difference between loT and mobile IoT

If a MEC is disconnected owing to Byzantine fault tolerance, it will have an impact
on the entire region’s data transmission company. loT devices may also upload private
data to trustworthy intermediate nodes at the same time (Zhang et al. 2021). There
will be privacy leaks if a middleman impersonates data user to get data.

There have been a lot of studies on the subject of applied cryptography. However,
existing solutions are still inflexible in the face of mobile loT scenarios (Morabito et al.
2018). As a result, authentication technology must be implemented to safeguard the
security of communication between loT devices and edge servers(lia et al. 2019)(Li
et al. 2020). To begin with, the Certificate Authority (CA) stores the root of trust
for authentication, which means that when each mloT device initiates authentication,
the CA’s participation is required. If the CA makes a Byzantine error in the face of
a large number of mloT devices, the entire authentication system is jeopardized. If
CA offloads any of the computation and communication overheads to MEC, system
stability will suffer. That is to say, if MECs connecting multiple mloTs at the same
time may exceed bandwidth capacity, which will be unable to authenticate (Rylands
et al. 2021).

In recent years, several academics have developed blockchain-based authentication
solutions to address the aforementioned flaws (Hammi et al. 2018). However, most of
the solutions are underperforming owing to the blockchain’s restricted on-chain re-
sources (Yang et al. 2021). Reducing anonymity can directly enhance efficiency as a
contradiction transfer tactic. The absence of anonymity in the mloT situation will



expose the movement trajectory of mloT devices, which is undesirable for devices like
intelligent automobiles (Lin et al. 2019). Establishing many pseudonyms for each loT
device can effectively protect vehicle privacy. The constraint is that if the mloT device
changes its MEC connection, it must use a new pseudonym for a new round of au-
thentication right away (Abbas et al. 2017). This technique requires the blockchain to
retain pseudonymous data in order to enable proper authentication. However, frequent
data uploads may cause a blockchain throughput issue because of the high frequency
of mloT-MEC replacement (Li and Wu 2021). Therefore, the prime problem we try to
solve is how to efficiently achieving the aggregation of supplementary authentication
information utilizing pseudonyms for blockchain-based authentication strategy.

We offer a vector commitment technique in this paper to accomplish effective com-
pression of certification evidence on the blockchain and reduce the blockchain’s storage
load. On this foundation, we build a fast search method that leverages binary trees to
provide a quick search for vector commitment verification, which is a high-complexity
task in auxiliary computing information. Finally, we devise a vector commitment-based
authentication system that successfully realizes unlinkable mutual authentication be-
tween mloT devices and MEC.

The contributions of this paper are as follows:

. We present a blockchain-based authentication system that compresses the data
that the blockchain must hold using vector commitment technology.

. A binary tree-based auxiliary information indexing approach is proposed to lower
the computational cost of vector commitment verification.

. To accomplish effective authentication of mloT devices, we offer an authentica-
tion technique based on vector commitment. Also, to realize the unlinkability
of mobile IoT when traveling between various MECs, we create a pseudonym
method.

2. Related Work

The work in this paper is a continuation of the existing work (Tsang et al. 2021)(Viriy-
asitavat et al. 2022)(Lu 2021)(Xu et al. 2022). The above works all refer to the in-
troduction of blockchain in existing scenarios. In (Tsang et al. 2021), the authors
divide the research on the application of blockchain in 10T into 9 categories. Our re-
search belongs to the category of “data privacy and security for blockchain-based loT
systems”, which provides distributed device identity authentication. In (Viriyasitavat
et al. 2022), the authors propose a blockchain-oriented structure of public key infras-
tructure to distribute device certificates to users and store them in the blockchain.
However, this scheme needs to store the certificate of each device, which makes the
storage burden of the blockchain large. The scheme in this paper supplements the
blockchain storage compression strategy, which can be applied for authentication. In
(Lu 2021), this research can be categorized into the security application of blockchain,
and fill in the information gap in authentication. The research in this paper helps
to fill the above regrets. We show the existing research in the following, and analyze
the uniqueness of the proposed scheme by analyzing the advantages and disadvan-
tages of each. This paper Xu et al. (2022) studies a separate storage and authorization
method for data sharing between organizations to ensure privacy protection and im-
prove the convenience and efficiency of data access. This paper and we both use the
alliance blockchain and smart contract, both adopt the separation of data on and



Table 1. Functional comparison between BUA and previous works

Scheme Blockchain Evidencg Unlinkable Idgntity Revocation
based Compression Privacy

(Zhang et al. 2009) X X v v X
(Lin et al. 2015) X X v X v
(Aman et al. 2018) X X X v X
(Zhang et al. 2020) X X v v v
(Hammi et al. 2018) v X X X X
(Wang et al. 2019) v X X v v
(Cui et al. 2020) v X v X X
(Wang et al. 2020) v X X v X
BUA v v v v v

off the chain, and both support dynamic mode. The difference is that they focus on
authorization, and we focus on authentication. They store the URL of medical infor-
mation on the chain, and we store the auxiliary information related to authentication.
They support dynamic authorization, and we support dynamic authentication after
pseudonym switching.

For the certification research, the evolution can be characterized as follows: from
centralized certification to decentralized certification. The majority of early authen-
tication research centered on public key infrastructure (PKI). Entrants and verifiers
make up the basic mutual authentication system, and the procedure is divided into
three parts. To validate the authenticity of the identification, the verifier first matches
the entrant’s identity information with the trusted root. The entrant then verifies the
validity of the certificate issued by the verifier. Finally, the entrant and verifier collab-
orate to create a symmetric key for secure communication over the external channel.
The function comparison between BUA and previous works can be shown in Table 1.

Zhang et al. increased the scalability of universal authentication techniques to ad-
dress the authentication load of large-scale vehicle communication in 2009 (Zhang et al.
2009). They use the distributed computing concept and divide the computational load
to each road sensor unit (RSU). Lin et al. proposed an anonymous authentication
technique for applications to preserve entrants’ identity privacy in 2015 (Lin et al.
2015). They also discovered that the opponent could take the data collector key and
mimic its legal identity to capture sensor data. Aman et al. proposed a two-factor
authentication approach in 2018 (Aman et al. 2018). It mostly relieves CA storage
burden on trustworthy roots as the number of IoT devices grows. CA can utilize this
as a factor and transfer it to the equipment maker for storage because the factory
number and wireless signal characteristics of 10T units cannot be replicated. Zhang
et al. proposed a batch authentication approach to alleviating the latency problem
when a large number of cars connect to the network in 2020 (Zhang et al. 2020). The
revocation credential in this technique is the hash chain seed of the created vehicle
pseudonym. The length of the revocation list is solely determined by the number of
cars that have been revoked. So far, authentication research has progressed at a steady
pace. Still, there is a recurring flaw with these centralized authentications: they rely
too heavily on CA’s honesty, leading to the entire system failing if Byzantine problems
arise in CA. As a result, the next development trend in authentication research will

be decentralized authentication.



The key context for blockchain research is to enhance efficiency and scalability
as much as feasible while maintaining consistent security. Hammi et al. proposed a
blockchain-based loT authentication solution in 2018 (Hammi et al. 2018). They en-
code the authentication process into smart contracts to accomplish fully distributed
authentication. At the same time, they feel that one of the most important roles of an
authentication system is to ensure message integrity, and they suggest a distributed
key distribution technique. However, this system deployment strategy, which relies on
intelligent contracts, has obvious throughput and waiting time flaws. Because of the
significant wait period, the system will be in a waiting state most of the time. Wang
et al. proposed a blockchain-based authentication strategy that included key manage-
ment and increased anonymity in 2019 (Wang et al. 2019). They avoid the detrimental
impact of the blockchain’s inherent flaws on the authentication mechanism by using
off-chain authentication. They utilize the blockchain to store the system settings and
smart meter authentication results, which are simple and quick to cancel. Simultane-
ously, because the CA discloses the parameters, the system’s reliance on it may be
decreased even more. Cui et al. proposed an authentication approach based on an
alliance chain, achieving a breakthrough in which the authentication process is inde-
pendent of CA in 2020 (Cui et al. 2020). They provide authentication protection for
various levels of access using the alliance chain’s intrinsic authentication mechanism. It
is compatible with external blockchain direct access and enhances the types of access.
Wang et al. focused on blockchain-based authentication systems’ batch authentication
capacity and quick revocation process in the same year (Wang et al. 2020). The con-
cept of quick consensus encourages nodes to enter and quit with little latency. The
batch verification technique cuts the average authentication time in half.

The research on blockchain-based authentication techniques has progressed to this
point. When dealing with large-scale device access, the primary issues are how to
hide the trail when the accessor moves between various authentication nodes and
how to lessen the storage load of blockchain systems. This study proposes a number
of interesting solutions. We employ verified pseudonyms as authentication credentials
and make the pseudonyms unlinkable to increase the unlinkability. Then, we use vector
commitment technology to compress the authentication credentials on the blockchain
to lessen the load on the blockchain.

3. System Model

The BUA’s system model and description members are initially introduced in this sec-
tion. The implementation process, threat model, and design goals are then described.
The notations used in this paper are summarized in Table 2.

3.1. Design Goals

The performance and safety objectives that need to be considered for the designed
BUA scheme will be introduced as follows:

. Anonymity: MIE should not reveal it’s true identity throughout the certifica-
tion process and should be referred to by a pseudonym.

. Unlinkability: MS cannot judge whether the pseudonym belongs to the same
vehicle based on the pseudonym during the MIE authentication and cannot
obtain the MIE trajectory information;



Table 2. Notations for BUA design.

Notation Description
loT Internet of Things
MEC multi-access edge computing networks
CA Certificate authority
MS multi-access edge computing server
MIE Mobile loT Equipment
e(,) function of bilinear pairing
C Commitment vector
hi Single pseudonym tag
hij Double pseudonym tag
PKnrs Public key of MS
SKms Private key of MS
pst I-th pseudonym of MIE;
IDMIE, Identity of MIE:
ADDc The address of the commitment vector C
IDc The identity of the commitment vector C
PAuth authentication proof for MIE;
Ni commitment evidence

Mutual authentication: The process consists of two parts: MS verifies MIE’s
identity, and MIE verifies that the verification results received are correct;
Revocable: When the MIE leaves the system, the pseudonym generated before
the CA can no longer be used for authentication after the MIE is revoked.

3.2. System Model

In the existing blockchain-based authentication systems, MS is commonly used to
upload authentication evidence to the blockchain. But they only assume that MS is
"honest but curious” and ignore the fact that when MS is deployed in the virtual envi-
ronment, it is easy to be attacked and disrupt the regular execution of the system (for
example, tampering with evidence causes the authentication system to fail). There-
fore, we input the certification evidence generated by CA into the smart contract and
realize the evidence on the chain through the consensus between MSs. For the choice
of blockchain, our recommendation is to deploy smart contracts based on the consor-
tium blockchain such as Hyperledger Fabric. There are several reasons: 1) Compared
with the public chain, the consensus algorithm adopted by the consortium blockchain
has lower waiting delay. 2) The consortium blockchain itself has a user identity man-
agement mechanism, which can cooperate with the authentication scheme proposed
in this paper to achieve on-chain authority management of MIEs. 3) The consortium
blockchain has higher flexibility. The consensus strategy can be dynamically selected
according to the number of online vehicles to balance the robustness of the system and
consensus waiting time. When a new MIE enters the jurisdiction of the MS, the MS
searches the blockchain based on the pseudonym information provided by the MIE to
find the authentication evidence and conducts identity verification to determine the
true identity of the MIE. Additionally, when the MIE is revoked, the MS can update
the certification evidence in the blockchain according to the MIE’s request. The system
framework is shown in Figure 2.
The members of the system are introduced as follows:

Mobile loT Equipment(MIE): MIE (such as intelligent vehicles and mobile
wearable equipment) have low storage capabilities, where the cached data are
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Figure 2. A workflow example for BUA

easily destroyed. Meanwhile, they have poor computing capabilities and can only
perform simple data encryption, decryption, and signature operations.

MEC server (MS): MS is located at the network edge, close to the MIE,
and has caching and computing capabilities. That is, it provides services such
as computing offloading for multiple MIEs. By deploying a blockchain between
MSs, it is possible to achieve cross-operator MS collaboration.

. certification authority (CA): CA is a trusted core organization with strict
security protection standards, can issue certificates, and confirm the correct-
ness of its identity based on the identity information provided by MIE. At the
same time, CA has a true random number generator, which can generate cred-
ible pseudonymes. It is worth noting that CA has limited computing power and
capacity, and frequent communication with CA should be avoided.

. Blockchain (BC): An decentralized consortium blockchain platform main-
tained by network miners. There are some authentication nodes in the blockchain
nodes to dynamically manage the identity of the participants. The blockchain
system adopts the DPoS consensus algorithm to reduce the number of validators
required to reach consensus and enables faster validation times. At the same
time, this platform is determined by consensus to upload information on the
chain, the bandwidth is limited, and it is longer than the general point-to-point
transmission.

The execution process of BUA is as follows:

. Step 1: Initialization. First, the CA authenticates the MS and allocates a
public-private key pair for each MS. Then, the MIE takes part of the private
information (such as the last 6 bits of the MIE ID) and encrypts it with the CA
public key and sends it to the CA. Finally, CA submits a query request to the
MIE management agency through a secure channel. If the query is passed, the
vehicle management office returns the hash value after the exclusive OR of the
complete information, and it generates a public and private key pair for the user.

. Step 2: Generate pseudonyms. The CA calculates the n pseudonyms of MIE,
sends them to the user, and maintains a list of pseudonyms.



. Step 3: Generate commitment. CA takes the first g values from the
pseudonym list and calculates the commitment. Then, CA communicates with
the BC authentication node and registers the pseudonym and commitment. Fi-
nally, CA stores them on the blockchain through MS consensus.

. Step 4: MIE authentication (processes 4-6 in figure 2). MIE calculates
the proof of commitment and sends the pseudonym, the proof of commitment,
and the address of the corresponding commitment on the chain to the MS. Then,
the MS forwarded the authentication evidence to the blockchain authentication
node for interaction to obtain the blockchain smart contract access rights. The
MS finds the corresponding commitment on the blockchain according to the
address and constructs a verification formula for verification. The MS verifies
that the MIE is successful if the verification is passed.

. Step 5: MS authentication. The vehicle randomly generates a data encryption
key and uses the MS public key to encrypt the key and timestamp before sending
it to the MS. After MS decrypts, it encrypts the timestamp with the private key
and sends it to MIE. The MIE constructs a verification formula. If it succeeds,
the MIE authenticates the MS.

. Step 6: Key distribution. The MIE randomly generates a symmetric key,
encrypted using the MS’s public key and sent to the MS. The MS decrypts the
key using the private key and verifies correctness against the timestamp. The
MS then returns a confirmation message.

. Step 7: MIE revoke. When the MIE is revoked, the CA first queries the com-
mitment where the MIE pseudonym is located, calculates the new commitment,
and stores the new promise and the updated address on the blockchain together.

3.3. Threat Model

The security assumption of each member in this model: CA is considered "honest”,
which means that MIE’s pseudonym and calculated commitment are correct. MS is
considered “semi-honest”, which means that MS can perform some actions to analyze
MIE’s identity information. There may also be a collaboration amongst MSs, which
can be classified into two scenarios. On the one hand, MSs may use authenticated
pseudonyms to predict the vehicle’s path. On the other side, collaborating MSs strive
to pass the certification as a vehicle by fabricating phony identities and evidence.
This is because they can communicate to collect verified pseudonyms to gain all of
the pseudonyms contained in the commitment. MIE is regarded as “honest,” and will
supply the proper pseudonym in order to participate in the certification process. The
communication connection is also secure, according to the scenario’s assumptions.

4. Efficient Scheme of Unlinkable Authentication
In this section, firstly, we introduce the preliminary, including bilinear mapping and

vector commitment. Secondly, we describe the AEST index and the corresponding
retrieval algorithm. Finally, we introduce the protocol of unlinkable authentication.



4.1. Preliminary

4.1.1. Bilinear Mapping

The bilinear mapping is defined as follows: Let Gi, G2, and Gr be a cyclic group
of order p, and p is a prime number. The generators of G; and G are gi: and g5,
respectively. The bilinear pair e : G¢ G, Gr should satisfy the following three
attributes (He et al. 2011):

+ Bilinearity: For Vu € G1,Vv € G,, equation e(u’ v*) = e(u, v)°° holds;

. Computability: For vu € Gi1, W € G, there is an effective algorithm for calcu-
lating e(u, v);

+ Non-degeneration: For g: and g, e(gi, g) 1.

4.1.2. Vector Commitment

There are two members in the process of vector commitment: promiser and verifier
(Catalano and Fiore 2013). The promiser wants to prove that he possessed some data
blocks some time ago. The vector commitment scheme includes five polynomial-time
algorithms: V C.KeyGen, V C.Com, V C.Open, V C.V er and V C.Update:

Key generation: V C.KeyGen(1F, q). The algorithm takes the safety parameter
k and the promised vector size g(qg = poly(k)) as inputs, and output some public
parameters pp.

Commitment generation: V C.Comyy(m1, . . ., mg). The promiser executes this
algorithm to generate commitments. He takes the message sequence my, ..., me M
as inputs, where M is the message space. Then, the algorithm outputs a commitment
string C and an auxiliary information aux.

Proof generation: V C.Open,s(mj, i, aux). When the promiser try to prove to
verifier that he owns data m;, he executes this algorithm to generate auxiliary proof
A

Commitment verify: V C.V er,(C, m, i, \j). The verifier executes this algorithm
to discriminate whether m; is belonged to C by using the auxiliary proof A,. If it is
verified, the algorithm will output TRUE.

Commitment update: V C.Update,,(C, m, m’, i). The promiser executes this al-
gorithm when he want to update the data m; to m’;. Beyond this, the algorithm uses
the previous commitment C and data index i as input. The output is updated C.

4.2. Commitment Evidence Generation Algorithm

4.2.1. Main Ildea
Q,

In vector commitment, the A; = -1 tag™? is commonly linked to pseudonyms,
and continuous modular exponentiation operations are usually required. The com-
putational complexity of indexing and replicating is O(n). When faced with densely
connected road sections, the number of compressed pseudonyms in commitments will
be enlarged to ensure that there is no redundancy at CA, resulting in a dramatic in-
crease in the number of j. At this point, the initial strategy’s computational overhead
deficit will influence the entire system, slowing down CA’s response time.

There are indexing technologies with the complexity of O(1) and O(log n) to choose
from for retrieval tasks to achieve high-efficiency (Lv et al. 2021)(Luo et al. 2018)
retrieval of Bloom filters. The most efficient index has a complexity of O(1). However,



it can only determine whether the search element is present in the set and provide a
Boolean answer if it is. Although a Bloomier filter can produce element values, it does
not support dynamic operations. Therefore, new pseudonyms cannot be added to the
index in real-time, resulting in a gap (Chazelle et al. 2004). As a result, a binary tree
with a O(log n) complexity is optimum. Qq

According to the definition of vector commitment, A; = hi ™, where i is

1
a fixed value that is specified by The pseudonym, and j is the number of compressed
pseudonyms in the commitment. There is a crucial link between i and the building of
the index binary tree. First, according to j, the corresponding set of h;j}should be
retrieved; second, the accumulation process includes omitted i elements, which should
be excluded from the index construction. We suggest a piece of auxiliary evidence
spanning tree (AEST) based on this, as shown in Figure 3.

AEST has a two-layer structure, with the first layer recording h; and the second
layer storing h;;. The first layer is instantiated as an array to achieve O(1)-level
indexing performance because the number of i is fixed when the vector commitment
is defined. The accumulated multiplication value is the output result for the second
layer. The multiplication operation is still O(n) efficient when an array is employed.
As a result, a binary tree structure is used, with the leaf nodes recording h;; and the
intermediate nodes recording the result of child node accumulation. AEST can retrieve
hi; using the breadth-first technique while obtaining A; using intermediary nodes for
the retrieval job h;;.

hy | he | hs | hy | hs | he | hy | hg

Figure 3. A simple example for AEST

4.2.2. AEST and Retrieval Algorithm

The following is a detail description of AEST: There are two layers, the first is an
array, and the second is binary tree. The first layer of AEST’s h; array is made up of
three parts: 1) obtain the value that corresponds to the value of /i implemented the

query function; 2) storage of h;; 3) a pointer to i — tree’s root, the binary tree at the
second level of AEST records the value of h;; at the leaf nodes. The product of its
two child nodes and the matching index range are recorded by the intermediate node.
The root node stores all of j’s value fields.

Figure 3 shows a simple example, with the retrieval command {hss}. AEST extracts
h, from the array and uses the pointer to locate the binary tree’s root node. Then,
using breadth-first traversal, modify the pointer point and use the right child node

10



as the output value multiplier; the left child node h, contains the target value. The
target value is contained in the right child node of the intermediate node hy, the
pointer pointing is modified again, and the left child node h, is used as the multiplier
of output value. Use hy 3 as the multiplier of output value for the intermediate node
h., and ultimately output A; = he .hs hss. The pseudo-code of the algorithm for
retrieval and auxiliary evidence calculation is shown in the algorithm 1.

Algorithm 1 Auxiliary evidence generation algorithm
Input: TreeNode root, i

Output: Commitment evidence A;

BEGIN

01. Queue(TreeNode) queue = new Linked List{ ) ();

02. queue.add(AEST.root);

03. While(queue!=null)

04. TreeNode Temp = queue.end;

05. if(i in temp.index):

06. while(queue!=null)
07. TreeNode Temp2 = queue.end;
08. Ni = N\i*Temp?2.value;

09. if(temp.left !=null):

10. queue.add(temp.left);
11. if(temp.right != null):
12. queue.add(temp.right);
13. return(A);

END

4.3. Unlinkable Authentication Protocol

4.3.1. Summary of Protocol

The protocol consists of seven steps. The execution algorithm of this protocol is defined
as follows:

Initialization: {g, e, { h} ,{ hi} , PKms, SKms } — Initca(1¥). This is a proba-
bilistic algorithm executed by the CA. The input is security parameter 1%. And the
outputs are elliptic curve generator g, bilinear mapping function e, required parameter
for commitment {h;} and {h;;}. In the end }',s MS’s key pairs {P Kvs, SKms}.

Pseudonym Generation: psy,...,ps,, — pseuGen(IDve ). This is a proba-
bilistic algorithm executed by the CA. For a MIE, the CA generates n pseudonym for

one time _corresPonding timestamp t. o o
Commitment Generation: ComGen(ps', ..., ps'). This is a deterministic algo-
1 q

rithm executed by the CA. According to pseudonyms {ps,..., pst}, the CA calcu-
lates commitment C, and update to the blockchain using smart contract. Finally, the

outputs are the address Add. in blockchain, commitment C, and identity /D..

MIE Authenticaion: Paun }MIEAuth(N, ps', Add., SKwms). This is a de-
terministic algorithm executed by the MS. It retrieves commitment C from blockchain
using Add,, and input the auxiliary information A; to verify whether the pseudonym
ps; is true. Then, the MS generates authentication proof Paur» for M/E:.

MS Authentication: {TRUE, FALSE} — MSAuth(Pauw). This is a determin-
istic algorithm executed by the MIE:. It verifies the correctness of MI/E;, and outputs
TRUE or FALSE.

Key Distribution: {TRUE, FALSE } — Keydist(SKus, Keylnfo, time'). This
is a deterministic algorithm executed by the MS. It verifies key information KeyInfo
by using time'. And then it decrypts the Keylnfo using SKus. Finally, it outputs
TRUE or FALSE.

11



MIE Revocation: {C,/IDc} — MIERevo(IDnye,, Add.). This is a determin-

istic algorithm executed by the MS. According to the Add., the MS retrieves the
commitment C and updates to C’ using /Dnye,. Finally, the MS insert the new
commitment to the blockchain known as /D¢

4.3.2. Protocol Details

The specific implementation process of the agreement is as follows:

+ Initca(1%) : The CA sets G, Gr as the bilinear group of order g, and the bilinear
mapping is defined: e : G X G —— Gr.Take g € G as the generator. Randomly take
d numbers my, ..., mqg € Z, as public parameters.

« PseuGen(/Dn,g,) : For the authentication request of MIE M/E;, CA takes ran-

dom numbers 1 and r;, and the result of performing hashing on ry is used as a
pseudonym pst = h(r1) for MIE; and The n-th pseudonym is ps' = (h(ps )BT
1

n
Insert the pseudonym list in string order, and assign public and private k}ey pairs

{pknmie , sknue 3 to MIE:, and return psi,..., pst, {pkmie, skmied  to the
MIE; through the secure channel

ComGen(ps", ..., pst) : CA takes the first g values from the pseudonym list, cal-
1 q

culates h; = gP*i for each pseudonym, calculates h;;= gPsiPsy for all i/= j, and
calculates the commitment C = h7"' - h7? ...  h7. Put {/D 5 C} on the blockchain
V 4 V4

and send  h;, {h;}; ;,Addc to the MIE’s ps'.
+ MIEAuth(N; ps', Add,, SKus) : The MIE calculates the commitment evidence
/

Ni = }7:1/- ,.h,r-r}j, and sign the IDps using its iecret key sknmse, to generate

IDpsS%M1E | and sends  ps?, A, Addc, I Dnpis* % to MS. The MS firstly verify
the signature /Dn st by using pkm/e,. If correct, than finds the commitment
C according to ADD¢, and finds the latest commitment C backwards according to
IDc. If there is no update, then C = C. Then MS construct the verification for-
mula: e(C'/ (gpsti)’"" ,h}) =7 e(\; g), if the formula is established, the MS verifies
the MIE successfully. _ . }

MSAuth(P auth) : MS sends (Chtimepsye time” to the MIE, where «a is the
private key of MS. The vehicle structure verification formula e((C"®melpsd)e g) =2
e(C""”’"EIIpS?), g%), if the verification is passed, the MIE verifies MS successfully.
Keydist(SKwvs, Keylnfo, time') : At this point, the authentication process is com-
plete, and the key distribution steps will be performed. The MIE randomly generates
a session key E Ny, and uses the MS’s public key to encrypt ENp x5 (ENk |Fime')
and sends it to the MS. MS retains the session key and uses the private key to encrypt
ENs,,(time’) and sends it to the MIE. If DEp ks (ENp iy (time')) = time’, it
means that the MS has passed the verification of the MIE.

M1 ERevo(IDnmye,, Add.) : When the MIE is revoked, CA first queries the commit-
ment corresponding to the MIE’s pseudonym, calculates C" = C - h;7™ respectively,
and uploads the new commitment and the updated {C’, /D } to the blockchain.

The queue mentioned in the protocol is a clever idea for pseudonym caching. The

CA, faced with real-time MIE initialization requests, has to conduct concurrent pro-
cesses to reduce The MIE wait time. The problem with this is that multiple MIE
pseudonyms can be generated simultaneously. Multiple MIE pseudonyms should be
integrated into the same commitment to achieving unlinkability. At this time, the
queue is used to add the kana without order, and the pseudonyms cache can be effec-
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tively managed after the commitment calculation.

Correctness The correctness of this protocol can be proved by the authentication
equation in MIEAuth(A, pst,/\ddc, SKwms). The derivation of the formula is shown
as follows:

e(N; 9)
Y
=e h?v,
(j=1,]= i 9
Y

=e(( h77)/h )

Jj=

[y

=e(( h™)/h™, "))
=1l

=e(C/ (g”)™ ,h))

The verification formula can be derived correctly, indicating the correctness of this
protocol.

5. Secure Analysis

In this section, we first establish two collusion-oriented security models and then com-
plete the reduction based on CDH difficult problems to prove the security of BUA.

5.1. Security Model

We construct a link attack model and a forgery attack model for the two collusion
attacks that MS may implement.

Linking attack model. This model simulates the situation that a compromised
MS; try to analysis where the MIE from assisted with a collusion MS,, which means
MS; could distinguish the last pseudonym according to the present. So we simply the
attack: if the adversary can distinguish whether any two pseudonyms are generated
from one seeds, it can win the game. Let MS; and MS; are adversaries, and CA is the
challenger. The following is the specific interaction procedure between the challenger
and the adversaries:

+ Setup: Initialization and pseudonym generation algorithm are performed by the

challenger. The challenger chooses a random number v € Z,, and generates set
of hash chain seedS{r,-,l, ri2 ig,v} at random and make them private.

. Query: The adversaries send a random value u(u < v) to the challenger.
The challenger creates u number of pseudonyms by using random seeds
fiv ri2 ie{}vy where only two elements are generated by a same seed.

. Output: Following receipt of the set of pseudonyms, the adversary evaluates
the correlation between them and chooses two pseudonyms to provide to the
challenger. If these two pseudonyms are generated by the identical pair of hash
chain seeds, the challenger determines that the attack is successful.
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Forgery attack model. The compromised MS can collect a set of authenticated
pseudonyms from collusive MSs, and then to frogery a new pseudonym, which could
let a honest MS believe in it is a MIE. We define the adversary as a collusion MS
collection. The challenger is the MIE and the "virtuous” MS, which means that this
MS did not participate in the collusion, and the authentication process is performed
commonly. If the ”virtuous” MS is authenticated, the attack is successful. Below we
define the interaction process of the security model:

. Setup: The challenger performs initialization and pseudonym generation algo-
rithms. The challenger generates a set of commitments and corresponding sets
of pseudonymes, all of which are made public.

. Query: The adversary asks the challenger for the pseudonyms in the set, and
the challenger feeds back supporting evidence that can be verified.

. Output: The adversary forges pseudonym and auxiliary proof, then sends them
to the challenger together. If the challenger passes the verification, the attack is
successful.

5.2. Security Analysis

We first introduce the difficult assumption and then establish the security reduction
of BUA.

Definition 1: (Square-CDH Problem ) The Computational Diffie-Hellman prob-
lem is that, given g, g* € G for unknown a € Z,, to compute g"‘z(Rabaninejad et al.
2019).

Theorem 1: (Anti-replay attack) If the signature generation algorithm is secure,
then our scheme is anti-replay.

Proof: Assume that the success rate of the encryption algorithm being cracked is
€. If the attack is successful, the adversary needs to replay p;f, N, Addgand forge
I Dy 5™ The challenger verifies the discriminant as follow:

Decryptoky,s, (1 Dms* ™5 ") =7 IDys

If the discriminant are equal, the attack is successful. Then the probability of a suc-
cessful attack at this time is P = €. Therefore, when the probability of the encryption
algorithm being cracked is negligible, this solution can resist the anti-replay attack.
Theorem 2: (Anti-linking attack) If the hash function is one-way, then our scheme
is anti-linking.
Proof: Assume that the probability of one-way penetration of the hash function used
in this scheme is w. The challenger chooses a random number v € Z,, and generates v

sets of hash chajn seeds {r;1, ri2}ie,4), calculate two pseudonyms for each hash chain

psg = h(ri1), pst = (h(ps{fr'l' )GBZE,;Z “fhe challenger ra%domly gelects two pseudonyms
1 n n-1

from the 2v pseudonyms and sends them to the adversary each time. The attack is

established if the adversary can distinguish whether the two pseudonyms belong to the

same hash chain with a non-negligible advantage. Only when the adversary can infer

another pseudonym on the same hash chain based on a pseudonym, the adversary has

an advantage, so the advantage is as follow:

ad = Decryptuasn(ps',) + P (getting(r;2))
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Where P () represents the probability function. Since the acquisition of r;> is directly
related to the cracking of the hash function, ad = 2w. Since w can be ignored, the
probability of a successful attack can be ignored.

Theorem 3: (Anti-forgery attack) If the CDH assumption holds, our scheme is
anti-forgery.

Proof: The challenger takes as input a tuple (g, g%) and its goal is to compute g"‘z.

First, the challenger selects a random r € Z, as a guess for the index i on which
Adversary will break the position binding. Next, the challenger chooses z; € Z,, Vj €
[q], /=i, and it computes: h; = g®Pst, The Challenger sets as follows:

pp = (g, {hiticigy 1hijlijeiqri ;)

Notice that the public parameters are perfectly distributed as the real ones. The

adversary is supposed to output a tuple (C, hpst, h’”tf“,j, w, w*).
1 1 j j
If /= j, then the Challenger aborts the simulation. Otherwise it computes as follow:

a? _ *)(Pst—Pst*) -1
g* = (@ /w*)77 "

To see that the output is correct, observe that since the two openings verify correctly,
then it holds as follow:

t__ tx 2
e(g, 9)*= 7P = e(w/w , g)
i /]

Since h;= g%"*!, one can easily sees that this justifies the correctness of Challenge’s
output. Notice that if Adversary succeeds with probability €, then the Challenger has
probability €/g of breaking the Square-CDH assumption.

6. Performance Analysis

In this section, we first analyze BUA using theorem comparison, including overhead
comparison, communication overhead comparison and storage overhead comparison
on the blockchain. Then, simulation experiments were used to evaluate the actual
performance of BUA.

6.1. Theory Analysis

To adapt to the massive MIE dynamic connections in the mobile Internet of Things,
we need to lower computing overhead and communication load. As for the calculation
overhead, we will analyze from four aspects: First, the authentication scheme is initial-
ized. For each MIE, the long waiting time delay will delay the service data transmis-
sion. The second is the certificate generation stage. The authentication protocol that
supports batch processing will pre-package the authentication evidence, which may
cause calculation delays. The third is the authentication phase. The authentication
process based on cryptographic protocols may cause high time overhead, and frequent
communications will bring unacceptable waiting delays. Finally, it is the revocation
stage. If the revocation of a single MIE affects the global authentication parameters,
it will make the system inefficient. We compare the proposed scheme in this article
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with the BAA (Wang et al. 2019) and SEMA (Wang et al. 2020) schemes because
BAA and SEMA are both blockchain-based unlinkable authentication schemes with
similar functions and security goals. The theoretical comparison of the specific process
is shown in the table 3.

Since our scheme needs to calculate the commitment and verify the auxiliary in-
formation in the initialization phase, we need m(n— 1) as the coefficient. Only in it,
n represents the number of aggregate pseudonyms in the vector commitment and is

generally a fixed value. Therefore, the computational complexity of m(n — 1) is still
O(m). In addition, the computational cost of Mz, is significantly lower than that of
M and Eg, which is enough to offset (n —1). Comprehensive analysis shows that
the proposed scheme still has efficiency advantages in the initialization phase. The ev-
idence generation stage is a process specially considered for BUA because additional
verification evidence is required when using vector commitment verification. In fun-
damental analysis, it can be included in the initialization overhead. Since we use the
binary tree technology to calculate the cumulative multiplication result, the compu-
tational complexity is O(log n). Compared with other schemes, the mEs calculation
overhead is so small that it can be ignored. In the two-way authentication phase, the
number of operations that our solution needs to calculate is less than that of other
solutions, and the system’s deployment can reduce the computing waiting time. There
is only a bilinear pairing operation. As an auxiliary operation, the time cost used is
significantly longer than Ms and M~,. Fortunately, the overall number of calculations
is small, which can offset part of the calculation pressure.

Table 3. Computational cost comparison

Schemes initialization Proof generation Mutual authentication revocation

2EGc + 5mEc + mMea
BAA NULL 12EG +3MG + Mz, + 9Hz, NULL
+4mHz, + mMz,

3EGc + 2MgG + 3mEg+
SEMA NULL 7EG + 4Mc + Mz, + 4Hz, NULL
mMec +2mHz, + mMz,

log2m(n — 1)+
[ logan - 1] Mg

BUA m(n — 1)Mz, + 2mEc 3Hz,+ 5Ec + 4Pc Mg + Ec

Next, we compared the communication overhead of the three schemes. In table
4, BUA has apparent advantages. It is most evident during the initialization phase.
A mloT device must generate multiple pseudonyms to achieve unlinkability. In the
BAA and SEMA schemes, to resist forgery attacks, the cryptographic system must be
initialized with the re-generation of pseudonyms, causing communication overhead to
multiply as a function of m increases. The BUA scheme introduces hash chain technol-
ogy to achieve effective separation between different pseudonyms. The disadvantages
of BAA and SEMA in the authentication and revocation stage are that they store
most of the registration information on the blockchain. As a result, during authentica-
tion, after the mloT device sends the registration information to the MS, the MS also
forwards the information to the blockchain smart contract. Execute the comparison
that BUA only needs to retrieve the commitment from the blockchain and verify its
correctness.

The last part of the theoretical analysis is the comparison of storage overhead on
the blockchain. In the table 5, we can find that the BUA has a significant advantage
in terms of efficiency. The main reason is that vector commitments have the nature of
data compression. When each commitment carries m pseudonyms, only ong G can
realize batch authentication of multiple pseudonyms. The BAA and SEMA solutions
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Table 4. Communication cost comparison

Schemes initialization Authentication revocation
BAA m(4|G| + 8|Zp|) 2|G| +5|Zp| 2|G| +3]|Zp|
SEMA m(5|G| + 4|Zp|) 4|G| + 3|Zp| G| + 12p|
BUA |G|+ (m +3)|Zp| | 3|G|+3]|Zp]| |G| + |Zp]

must instantiate a smart contract for each pseudonym, which will cause a storage
burden on the blockchain.

Table 5. Storage load on the blockchain

Schemes | Storage on the blockchain

BAA am(|zp|)

SEMA 2m(|G| + |Zpl)

BUA 1G]

6.2. Experimental Analysis

We constructed a simulation environment for protocol execution and compared it to
SEMA and BAA to further analyze BUA’s computational cost. This section introduces
the simulated experimental environment as well as the results of the experiments. The
simulation experiment was run on an Ubuntu virtual system with a 3.6GHz Intel i7-
4790HQ CPU and 12GB RAM, and the virtual machine was given 4GB RAM and
two processing cores. The authentication function based on bilinear pairing is imple-
mented in the experiment using a password library (PBC). The MNTd159 curve is
used to create a bilinear pairing with an 80bit safety parameter. The MS’s communi-
cation range is 300 meters, while the MIE’s typical travel in the city is 10 kilometers
(Anbalagan et al. 2021)(Commission). The number of pseudonyms generated during
setup is limited to between 0 and 50. Assume that the activities Iinking|| and XoR
@ are promised to be low-cost operations. Because the computing cost of these pro-
cedures is far smaller than that of other cryptographic operations, I and g can be
ignored throughout the process. In this subsection, we analyze the cost of the three
steps of the protocol, namely the initialization step, the two-way authentication step,
and the evidence generation step. The selection of the number of pseudonyms is 5-50,
with five as the incremental value. We use Jing et al.’s proposal BAA (Wang et al.
2019), Weizheng et al.’s proposal SEMA (Wang et al. 2020) as a comparison, which
is consistent with the comparison scheme used in the theoretical analysis to verify the
theoretical analysis in the actual environment Accuracy. And at the end, comparing
the total time cost between different schemes, there is not only the calculation cost
of each step but also the waiting time of the device when switching between various
operations, which is assumed to be 3ms.
The calculation overhead of initialization under different numbers of pseudonyms is
compared in figure 3. In the figure, we can see that the BAA scheme is time-consuming
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and volatile. In addition, the time cost of the BAA program has increased faster, which
has been near twice as large as the program SEMA when the x-axis reaches 50. For the
schemes SEMA and BUA, we can see that their growth is stable, and the broken line
is steady. An interesting detail is that the growth rate of the BUA scheme is slightly
lower than that of the SEMA, which can be noticed by comparing the area of the
SEMA divided by the BUA scheme.

The figure 4 compares the computational overhead of the two-way authentication
phase of different schemes. BAA is still the most time-consuming program, and its
growth rate is on the rise, which is worrying. BAA is also unstable. The coordinate of
30 on the x-axis is significantly lower than the position we expected. For the SEMA
and BUA schemes, we found that the BUA scheme is slightly higher than SEMA
because of the high cost of the pairing operation. Both SEMA and BUA performed
well in terms of growth rate and stability.
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Figure 4. Comparison of the time cost of initializa- Figure 5. Comparison of the time cost of mutual
tion authenticaion

The figure 5 is a notable comparison. We use this picture to illustrate the advantages
of our proposed index AEST. The figure shows the comparison between the AEST-
based commitment evidence generation algorithm and the general situation. Although
we know through analysis that the retrieval complexity of AEST is O(log n), because,
in BUA, the number of pseudonyms in each commitment is fixed, so it cannot reflect
the number of pseudonyms in the contract The growing trend of O(log n). However,
in the figure, the advantages of the calculation method used in the BUA scheme are
still obvious. It maintains a meager growth rate while the calculation overhead is low
when the amount of tasks is small. As the amount of tasks increases, it will soon be
compared with the general proposal that opened the gap.

The last figure 6 can see the advantages of the BUA scheme compared to other
schemes in terms of computational overhead. First of all, for BAA, we can see that
its growth rate is steadily increasing, and its initial growth rate has already opened a
gap with SEMA and BUA. As for SEMA, although it has excellent stability and high-
efficiency characteristics at low tasks, there is still a gap between its growth rate and
BUA, resulting in an increasingly obvious gap between time expenditure and BUA. In
summary, based on the experimental data, we conclude that the BUA scheme’s time
cost is reduced by 13.24% compared to SEMA.
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7. Discussion

We first discuss the applicability of BUA to the introduction of new technologies
such as blockchain shardslLi et al. (2022) and DAGWang et al. (2022) to address the
scalability bottlenecks faced by blockchain systems. Then, we discuss how our work is
followed the trend current.

BUA can realize parallel authentication of different types of vehicles with the help
of sharding technology. According to the information displayed on the license plate,
we divided the vehicles into local and foreign vehicles and then subdivided the above
two types by fuel type, including fuel cars and hybrid cars. (In China, the first Chi-
nese character on a license plate indicates the provincial abbreviation, and the first
letter represents the prefecture level city. Blue plates indicate gas-powered vehicles
and green plates indicate electric or hybrid vehicles.) By deploying different vehicle
pseudonyms in different network shards (for example, deploying ”Local-fuel vehicle” in
Shard A, ”Local-electric/hybrid vehicle” in Shard B, “foreign-fuel vehicle” in Shard C,
and ”Foreign-electric/hybrid vehicle” in Shard D), parallel authentication of different
vehicle classes can be achieved. In addition, since each vehicle belongs to only one cat-
egory and different shards are independent of each other, there is no need to design a
cross-shard communication mechanism and demonstrate the atomicity of cross-shard
transactions.

When the blockchain adopts the DAG architecture, the retrieval speed of BUA can
be improved. The blockchain of DAG architecture will have multiple chains existing
at the same time, and each block on the chain may reference blocks on other chains,
and the parent-child relationship between blocks is no longer single. Blockchain-based
authentication schemes can achieve the purpose of authentication by using data struc-
tures such as Merkle trees, which store the promised hash values and pseudonyms in
order of string size in different blocks of the DAG, and then query and verify them in
smart contracts. Specifically, assuming we have a set of pseudonyms and corresponding
promises, this information can be stored in a dag-based blockchain in such a way that
each block stores the root hash of a Merkle tree. The leaf nodes of the Merkle tree store
the hash of the pseudonyms and promises, and the parent block of each block points
to the previous block. At validation time, the hash value of the corresponding block
is queried through the smart contract, and the required commitments are retrieved in
order from the root node to the leaf node. A well-designed retrieval procedure reduces
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the cost of a single chain sequential retrieval from O(n) to O(logn). The hash value is
then verified to match the hash value of the pseudonym and the promise to determine
the consistency of the pseudonym and the promise.

The future trend of current blockchain technology development is as follows: 1) Re-
duce costs; 2) Increase confidentiality. 3) Improve customer loyalty; 4) Correct business
strategic plan Zheng and Lu (2022). We are in line with these future trends.

(1) This paper uses blockchain technology to reduce maintenance costs. Because
smart contracts supported by blockchain cannot be tampered with once they
are released, there is no need to worry about the subsequent maintenance costs
after the relevant standards are implemented and formulated. In addition, the
stored evidence does not need to be centrally stored, which can reduce the storage
cost for CA.

(2) The anonymous mechanism of the blockchain and the pseudonym mechanism
cited in this article can well protect the privacy information of customers and
increase the privacy protection capability of the system.

(3) If centralized authentication management is implemented, once the CA is at-
tacked, the service will be paralyzed, reducing the customer’s confidence in the
business and causing customer loss. When the number of users is huge, the de-
centralized system has stronger stability.

(4) Develop the correct business strategy. On the question of which blockchain to
choose, we choose the alliance blockchain. The low latency consensus mechanism
in the alliance blockchain helps to authenticate the real-time requirements. The
choice of alliance blockchain is also more flexible. The consensus strategy can be
dynamically selected according to the number of online vehicles to balance the
robustness of the system and the consensus waiting time.

8. Conclusion

The mobility of nodes in the mobile Internet of Things must remain unlinkable. The
method that employs the blockchain as an anonymous technique has an issue with the
chain’s storage capacity. In this paper, we present a vector commitment-based identity
authentication technique that decreases the storage overhead on the blockchain while
lowering the dependency on CA. We propose a binary tree-based auxiliary evidence
spanning-tree index and the accompanying evidence calculation technique to improve
the generating efficiency of auxiliary evidence. Our method can withstand MS collusion
assaults, according to security analysis. We show that the suggested proposal has a
lower time cost than similar schemes through performance analyses. The limitations
of this work are obvious: the blockchain is only proposed in the model as a concept,
and we does not consider the technical choices during actual deployments, such as the
choice of consensus protocols.

For future works, there are three aspects:

Fundamental research: we plan to design dynamic commitments to compress more
pseudonyms in the future. Improve blockchain efficiency by reducing the number of
times on the chain. In addition, we consider redesigning the authentication protocol
and adding the function of re-authenticaion, so that MIE can authenticate with other
MSs more quickly after the initial authentication. A MIE has authenticated by a MS,
when it transfers to another MS, it should execute re-authentication process.

Application: the BUA has divergent application scenarios, such as cross-domain
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authentication of smart medical care. When the user transfers from the local hospital
to other hospitals, the authentication technology in this paper can be used. BUA can
also be deployed in mobile Internet scenarios. This authentication method can be used
when smartphones are transferred between base stations. This type of authentication
requires higher latency. A more efficient consensus mechanism should be designed. If
the blockchain is used as an open and trusted database.

System development: we plan to develop a BUA authentication system to construct
a basic blockchain system using Hyperledger Fabric, where we set the CA as Endorser,
and the MIE as Committer. Then, we develop the client for MIE. In the early stage,
we only targeted mobile users, such as the Android platform. There are two main
difficulties: the MIE side needs to store the pseudonym issued by the CA for a long
time. If the user clears the cache, the pseudonym on the blockchain will be unavailable,
wasting public storage space. On the other hand, CA, as an independent entity, may
face a large number of MIE initialization requests in a short period of time when the
system is first deployed. If an error causes the program to crash, it will destroy the
system’s availability.
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