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Reviews the current state-of-the-art Access Control deployed in businesses.
Reviews emerging and innovating Access Control in recent literature.
Applies Access Control to four domains: Cloud, I0T, Blockchain and SDN.
Addresses Organizational adoption strategies for Access Control.
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Abstract

Access Control is a crucial defense mechanism organizations can deploy to
meet modern cybersecurity needs and legal compliance with data privacy. The
alm is to prevent unauthorized users and systems from accessing protected
resources in a way that exceeds their permissions. The present survey aims
to summarize state-of-the-art Access Control techniques, presenting recent re-
search trends in this area. Moreover, as the cyber-attack landscape and zero-
trust networking challenges require organizations to consider their Information
Security management strategies carefully, in this study, we present a review of
contemporary Access Control techniques and technologies being discussed in the
literature and the various innovations and evolution of the technology. We also
discuss adopting and applying different Access Control techniques and technolo-
gies in four upcoming and crucial domains: Cloud Computing, Blockchain, the
Internet of Things, and Software-Defined Networking. Finally, we discuss the
business adoption strategies for Access Control and how the technology can be
integrated into.a cybersecurity and network architecture strategy.

Keywords: Access Control, Distributed Systems, Security, Cloud, Blockchain,
IoT, SDN

1. Introduction

In modern society, many digital innovations have transformed how organiza-
tions operate and function, creating a reliance on interconnected systems. The
evolution of networking has provided businesses with efficient and cost-effective
data storage, and communication solutions that have required advanced Au-
thentication and Authorization solutions [1]. Access Control (AC) is an au-
thorization solution to avoid data security issues by fulfilling specific security
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Figure 1: Survey Structure

requirements to prevent unauthorized access to different resources. As AC is a
very active research area, the present survey aims to investigate existing techni-
cal solutions and application domains, considering issues around reliable digital
transformation strategies for organizations and businesses.

1.1. Research Contributions

The main contributions of this paper are:

1.-A review and evaluation of traditional and novel approaches on AC in
light of solutions in the academic literature.

2. An analysis of innovative solutions for different application domains: Cloud
Computing, Blockchain, IoT, and Software-defined Networking.

3. A discussion on organizational adoption case studies for AC in business
environments.

Outline of the Paper. The structure of the paper can be observed in Figure 1
where we highlight the main topics in order. Throughout Section 2, we introduce
background information on the main approaches in AC. In Section 3, this study
highlights features of mainstream AC solutions, and evaluates them in Section 4.
In the following sections, we review literature that illustrates novel AC solutions,
respectively for Cloud computing (Section 5), Blockchain (Section 6), IoT-based
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environments (Section 7) and Software Defined Networks (Section 8). In Section
9, we review case studies in key industry sectors such as Healthcare, Banking,
and Education and present experiences of enterprise deployment, and in Section
10 we discuss integration of AC with other techniques. Open problems and
future opportunities are discussed in Section 11.

2. Background

Access Control is a valuable technique for maintaining information security
by defining who or what can see or use resources. According to the NIST [2],
Access Control is defined as:

‘An array of procedures or processes, usually automatic, which grants
access to a specific location or information being controlled, in com-
bination with pre-established policies and rules’.

AC is considered by Qiu et al. [3] as the backbone of information security,
even in fields including Cloud Computing and the Internet of Things. They
highlight AC’s ability to monitor access to resources and effectively prevent
unauthorized information flow.

2.1. Fundamentals

Access Control is implemented through an authorization process built into an
operating system or an application, which enforces a policy granting or denying
the user access to specific data. The policy definition allows not only to specify
who gets access but also what type of access should be granted.

According to Stallings and Brown [4], Access Control solutions can be de-
veloped considering three main principles:

Authentication The process of verifying that particular credentials of a user (subject) and
different system entities are correct.

Authorization The process of granting or denying access permissions for a system resource
(object), deciding for what purpose a subject is trusted.

Audit Independent review examining the system records or activities to enable
us to understand the state of system controls. In addition, performing
an audit can help to ensure compliance with the already established poli-
cies and operational procedures, detect security breaches, and provide
recommendations to improve Information Security Management Systems

(ISMS).

Subjects are considered accountable for the actions they have performed.
There are different defined classes of users (subjects) that hold different access
rights. For example, we could have:

Owner Creator of a resource (file).

Group A group of users with specific access rights in addition to the owner.
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World Users who cannot access the system and are excluded from the categories
owner or group for resources.

Access rights determine methods for how subjects can access objects. For
example:

Read A subject can see the data in the object. The ability to copy and print is
included in the Read access.

Write A subject can modify or delete data in an object.

Ezecute A subject can execute specific programs.
Delete A subject can delete specific objects such as files or records.
Create A subject can create new files, records, or fields.

Search A subject can list the files in the directory and search the full directory.

AC systems can be centralized or decentralized [5]:

Centralized Access Control gives subjects access to every application, web-
site, and ad-hoc computing resource from a particular profile, using exact cre-
dentials from all locations. In addition, all data assets in control of the user are
under unified identity management.

Decentralized Access Control removes the need for a determined administra-
tor to manage or grant access to specific users in particular software or online
platforms. Besides, the users do not necessarily control their credentials. For
example, in Bitcoin, encryption keys are automatically generated and associated
with an account.

Hu et al. [6] identify challenges in deploying AC in distributed architectures
where some systems have not been created to accommodate AC. In particular,
they investigate tensions caused by overly stringent rules and the risk of severe
data loss with too permissive sharing. Authentication management can also be
challenging diie to poor coordination among independent systems.

According to Bertino et al. [7], good policies need to be consistent, relevant,
minimal, and complete with respect to the activity performed by the subjects.
In particular:

e Consistency: it is important that AC solutions also provide denials (neg-
ative policies) as well as permissions (positive policies).

e Relevance: there cannot be active policies that include rules that are not
applicable to any activity the subjects perform; useless policies will erode
cybersecurity. For example, an attacker could exploit useless rules.

o Minimality: it is necessary to make sure the policy does not use redundant
or reducible rules. To illustrate, if a policy allows subjects to read every file
in a directory, then explicitly granting read permissions to every subject
on every individual file would lead to a uselessly inflated rule space.

o Completeness: for all actions executed from subjects in the system, there
must be a corresponding policy handling those execution requests.
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e (Correctness: assures that policies comply with the development goals.
Policy correctness is verified through semantic properties that depend on
the application.

2.2. Related Work

Different approaches are designed to address different technical, organiza-
tional, and business needs. The main approaches, reviewed in Section 3, be-
long to the following families: Discretionary Access Control (DAC), Mandatory
Access Control (MAC), Attribute-Based Access Control (ABAC), Role-Based
Access Control (RBAC), and Policy-Based Access Control (PBAC).

Several surveys have been conducted to investigate state-of-the-art on AC re-
search. Servos and Osborn [8] present a taxonomy of current AC approaches and
open problems focusing on ABAC and PBAC research. Kashmar et al. [9, 10]
review AC models explaining and analyzing the research challenges, consider-
ing objectives and limitations, and emphasizing current technological evolution
and trends. They also review AC meta-models and compare centralized and
decentralized environments.

Zhang et al. [11] consider the essential requirements for AC, presenting the
current state of AC in Fog Computing focusing on DAC, MAC, RBAC, ABAC,
UCON (Usage Control-based Access Control) and RMAC (Reference Monitor-
ing Access Control). Paci et al. [12] evaluate Access Control for Community-
Centered Collaborative Systems, looking at usability and performance in a con-
trolled experiment. Parkinson et al. [13] present a security analysis of AC
focusing on RBAC, DAC, MAC, and ABAC. They consider the security in real-
world applications using empirical analysis.

Langaliya et al. [14] classify AC approaches into two main categories:

1. Traditional AC models (DAC, MAC, RBAC, ABAC) are compared by
user convenience, performance, re-usability, role assignment, single point
of failure, node overhead, and authentication methods.

2. ABE-based AC models (ABE — Attribute Based Encryption, Key Policy
Atribute Based Encryption (KP-ABE), Ciphertext Policy Attribute Based
Encryption (CP-ABE), Hierarchical Attribute Based Encryption (HABE),
and Hierarchical Attribute - Set Based Encryption (HASBE), compared
by fine-grained Access Control, efficiency, computational overhead, and
collision resilience.

Various papers have reviewed Software Access Control linked to our appli-
cation domains of Cloud, SDN, IoT, and Blockchain.

Ometov et al. [15] provide insights on distributed computing and compare
threats and security measures for data privacy in the Cloud, Edge, and Fog
layers. The cloud layer security features work with the server and users, focus-
ing on data privacy, such as Access Control mechanisms, data encryption, and
authentication features. The edge layer uses sharing information responsibility,
outsourcing, and using non-fixed storage to mitigate data breaches whilst the
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fog layer uses strict rules and regulations to prevent denial of service (DoS) from
being performed. They define the fog layer as more robust than other layers for
handling security challenges.

Ravidas et al. [16] provide an analysis of state-of-the-art authorization tech-
nologies and review opportunities for implementing Access Control into IoT.
The paper suggests applying PBAC as the software mechanism, which consists
of six steps for access and authorization and a four-part mechanism that uses
a PAP, PDP, PIP, and PEP before granting access to the requester. The paper
addresses open challenges with security adoption in this domain, as a one size
fits all approach does not work due to the variations and complexity of IoT
architectures. A more methodical approach is required on a case-by-case basis.

Sookhak et al. [17] convey a detailed review of granular Access Control
development in Blockchain technology for the Healthcare industry by utilizing
smart contracts for authorization, identification, and authentication security.
They define various challenges and limitations of using Access Control with
Blockchain technology, such as user and attribute revocation, the privacy of
outsourced data in the cloud, scalability, and latency.

Chica et al. [18] convey a comprehensive review of SDN and security mea-
sures for their implementations. They highlight the significant quantity and
variety of vulnerabilities in SDNs and how cyber-attacks that target the en-
vironment are becoming increasingly sophisticated. They also look at the op-
portunities for improving security in this area by using fortification through
authentication and trust mechanisms in the architectural control plane by the
controller understanding and authenticating trusted devices.

Our review covers_traditional and novel methods for Access Control. We
consider how innovations are deployed in businesses and organizations, along
with a review of recent work. Moreover, we explore the application of AC to
new areas such as [oT, Cloud Computing, Blockchain, and SDN. Table 1 gives
an overview of the surveyed solutions for different application domains.

3. Access Control Solutions

I this section, we highlight different AC approaches (Discretionary, Manda-
tory, Attribute-Based, Role-Based, and Policy-Based) along with standard im-
plementation mechanisms (Access Control Lists and Matrices, Capability Lists)
and applications (Group Policies).

3.1. Access Control Lists (ACLs)

An Access Control List is composed of rules to grant or deny access to par-
ticular resources. An ACL is managed by one or more Access Control Entities
(ACEs) defining the rules for a particular user or security identifier. New en-
tries are usually appended at the end of the ACL. ACLs can be enforced in
various domains, e.g. Filesystem and Networking through software or hardware
solutions like Ternary Content Addressable Memory (TCAM) [50, 51] to speed
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Table 1: Access Control Solutions for different application domains

Domain RBAC ABAC PBAC
Cloud Alshammari, 2021 [19]  Choi et al., 2014 [22] Ennahbaoui and Idrissi,
Anilkumar and Fugkeaw and Sato, 2015 2021 [26]
Subramanian, 2021 [20] [23]
Li et al, 2012 [21] Xue et al., 2016 [24]

Gupta et al., 2020 [25]
Saravanan and
Umamakeswari, 2021
[24]

Blockchain Zhu et al., 2018 [27]

Lin et al., 2018 [28]
Lyu et al., 2020 [29]

Li et al., 2020 [30]

Xu, 2020 [31]

Shi et al., 2021 [32]
Song et al., 2021 [33]
Pussewalage et al., 2018
(34]

IoT Mabhalle et al., 2013 [35] Saha et al., 2021 [38]
Hussein et al., 2017 [36] Gupta et al., 2020 [39]
Alramadhan and Sha, Xiong et al., 2020 [40]
2017 [37] Pinno et al., 2020 [41]

Sun et al., 2020 [42]

SDN Yakasai and Guy, 2015  Duy et al., 2021 [44]
[43] Paladi and Gehrmann,
Do Hoang et al.,, 2021 ~ 2019 [47]
[44] Matias et al., 2014 [48]
Mattos and Duarte, Tseng et al., 2017 [49]
2016 [45]

Al-Alaj et al;; 2019 [46]

up request processing. ACLs can be deployed in various operating systems, in-
cluding the popular Linux and Windows, demonstrating flexibility as a security
measure for systems and infrastructures.

User||File A ([File B |File C|Printer
Alice|| RW R R OK
Bob RW RW R OK
Lewisj| RW OK
Paolo R R

Victoy R OK

Figure 2: Access Control Lists
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8.1.1. Filesystem ACL

A Filesystem ACL restricts access to files and directories by telling operating
systems what users have the authority to access particular resources and what
privileges the users are granted (Figures 2 and 3). The diagram, represents the
administrator being able to set specific access permissions.

| m |
(¥4 Pt

>
X

r.w.xX

r.w.XxX

Figure 3: Filesystem ACL application example

According to Mahoney et al. [52], File-systems ACLs are an efficient and
secure protection mechanism. When ACLs for File-systems are configured and
deployed correctly, they are oriented around data and maintained by the data
owners. In addition, the algorithm used for checking permissions appears to be
particularly simple to implement and verify. However, the system scans the ACL
for each initial access of an object, which is more time-consuming than accessing
a table entry in an Access Control Matrix. Furthermore, understanding what
files are accessible to a subject can be computationally expensive due to how
the data is maintained. Hence, if a subject leaves or is reassigned, it can be
necessary to search for all files associated with that user.

3.1.2. Networking ACL

Networking ACLs operate by filtering access to the network, telling network
devices (e.g., routers and switches) what types of traffic and what activities are
allowed (Figure 4). For example, an ACL can specify the source and destination
addresses, the communication protocol (UDP or TCP), the port numbers, etc.

Pattan et al. [53] recently studied the integration of Software-Defined Net-
working with Active Directory, analyzing how ACLs can be used to provide a
security solution in combination with a software-defined segmentation policy,
grouping static and dynamic ACLs linked to the traffic. Dynamic ACLs are
defined at access policy execution and are enforced in particular access sessions.

There are various known issues. ACLs are usually stored in device configu-
rations, which can lead to complications due to the integrity or functionalities
of the device. Moreover, ACLs can be altered if the device is compromised.

In general, challenges with using this technique come from network admin-
istrators’ difficulties in managing ACLs in complex environments. For example,
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User
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Figure 4: Example of Networking ACL application

Wakabayashim et al. [54] noticed two particular issues: 1) ACL scanning is
sometimes done ineffectively in linear time for every incoming piece of data. 2)
Inefficient or redundant rules can also appear. Rules are defined as unnecessary
when they target packets that are not appearing throughout real traffic. A rule
is unnecessary when other preceding rules already handle its packet targets.

3.2. Capability List (CL)

A Capability List can be a token or ticket granting access for the subject to
objects in the computer system. The subject is evaluated against the capability
list before being granted access to the specific object (Figure 5).

User |File A |File B|File C|Printer
Alice | RW R R OK
((Bob [ RW | RW | R oK |)
Lewis | RW OK

Paolo R R
Victor R OK

Figure 5: Capability List

3.8. Access Control Matrix

An (A)CL can be generalized to an Access Control Matriz. According to
Huang et al. [55], the mechanism is implemented as an array of cells with a
column for each object and a row for each subject. An entry in a particular cell
is the subject access mode on corresponding objects. A column represents an
object access list; a row is equivalent to a subject access profile (Figure 6).
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User |File A [File B |File C|Printer
Alice | RW R R OK
Bob RW RW R OK
Lewis | RW OK
Paolo R R

Victor R OK

Figure 6: Access Control Matrix

3.4. Group Policy

Group Policies are a feature of UNIX-like and Microsoft Windows operating
systems, including distributed environments such as Microsoft Active Directory,
that have authority over subject accounts’ working environment. Group Policies
provide centralized management and configuration for operating systems, user
settings, and applications to allow efficient ACL management. As discussed
in [56], group policies can be used when various users interact with the AC
system. Inside the group, users share common permissions. Figure 7 describes
the capability of the Administrator to add a new policy to the Group Policy,
which is then performed through Active Directory to multiple users, Desktop
PCs and servers.

Administrator Group Policy

New Polic

Many User Results Many Desktop and Server Results
Figure 7: Group Policy application example

Stockle et al. [57] investigated the use of automation to implement Windows
security in large-scale and complex modern systems. Such complexity creates
opportunities for attackers to exploit the system when a misconfiguration or
vulnerability is present. Many organizations cannot efficiently control all the
aspects of a process that relies on the manual configuration of ACLs and group
policies, with rules added and removed at different moments by different system
administrators. The authors present a proof-of-concept implementation and

10
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User 1

Object 1

User 2

Object 2

—
—
r-X
by r—
User 3 Object 3
\ .
User 4 » Object 4

Figure 8: DAC Model

documentation to automate the process and run consistency checks to minimize
the risk of misconfiguration that administrators can inadvertently introduce.

3.5. Discretionary Access Control (DAC)

Discretionary Access Control is an authorization technique processing the
requester identity or rules of access (authorizations) by utilizing evaluation cri-
teria provided by trusted computer systems to limit object access (Figure 8).

DAC is implemented using ACLs, considered a viable AC solution when
the number of users and resources is small. DAC is the most common AC
solution for Windows and UNIX-like operating systems. However, it presents
several drawbacks in Cloud-based environments, as discussed by Gagandeep and
Arvinder [58]. Firstly, the inability to facilitate the management of processes
at the admin level. Secondly, an object owner granting access to the object to
other users could create a security issue. Thirdly, complex auditing plays a role.
Under a DAC system, keeping track of the data is challenging since it is not a
centralized system, only allowing administrators to monitor each ACL’s local
flow.

DAC relies on the system’s maintenance of the ACL. There is a need for
constant granting and revoking of AC permissions. Moreover, DAC has minimal
negative authorization power. El Sibai et al. [59] discuss a significant drawback
in the lack of control over the flow of information. Indeed, data can be duplicated
between objects, which allows unauthorized subjects to access data copies even
when the owner has not allowed a subject to access the original data.

3.6. Mandatory Access Control (MAC)

Mandatory Access Control is often used in businesses with strict security
requirements, such as governments and public services. MAC controls access by
comparing security labels, which carry the status of sensitivity or criticality of
system resources. This requires creating different security clearance levels and
associating objects in the system with one of these security levels. In practice,

11
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every object may be assigned a label such as: Unclassified, Confidential, Secret,
or Top Secret. Access above a subject’s own clearance is denied (Figure 9).

Security Level N

Principal Engineer TOP SECRET
Senior Engineer SECRET
Engineer CONFIDENTIAL
i UNCLASSIFIED
4

Figure 9: MAC Model

MAC uses subject clearance, and object labels for system-enforced Access
Control [60]. Labeling objects consists of pre-defining their security level. This
means subjects cannot modify the permissions as only the administrator can.
For example, they cannot grant access to other users to the objects they have
access to. MAC is known to have open problems. Firstly, MAC creates a
significant demand for maintenance to update the list with user base expansion
and turnover during business development. The solution also scales poorly, as
new users and information require constant updates for objects and account
configurations. The main limitations of MAC technology have been discussed
by El Sibai et al. [59]. In particular, MAC cannot have fine-grained Access
Control or duty separation. In addition, deploying a MAC solution is costly
and complex due to the high reliance on trusted components and applications
for MAC labels and properties.

3.6.1. Rule-based Access Control

Rule-based Access Control (RuBAC) evolves from a traditional MAC ap-
proach. This overcomes limitations in managing complex permissions that the
original solution cannot handle. A semantic rule-based extension model to han-
dle access policies is presented in [61]. Another example of a rule-based approach
is the Lattice-based Access Control (LBAC), where lattices are used to define
a multi-layer security policy. A specific application to healthcare systems is
presented in [62]. The combination of sensitivity levels and other categories
for objects equates to security levels. These are demonstrated as lattices that
detail the hierarchical relationships of the security levels. When a security level
is affected by subjects and objects:

e The security level associated with objects reflects the security classifica-
tion.

12
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e The security level associated with objects provides classification using the
stored information.

e The security level associated with the subject is determined by information
sensitivity.

e Subjects in the same category have the same security clearance level.

3.7. Attribute-Based Access Control (ABAC)

In Attribute-based Access Control (Figure 10), access and authorization are
determined by attributes related to a subject and accessed object. All objects
and subjects have a set of related attributes like Location, Creation, and Access
Rights. Access to objects is granted or denied depending on if there is a matching
between object and subject attributes.

Users Attributes Permissions

User 1 Attribute 1

:“ ) X :>
User 2 Attribute 2

.. Permit
Decision

—
—

)
Not Applicable

Data Repository

User 3 Attribute 3

Figure 10: ABAC Model

Vijayalakshmi and Jayalakshmi [63] consider ABAC a flexible and efficient
solution to establish security rules or policies based on attributes or environ-
mental conditions.

An ABAC limitation is the challenging auditing. For security and regulatory
compliance, it is imperative to see precisely what resources a user has access
to. Compared to other approaches, such as RBAC, where the administrator can
look at assigned user privileges, ABAC does not allow looking up users’ access
permissions.” Thus; it requires checking every object against the access policy.
Finally, technology can be very complex. It takes administrators a significant
amount of time to specify many policies to determine what attributes users must
have to access the resources. Servos and Osborn [8] highlight multiple problems
primarily due to the technique’s relative infancy, as the complex systems struggle
to provide flexible and granular AC policies.

To mitigate the challenges and constraints of ABAC, hybrid ABAC models,
and frameworks have been considered. Ding et al. [64] presented a novel ABAC
solution utilizing Blockchain for the Internet of Things (IoT). The research ad-
dresses the increasing need for security in IoT systems, as prior solutions can-
not cope with IoT’s highly demanding and complex architecture. The proposed
model includes attribute authorities, Blockchain managers, and distributors of
attributes. The system works by applying a transaction related to an attribute,
reaching a consensus, and then writing a new block into the Blockchain. The
model provides a decentralized and scalable AC system that requires less trust,
making the existing system more robust.

13
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3.8. Role-based Access Control (RBAC)

Role-based Access Control gives access and authorization utilizing user roles.
This gives subjects implicit and explicit permissions for a particular role. Role
permissions are inherited using role hierarchy and determine the permissions
required to execute explicit operations, as shown in Figure 11. Specific roles
can be given to one or multiple users. Unlike other AC solutions, it can be used
to establish a company-wide security policy that goes beyond the capabilities
of ACLs, defining how users can modify a file.

Users Permissions

User 1 ¥ Role 1 > Permission 1
User 2 > Role 2 > Permission 2
User 3 Role 3 4 Permission 3
User 4 > Role 4 > Permission 4

Figure 11: RBAC Model

Different RBAC approaches have been proposed:

e Flat This model uses the three primary rules of RBAC. The system should
support many-to-many and many-to-many permission role assignments.
Users should be allowed to use the permissions of multiple roles at the
same time [65].

e Hierarchical This model utilizes all the rules and capabilities of Flat
RBAC and defines seniority between relationships. Senior roles are com-
posed of all roles that are below them [66].

e Constrained This model utilizes all of the features of Hierarchical RBAC
and adds support for the separation of duties (SoD). It applies when there
is a requirement for more than one person to complete a task [67].

e Symmetric This is the highest level of RBAC deployment and has all
the requirements of Constrained RBAC along with a feature of support
for permission-role review [68].

e Temporal This extends the RBAC model and supports the enabling and
disabling of roles [69].

RBAC issues and limitations include role explosion, as the model has diffi-
culties scaling to meet the complex AC requirements associated with evolving
businesses and strict cybersecurity regulations. RBAC also lacks Security Risk

14
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Tolerance, which indicates the level to which the information needs to be de-
fended against confidentiality or integrity attacks. Furthermore, the solution
lacks scalability and dynamism due to focusing only on employee roles and us-
ing these as the means of authorization. Finally, implementing this technique
into businesses can be expensive and complicated, depending on the scale of the
organization.

Laverdiére et al. [70] present the architecture of RBAC as decoupling policy
enforcement and decisions with:

e a Policy Decision Point (PDP), which will grant or deny the requests by
interpreting the policy.

e a Policy Enforcement Point (PEP) to communicate with the PDP and
enforce policy decisions focusing on privileged actions. PEPs can be de-
ployed across the code base, with their reach depending on specific AC
policies.

The state of the art for RBAC has been evaluated by Xu et al. [71] consider-
ing its general limitations and constraints, which include having a static design
and inefficiencies in updating AC policies or handling repeated encryption when
securely sharing files. Using an identity-based cryptosystem, the authors pro-
pose an expressive RBAC model for the Cloud environment, particularly Cloud
storage. The solution aims to enhance RBAC, improving efficiency and flex-
ibility by adding a mechanism of role inheritance that makes the permission
assignment more efficient and precise. They performed functional testing and
performance analysis, demonstrating how the system can complete an array of
functions, understand the dynamic AC of ciphertext data, and keep the opera-
tions completion time at an acceptable level.

3.9. Policy-based Access Control (PBAC)

Policy-based Access Control (Figure 12) provides a strategic solution for the
management of subject access to multiple systems. It combines roles for subjects
with policies that determine a particular role’s access privileges. According to
Pal et-al. [72], PBAC architecture provides fine-grained AC for authorized sub-
jects to services whilst defending resources from unauthorized access. PBAC has
particular disadvantages regarding its implementation complexity and the time
and resources needed to deploy many policies and attributes whilst establishing
the rules.

Zong et al. [73] use PBAC for robotic applications to improve the security
aspects of Robot Operating Systems, allowing the Administrator to revoke per-
missions dynamically. The model is designed to include Permission Categories,
Policy-based AC, Identity Tokens, and Access Tokens. The Policy Engine is
designed to include Policy Representation, User Identity, and Permission Re-
voking. The experiments demonstrate use cases such as an unauthorized opera-
tor trying to perform a task, an authorized user performing the same task, and
permission revocation from the authorized group of all users except the Adminis-
trator. Majahan et al. [74] explore a hybrid PBAC, ABAC, and RBAC solution
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Figure 12: PBAC Model

(PAR-AC), to perform efficient management and utilization of resources. It con-
sists of three steps: (1) New subject registration, (2) For current users, login
(policy-based authentication), and (3) After authentication, an AC mechanism
grants specific privileges to users, depending on their clearance level.
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Figure 13: Access Control Taxonomy
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4. Access Control Solutions Evaluation

In this section, we evaluate different Access Controls methods (Figure 13)
considering the following aspects: functionalities, algorithms and data struc-
tures, advantages, disadvantages, deployment opportunities, and open prob-
lems. In Table 2, we summarize the main aspects regarding algorithms, data
structures and their functionalities.

4.1. ACL

Functionalities. ACLs provide fine-grained control over network traffic by lim-
iting access to sensitive resources to only authorized users. This helps to en-
hance network performance by preventing unauthorized users from consuming
resources [97].

Algorithms and Data Structures. ACLs use capability lists to specify the set of
permissions that a given subject has for each object. ACLs can be managed
using Active Directory or network hardware, or by using modern implementa-
tions based on relational databases [75, 4]. Various optimization techniques can
be applied to ACLs to reduce packet latency without compromising security
requirements [76].

Advantages and Disadvantages. ACLs offer a simple and transparent model
for system administrators to control access to specific objects, and it is easy
to modify the ACLs to update access policies. ACLs can be efficient when
dealing with long lists of subjects as logarithmic search is possible in most
cases. However, managing ACLs can be complex, especially in large networks
with many resources and users [98].

Open Problems. ACLs can grant write access to a specific file, but do not provide
fine-grained control over how the user can modify the file, which can lead to data
loss or corruption [99].

Deployment Opportunities. ACLs have lower computational overhead compared
to stateful firewalls, and can be implemented on various platforms such as Win-
dows, Linux, and routing hardware. To provide comprehensive security, ACLs
should be deployed on all network interfaces [100].

4.2. DAC

Functionalities. DAC allows subjects to manage their own data and efficiently
access data belonging to other subjects. It enables subjects to autonomously
develop parameters for access, and its maintenance is relatively simple. Every
piece of data can have individual access restrictions, and access to objects is
restricted based on the identity of the subjects. DAC is typically implemented
using Access Control Lists (ACLs) and is centrally controlled (Atlam et al.
[101]).
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Table 2: Access Control Algorithms and Data Structures

AC Model

Data Structure

Algorithms

Functionalities

ACL

DAC

DAC
(Bell-
Lapadula)

MAC

MAC
(Bell-
LaPadula,
Biba
Integrity)

ABAC

RBAC

PBAC

Capability Lists,
Access Lists [75],
Relational Database
(4]

Tree Structure [77],
Access Matrix

[78, 79, 80, 81, 82],
Capability List [83],
Authorization Table
(4]

Tree Structure [77],
Access Matrix,
Capability List [83],
Authorization Table
(4]

Lattice [87]

Lattice [87]

Policy Matrices, Logs
[4, 92]

Permission Lists [94],
Access Matrix,
Hierarchical tree [4]

Policy Matrices [4]

Rule Boundary,
Removing Shadow
Rules,

Removing Covered
Rules,

Combining Rules [76]

Critical Set Detection
(CSD) [84]

Discretionary Security
Property [85]

Digital Signature [88]

*(STAR) Security
Property,

Simple Integrity
Axiom (SI Axiom)
[89, 90]

Attribute Extraction,
Relation Extraction,
Rule Pruning,

Policy Refinement
(93]

URA97,
PRAY7,
RRA97 [95]

Retrieving Data
Resource Catalog [96]

The algorithms find rules that
can be removed safely,
including shadow and covered
rules. They also reorder the
rules in the ACL based on the
actual hit counts, hit count
prediction, and rule latency
[75, 76]

Authorizations contain
temporal intervals of validity
automatically revoking
authorization at expiration
time [84]

This implements discretionary
policies to execute particular
actions on resources using
capability tickets [86]

The Kernel checks the digital
signature associated with each
readable and executable file
(88]

The models enforce reversed
policies: Biba prohibits writing
from the lower levels as well as
reading from higher levels to
lower levels whereas
Bell-LaPadula forbids writing
from the higher levels and
reading from the lower levels
(91]

This provides extraction of
algorithms, relations, and rules
from the data store as well as
refining policies for enhanced
maintenance and policy quality
(93]

URA97 focuses on the user role
assignment, PRA97 focuses on
the permission role assignment
and RRA97 focuses on the
role-role assignment [95]
Provides privileges
differentiation services for a
significant quantity of users,
and resource content [96]
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Algorithms and Data Structures. In file systems, permissions can be applied in
a folder tree structure [102]. Each subject has an Access Matrix, where each
column links to an object, and each cell contains a set of access rights. The
storage for the rows in the matrix is known as the Capability List [83]. The
algorithm used in DAC allows temporal authorization, which uses a beginning
and end time for authorization [84].

Advantages and Disadvantages. DAC offers several advantages, such as allowing
users to transfer ownership of an object to other subjects and enabling them
to define access rights for other subjects. It also restricts subject access after
repetitive authentication failures, and unauthorized subjects do not have access
to object properties such as file name, size, and directory path. However, DAC
has inherent vulnerabilities, such as software misconfiguration and Trojan Horse
attacks. Its negative authorization power is limited, meaning it cannot restrict
access to specific subjects.

Open Problems. DAC cannot ensure comprehensive security because users can
share their data as they deem appropriate.

Deployment Opportunities. DAC can be used to improve compliance and allow
organizations to monitor network activities.

4.5. MAC

Functionalities. The administrator can granularly define access rights to an
object, and users cannot edit them. It protects against Trojan Horse attacks
due to its inability to declassify data or share access to classified data. An
operating system or database constrains access privileges: each subject and
device on the system is assigned a classification and clearance level. This is
implemented by ACLs and controlled centrally [103].

Algorithms and Data Structures. The lattice divides access into various com-
partments to define the levels of security for users and data [87]. The algorithm
restricts modification or changes by enforcing rules. A file or executable can
only be replaced with another file or executable that has the same digital sig-
nature, which can be verified using any public key in the binary with the same
file name [88].

Advantages and Disadvantages. MAC provides a robust security solution as
only the System Administrator can access or modify controls, resulting in fewer
potential security errors. The centralized control under one authority creates
a fully centralized system. However, manual configuration of security levels
and clearances requires continual scrutiny by administrators, leading to poor
maintainability. Additionally, this AC method cannot scale automatically, as
subjects must ask for access to all new information and cannot configure access
parameters for their information.

Open Problems. Complicated setup process and inflexible.

Deployment Opportunities. High-level data protection and centralized informa-
tion.
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4.4. ABAC

Functionalities. Dynamic Data Access is possible for flexibility and scalability
with low maintenance. The attributes of specific subjects granularly restrict
network access to ensure security compliance [104].

Algorithms and Data Structures. The Policy Matrices use the column headers
as the user attributes to grant or deny access privileges [105]. ABAC logs
can be observed to understand patterns around the subjects, resources, and
environmental conditions [92]. The algorithms present matrices arrangement
in the model and automate the process of generating policies through policy
mining [93].

Advantages and Disadvantages. Automatically update permissions with low ad-
ministration overhead and fine-grained security. Complex implementation com-
pared to other AC models.

Open Problems. Difficult to implement, requiring hundreds of thousands of at-
tributes to establish rules and policies.

Deployment Opportunities. Achieves higher access security beyond the limita-
tions of access based on roles.

4.5. RBAC

Functionalities. RBAC supports simple and complex rules and restricts access
according to the roles of specific subjects. There are three main steps in RBAC
implementation: Role Assignment, Role Authorization, and Permission Autho-
rization [106].

Algorithms and Data Structures. RBAC uses an Access Matrix as a table with
roles in the rows and different objects and actions in the columns [107]. A
Permission List stores each data object with details of who can perform specific
operations on that object [108]. The Tree structure defines the role hierarchy in
the system [109]. The algorithms grant and revoke a user’s access, permission,
and modifications between the relationships of the same types of roles [95].

Advantages and Disadvantages. RBAC improves overall security compliance,
confidentiality, and privacy of resources, including personal data or systems. It
also gives differentiated access to users depending on their roles, with particular
permissions for each role. Security is embedded in the organizational struc-
ture and strategy. RBAC supports the separation of duties (SoD) and is flexi-
ble. However, role explosion can happen when permissions are too fine-grained,
which can be costly and difficult to manage, making RBAC complex and con-
fusing. An RBAC solution requires the administrator to have an in-depth un-
derstanding of the security map of the organization and how permissions were
previously allowed before deployment. After the solution is distributed, re-
sponding to developing security threats and risks is challenging. Defining roles
can be straightforward when RBAC is first implemented into the business, but
adding more roles and staff can be challenging as time passes. An expanding
RBAC solution can be costly, resulting in the need to scale up the infrastructure
at the same rate as the personnel grows.
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Open Problems. Users are only assigned permissions with roles, not objects or
operations.

Deployment Opportunities. RBAC improves compliance, confidentiality, and
access management standards for businesses.

4.6. PBAC

Functionalities. User roles are used in combination with attributes to determine
granular individual access privileges. Rules are visible with PIPs, and decision
and enforcement processes are clearly separated [110].

Algorithms and Data Structures. The Policy Matrices will use the column head-
ers as the user attributes to grant or deny access privileges [105]. The algorithm
retrieves stored access control variables, such as the user, resource, and permis-
sions used alongside the policy points [96].

Advantages and Disadvantages. Flexible development and integration with other
techniques. It is supportive of organizational scalability and compliance. De-
ployment can be difficult, as well as managing a high volume of requests, and
with the complexity of the technology, administration management, and trou-
bleshooting can be complex.

Open Problems. Meeting the five key criteria of Consistency, Relevance, Min-
imality, Completeness, and Correctness is complicated in distributed policies.

Deployment Opportunities. Appropriate for distributed workforce and collabo-
ration.

5. Access Control for Cloud-Based Environments

Cloud computing is adopted to make computer resources available on de-
mand, particularly data storage or computing power which works without di-
rect user management (Figure 14). This can be demonstrated in large-scale
Cloud environments containing multiple functionalities distributed over various
locations.

@ ! B @' O
Upload v Request
' '
Cloud server Access/Deny
o and access policy
Owner or administrator User

Figure 14: Cloud Access Control diagram

In Table 3, we can see some research on AC studies for Cloud environments.
The research innovates on existing solutions and presents novel approaches.
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Fugkeaw and Sato [23] present a solution for big data in Cloud environments.
The technique is a Collaborative - Ciphertext Policy - Attribute Role-Based En-
cryption (C-CP-ARBE), which incorporates a cryptographic layer providing
efficient confidentiality with big data. The evaluation assesses the technique’s
performance, which provides a practical AC deployment for big data hosted
in a Cloud-based architecture. Future work focuses on a giant experiment to
evaluate the performance of concurrent accesses on large data sets.

Xue et al. [24] introduce a Location-aware Attribute-based Access Control
(L-ABAC) scheme for Cloud environments. The model comprises a data owner,
an attribute authority, location servers, sensors, data consumers (users), and the
Cloud server. They analyze the effectiveness of L-ABAC and demonstrate its
small overhead for data consumers, attribute authorities, and the Cloud. There
is a cybersecurity advantage of using an L-ABAC system since compromising a
single server only impacts information associated with a specific location whilst
other information remains confidential. Further research addresses restoration
mechanisms if the specific location server is affected, including re-allocating
updated location servers and secure re-encryption methods for specific data.

Gupta et al. [25] explore ABAC for Cloud-enabled industrial smart vehicles
to allow location-specific and real-time notifications in smart transportation.
The smart security solution integrates with a fine-grained ABAC model intro-
ducing groups as a dynamically assigned element based on the properties of the
moving vehicles. Moreover, this system considers extensive policies concerning
personalized privacy preferences to permit or refuse multiple activities. They
use multiple real-world use cases and a prototype implementation in Amazon
Web Services (AWS), which reflects the solution’s usability and overall practi-
cality. Further work aims to tackle in-vehicle AC security systems to develop
trust-based risk-aware dynamic solutions.

Saravanan and Umamakeswari [111] investigate lattice-based Access Control
in a Cloud environment to protect user information. They propose a novel so-
lution using a hybrid algorithm, where the lattice is formed by using different
security levels or values. They perform experiments and analyses by implement-
ing the solution on a Cloud-based simulator (CloudSim). They used a double
encryption approach using Advanced Encryption Standard (AES) and Rivest-
Shamir-Adleman (RSA). They found that the solution effectively gave users in
Cloud-based environments enhanced data security.

Alshammari et al. [19] design an evaluation model based on trust that
demonstrates high-reliability by implementing Task Role-based Access Control
(T-RBAC) into a Cloud environment. It is tailored to decrease risk and create
a Cloud storage system by providing enhanced security for specific attacks,
including Sybil, collusion, and on/off attacks. It also enhances the system’s
flexibility. They utilize a range of criteria for this, including trust decline, task
trust, interaction importance, conditional transfer, and subjectivity. This works
by stopping a task or role in case of a data leak. Their study incorporates
an effective trust model that utilizes inheritance and hierarchy in the trust
evaluation of tasks and roles. The solution provides a countermeasure against
specific cyber-attacks, including collusion and Sybil attacks [112], where few
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entities forge other identities to compromise a significant portion of a system.

Anilkumar and Subramanian [20] propose the novel Predicate-Based Access
Control solution using Open Stack Swift storage for Cloud-based environments.
Their solution uses RBAC and provides an innovation using a fine-grained im-
plementation of a Predicate-based Access Control solution, which automatically
applies a security predicate to all queries on a table.

Ennahbaoui and Idrissi [26] present an agent-based framework that combines
a robust authentication solution, a model for fine-grained AC, and a subject
behavior analysis. Their framework aims to establish a dependable security
policy that supports Cloud-assisted healthcare applications. Furthermore, this
agent-based framework protects the provider platforms from external threats.
The experiments assess the execution times of tasks, user behavior performance,
and system penetration testing. They simulate the execution of common cyber
threats, including the Reuse of IP addresses, Denial of Service, DNS attacks,
NMAP TCP Scans, and Persistent Meterpreter Back-doors.

Choi et al. [22] criticize RBAC and Context-aware Role-based Access Con-
trol (C-RBAC) for being unable to ensure privacy and integrity. They propose
an AC solution using context reasoning, which includes environmental context,
purpose, permission level, and their conditions, purpose, and policies for admin-
istrators and users. Inside the Cloud, the subject receives authorization using
inferences linked to context ontology. The model provides advantages such as
more effective policy management.

Liet al. [21] introduce a refined RBAC model which can be utilized for Cloud
Computing. The model revolves around three core cybersecurity principles:
least privilege, separation of duties, and data abstraction. They tested multiple
delivery models such as SaaS, PaaS, and IaaS. It is highlighted that Software-
as-a-Service (SaaS) is the most mature service model that best complements the
proposed RBAC system. RBAC can be deployed in Cloud environments and
has been praised as a simple process when migrating traditional solutions to the
Cloud. It has been highlighted that RBAC might not be fit for every security
aspect of Cloud computing.

6. Access Control for Blockchain-Based Environments

A Blockchain is a distributed and decentralized data structure organized as a
digital ledger that stores transactions in blocks across different systems (Figure
15). It can enhance cybersecurity, making tampering with any block extremely
hard after it has been added to the Blockchain. A consensus mechanism provides
integrity guarantees. Past transactions are stored, distributed, and duplicated
across the network of computer systems in a way that allows the participants
to monitor and verify them in a computationally inexpensive way individually.
Current operations verification can involve heavy computation, especially for
Proof of Work systems.

In Table 4, we can observe a variety of studies on AC for Blockchain envi-
ronments. The research innovates on existing solutions and original approaches.
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Table 3: Surveyed Access Control Solutions for the Cloud

Surveyed AC Technical Research
AC Type Characteristics Innovations
C-CP-ARBE ABAC Restricts Network Access based Provides a high level of conve-
Choi, et al., on the Attributes of individual nience and efficient policy man-
2014 [22] users agement
L-ABAC ABAC Roles of Users are combined with With this technique, an attack on
Fugkeaw and Attributes to determine individ- a location server only influences
Sato, 2015 [23] ual Access privileges information linked to the loca-
tion keeping other area informa-
tion confidential
Cloud ABAC ABAC Developing a fine-grained ABAC Enabling location-specific and in-
Gupta et al., system that introduces a concept time alerts and notifications de-
2020 [25] of groups being dynamically asso- pending on the effect of execution
ciated with moving vehicles based of the Access Control policies in
on their specific attributes the system for smart transporta-
tion ITS environments
L-BAC ABAC Provides two-layer protection im- This Access Control model has
Saravanan and plementing two algorithms in a proved to be a strong cybersecu-
Uma- single application, mitigating vul- rity technique making access to
makeswari, nerabilities and protecting unau- personal information very hard
2021 [24] thorized access to data in the for attackers
Cloud
T-RBAC RBAC A User Access feature embedded Decreases risk by providing high
Alshammari, into Microsoft Windows Operat- security and improving the qual-
2021 [19] ing Systems ity of decisions made by Cloud op-
erators or data owners
P-BAC RBAC Restricts access to objects based The technology uses Swift, a stor-
Anilkumar on a subject’s identity age service for objects in the cloud
and known as OpenStack restricting
Subramanian, object access using ACLs
2021 [20]
Agent-based PBAC An operating system or database The solution provides the capac-
Framework constraints the security clearance ity for gathering the notions of
Ennahbaoui level of a subject role, task, attribute, constraint,
and Idrissi, and session, combining the autho-
2021 [26] rization solution, Access Control
model, and user behavior analy-
sis
Product- RBAC Refined RBAC developed for the Extending RBAC from tradi-
lifestyle Cloud environment using security tional application domains to the
management patterns Cloud

Li et al, 2012
[21]

Zhu et al. [27] implement ABAC into Blockchain to address digital asset man-

agement using distributed permissions.

They present a novel Digital Access

Management Platform (DAM-Chain) using Transactional-Based Access Control
(TBAC). This provides an integration between the ABAC distribution model
and a Blockchain, offering a method for the organization to easily find and ac-
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Figure 15: Blockchain-based Access Control diagram

cess digital assets consisting of three components: Asset Security, Secure Asset
Issuance, and Distributed Permissions.

Lin et al. [28] present a novel framework using Blockchain for AC known as
Blockchain-based Secure mutual authentication with fine-grained access control
system for Industry (BSeln), developed using cryptographic techniques such as
Attribute-Based Signatures (ABS) and Multi-receiver encryption (MRE). They
aim to provide cyber-resilience against the following attacks: User Imperson-
ation attacks, Man-In-The-Middle (MITM) attacks, Data Modification attacks,
Replay attacks, Denial of Service (DoS) attacks, and Distributed DoS (DDoS)
attacks. They evaluate the running time of different cryptographic algorithms
on several server configurations. Future research aims to explore possible opti-
mizations using hardware or hybrid implementations.

Lyu et al. [29] propose a system called Secure Blockchain-based Access
Control (SBAC). They use a mechanism with Blockchain-based access tokens
which implements content AC on distribution, audition, and revocation, using
access tokens transfer and access transactions. The system provides capabilities
for auditing access to shared content and access decisions. They perform anti-
counterfeiting and tamper-proof tests whilst also testing the system against
the following cyber-attacks: Cache poisoning attacks, Cache data extraction
attacks, DoS/DDoS attacks, and MITM attacks.

Song et al. [33] present Smart-Contract based Access Control (SCBAC). This
uses ABAC to simplify and improve access management and provides a dynamic
fine-grained AC method. Implementing AC systems using Blockchain through
Smart Contracts highlights that the solution effectively deals with issues linked
to single points of failure by achieving distributed AC and storing important
data in multiple places.

Li et al. [30] developed a solution called Fine-grained Access control scheme
for VANET Data based on Blockchain (FADB), a scheme for Vehicle Ad Hoc
Network (VANET) data integrating Blockchain, IPFS distributed storage, and
Ciphertext-based Attribute Encryption (CP-ABE). The solution is demonstrated
as a platform for data-sharing that ensures data security, privacy protection,
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and access restriction. FADB incorporates a new efficient encryption scheme
(HECP-ABE). Combining the traditional CP-ABE encryption scheme with the
Blockchain, they demonstrate the technique to enable distributed, fine-grained
data-sharing services. It comprises multiple stages: user registration, data up-
load, and authorization access. They aim to explore future data security pro-
tection features, such as anonymity levels and stateless access.

Xu et al. [31] propose a Blockchain-Based Secure Data-sharing platform
with Fine-grained Access Control (BDSS-FA). They propose a novel hierarchi-
cal attribute-based encryption (HABE) algorithm allowing various hierarchical
authorization centers. The system model consists of a Key Generation Center, a
Data Owner, a P2P-Based Data Distribution Platform, an IPFS Cluster, Hyper-
ledger Fabric Blockchain, and a Data Consumer. The systemn performs System
Initialization, User Registration, Data Upload, and Data Download. The Smart
Contract permits the subjects to issue trusted, traceable, irreversible transac-
tions and does not require supervision from third-party management. A Vali-
dation Contract is used to understand subject permissions, which means that
subject attributes must meet the AC criteria to have access rights to distributed
information. Additionally, a Decryption Contract allows partial decryption for
the data being requested.

Shi et al. [32] establish a solution described as Blockchain-based access
control Scheme (BacS), designed for two crucial attacks: (1) stealing and mod-
ifying data and (2) modifying elements in the authorization database. This
solution eliminates a central authorization database but includes computational
overhead, showing that some computational expense is necessary for the higher
throughput.

Pussewalage et al. [34] present an AC scheme that supports controlled access
delegation, ensuring flexible and secure sharing using ABAC. Their focus is on
health information sharing to grant flexible access to registered and unregistered
users. Blockchains manage attribute assignments, delegations, and revocations,
making user authentication a simple and lightweight process. Future work op-
portunities intend to extend the work with a suitable trust model.

7. Access Control for IoT-Based Environments

The Internet of Things (IoT) leverages physical devices with embedded sen-
sors, processing ability, software, and other technologies that provide connection
and exchange information with multiple ad-hoc devices and systems through the
internet and various communication media, as shown in Figure 16. A summary
of surveyed works is included in Table 5.

Alramadhan et al. [37] survey AC applied to IoT environments. The main
approaches considered are ACLs, Capability-based Access Control (CapBAC),
RBAC, ABAC, and Relationship-based Access Control (ReBAC). These tech-
nologies are compared considering their characteristics applied to IoT, where
three particular challenges linked to the technology are explained: Constrained
Resources, Heterogeneity, and Ubiquitousness. The complexity of IoT induces
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Table 4: Surveyed Access Control Solutions for Blockchain

Surveyed AC Technical Research
AC Type Characteristics Innovations
TBAC ABAC With this technique, transactions Supports flexible permission man-
Zhu et al., are used as a bridge integrat- agement as well as a verifiable and
2018 [27] ing ABAC and Blockchain into a transparent access authorization
novel platform process
BSeln ABAC A technique that works by us- Offers cyber-resilience against the
Lin et al., ing Cryptographic materials, in- following attacks: User Imperson-
2018 [28] cluding Attribute-based Signa- ation attacks, DoS/DDoS attacks,
tures (ABS) and Multi-receiver Modification of broadcast trans-
Encryption (MRE) actions or response messages at-
tacks, and MITM attacks
SBAC ABAC A secure Access Control frame- Gives the Content Provider (CP)
Lyu et al., work that is Blockchain-based complete control over their own
2020 [29] provides the content provider content - ensuring strong effi-
with the ability to share, audit, ciency and security characteristics
and revocate privileges
FADB ABAC This technique combines A novel encryption scheme known
Li et al., 2020 Blockchain, IPFES  distributed as HECP-ABE combines the tra-
[30] storage, and CP-ABE encryption ditional CP-ABE encryption with
Blockchain
BDSS-FA ABAC A Blockchain-based secure Uses a Validation Contract to re-
Xu, 2020 [31] data-sharing platform with view the user permissions to en-
fine-grained  Access  Control sure only the users whose at-
(BDSS-FA). Introduces a novel tributes meet the Access Control
hierarchical attribute-based criteria have the right to access
encryption (HABE) algorithm the shared data
BacS ABAC Using an account address of the enable encryption of all Access
Shi et al., node in the Blockchain (the user’s Control transactions that are is-
2021 [32] wallet) as the identity to access sued by the domain management
the domain management server, it server. Access Control is feasible
can redefine the Access Control and secured to implementation in
permission of data and devices, distributed IoT environments
and write to the Blockchain
SCBAC ABAC 10T Access Control solution based By utilizing public attributes,
Song et al., on Blockchain that uses attributes policies, and permissions on the
2021 [33] like traditional ABAC approaches Blockchain, it creates an open,
transparent, secure, and trusted
data privacy environment
Blockchain- ABAC The solution proposes an This data privacy solution pro-
Based attribute-based  scheme that vides security against attribute
Delegatable integrates with the capabilities forgery, collusion, and pseudo-
AC Scheme of controlled access delegation. anonymity
Pussewalage Blockchains manage attributes,
et al., 2018 delegations, and revocations
[34]
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Figure 16: IoT Access Control diagram

specific requirements for AC implementation, including being lightweight and
scalable.

Saha et al. [38] developed Cipher-Policy Attribute-based Encryption (CP-
ABE) for user AC in IoT environments. Their solution supports a fine-grained,
user-based AC mechanism with multiple Attribute Authorities (AA), constant
key and ciphertext sizes. Secure data is acquired by the gateway nodes from
the IoT smart devices, which are stored in partial blocks and converted into
complete blocks by the Cloud servers in ‘a P2P network. Their analysis also
considers the communication and computational costs, showing the solution’s
effectiveness.

Gupta et al. [39] propose an AC model known as Google Cloud Platform
IoT Access Control (GCP-IoTAC). The experiments focus on the users and
resource authorizations, considering real-world scenarios in the healthcare and
smart home use cases with RBAC authorizations. For future work, the authors
propose using ABAC-based extensions with a role-centric method to improve
interoperability and obtain a finer-grained AC.

Mabhalle et al. [35] explore an Identity Authentication and Capability-based
Access Control (IACAC) approach for IoT environments building a distributed,
lightweight, and cyber-resilient solution. The researchers performed experi-
ments and performance analysis using the RC5 stream cipher for encryption,
considering DoS/DDoS attacks, MITM attacks, and Replay attacks.

Xiong et al. [40] propose a novel AC method known as Secure and Efficient
Multi-authority Access Control for IoT Cloud Storage (SEM-ACSIT). The sys-
tem allows for significantly reduced storage overhead in the system. Further-
more, the solution guarantees forward and backward security when taking away
a user attribute. The experiments and analysis show that the technique benefits
storage effectiveness and efficiency with low computational overhead whilst pro-
viding cybersecurity measures for robust data distribution for the Cloud storage
environment in IoT applications.

Xu et al. [113] propose a Blockchain-enabled decentralized Capability-based
Access Control (BlendCAC) procedure to be utilized in IoT environments. The
architecture is a partially decentralized and federated framework that can lever-
age Smart Contracts and Blockchain environments. The experiments involved
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the construction of a proof-of-concept prototype deployed in a physical IoT
network environment. When evaluating the scheme, they consider two other
AC techniques, RBAC and ABAC, that have been transcoded for independent
Smart Contracts. It has been found that RBAC and ABAC require a local-
ized datastore to sustain user-role permissions and handle attribute-permission
policies for the authorization and validation process to be completed.

Hussein et al. [36] developed an approach called Secure and Efficient Multi-
Authority Access Control (SEMAAC) for a healthcare use case scenario. They
focused on a ‘community’ AC approach due to the structure of IoT environ-
ments rarely being completely isolated. The framework consists of the following
elements: Authorization Server, Policy Decision Point (PDP), Certificate Au-
thority (CA), Community Gatekeeper, Policy Enforcement Point (PEP), Com-
munity (a group of services that share common goals), and Capability (a data
structure containing a set of access rights). Overall, the research presents pos-
itive steps for an AC system in which environments showcase an adaptable
framework that other researchers can use to improve cybersecurity measures.

Sun et al. [42] designed a technique called Lightweight Privacy-aware Access
Control (LPAC) for a smart health use case scenario. LPAC provides strong
attribute privacy protection, fine-grained and lightweight access policies, of-
fline and online encryption procedures, and efficient decryption methods. They
present storage and computational comparison and a security analysis focusing
on attack-resistance capability.

8. Access Control for SDN-Based Environments

Software-Defined Networking (SDN) is a network management platform so-
lution that offers a dynamic, programmable, and efficient network configuration.
Using an SDN approach can improve network performance and monitoring. Un-
like traditional physical infrastructures, it enables a network infrastructure to
leverage emulation, virtualization, and programmability rather than fixed phys-

ical devices, as shown in Figure 17.
Setup
A Control Plane

Admlnlstrator Controller

|Send rule
. Fetch rule|
Request
! i H Data Plane
<
Access/Deny Switches
User

Figure 17: SDN-based Access Control diagram

In Table 6, we detail AC techniques applied to SDN technology with high-
lighted original approaches. Yakasai and Guy. [43] demonstrate AC being uti-
lized in an SDN environment. RBAC is applied by defining central roles for
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Table 5: Surveyed Access Control Solutions for IoT

AC
Type

Surveyed
AC

Technical

Characteristics

Research

Innovations

CapBAC
Alramadhan
and Sha, 2017
(37]

CP-ABE
Saha et al.,
2021 [38]

RBAC

ABAC

GCP-IoTAC
Gupta et al.,
2020 [39]

TACAC
Mahalle et al.,
2013 [35]

ABAC

RBAC

SEM-ACSIT
Xiong et al.,
2020 [40]

ABAC

BlendCAC

Xu et al., 2018
[113]
SEMAAC
Hussein et al.,
2017 [36]

ABAC

RBAC

LPAC
Sun et al.,
2020 [42]

ABAC

It uses a row-oriented list style
which associates every subject
with one or more pairs of objects
or their set permissions

Provides a finer-grained AC solu-
tion for IoT environments by sup-
porting multiple Attribute Au-
thorities (AA), constant key and
ciphertext sizes simultaneously

Explores an AC solution for the
Google Cloud IoT Platform

A lightweight, distributed, and re-
silient security solution

Guarantees forward and back-
ward security when the subject
attributes are revoked. Allows
users to be supported in the au-
thorization process providing ac-
cess to the shared data with high
flexibility

A partially decentralized and fed-
erated framework

Building on the concept of com-
munity to define the notion of
rights

Robust attribute privacy protec-
tion, fine-grained and lightweight
AC policies, online and offline en-
cryption, and efficient decryption

The capabilities list is held by the
accessor rather than the resources
being accessed (unlike other AC
solutions such as ACLs)

Communication and computation
are cost-effective. It is a robust
AC solution

Allows secure communication for
IoT devices, users, and applica-
tions

Provides defense against com-
mon cyber-attacks for example,
DoS/DDoS attacks, MITM at-
tacks, and Replay attacks

Significant storage overhead re-
duction

Ability to leverage Smart Con-
tracts and a Blockchain-based IoT
environment

A novel community-driven frame-
work for AC in distributed IoT
contexts addressing complex re-
quirements

Efficiently transforms the user at-
tributes and access policy into
a more succinct attribute vector
and access vector

devices, a Policy Decision Point (PDP) for the central location policy defini-
tion, a Policy Enforcement Point (PEP), and a Policy Information Point (PIP)
- which operates by combining PEP and PIP into a switch storing the identities

of users, such as an LDAP data store.

It also uses a novel policy enforce-

ment method using a stateful role-based firewall with a component known as
FlowlIdentity, which is responsible for the functionality of the firewall.

Paladi and Gehrmann. [47] investigate scalable AC that can be used for
the SDN resources by introducing a model restricting resource access using
partial system views depending on the topology of resources and visibility of the
underlying execution platform. This scheme combines previous AC approaches,
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including Capability Based Access (CBA), ABAC, and PBAC. They claim that
despite having some success, much more research and development must be
undertaken to produce a more usable and scalable deployment and configuration
mechanism for SDN.

Duy et al. [44] evaluated an AC technique in an SDN environment in con-
junction with Blockchain. The model, known as Blockchain-based framework for
Decentralized authentication and fine-grained Access Control (B-DAC), imple-
ments controller-dependent, application-transparent, strict, and decentralized
AC. This ensures that all communications from all applications to the controller
are verified before they transit to the network.

Matias et al. [48] illustrate a Flow-based Network Access Control (FlowNAC)
solution in comparison to the IEEE 802.1X standard Port-based Access Control
(PNAC). This study highlights improvements such as controlling individual ac-
cess to many services simultaneously (instead of being limited to one, as seen in
PNAC). The design and development of FlowNAC use SDN principles to allow
segregation of the PEP at the data plane from the Attribute Authority process
state on a different entity. This separation enables modular and independent
scaling of each component as needed.

Mattos and Duarte. [45] propose a novel technique known as AuthFlow to
provide AC in SDN environments. It uses OpenFlow as a mechanism to per-
form authentication and AC for SDN. It -authenticates hosts above the MAC
Layer using the IEEE 802.1X standard and a Remote Authentication Dial-In
User Service (RADIUS) authentication server. The AuthFlow mechanism is
implemented as a RADIUS authentication against an LDAP database. They
developed and evaluated a prototype showing that the approach can prevent
unauthorized hosts from being able to access network resources, notably when
hosts are already authenticated. After a pre-defined period, they can lose their
privileges, which means that the solution can be time-sensitive. AuthFlow pro-
vides enhanced management compared to other AC solutions, introducing more
control over information and permitting the definitions of policies for flow AC
associated with the host credentials.

Tseng et al. [49] propose controller-independent security that enhances the
system’s controller DAC capabilities, protecting the SDN controller against API
attacks using an efficient and flexible method with dynamic AC. They devel-
oped a prototype that complements OpenDaylight and has a low deployment
complexity. However, despite significant work in this research area (using per-
mission sets to secure SDN controllers), detecting an API attack with static
permission control has not been achieved.

Al-Alaj et al. [46] developed SDN-RBAC as an AC system to secure SDN
controller applications. They have identified various approaches where the sys-
tem can handle app sessions. This helps to apply the principle of least privilege
at the application level and to their sessions.

The number of entries in ACLs can continually increase to ensure up-to-
date security in an environment with massively diversified attack sources. The
TCAM memory used to store them in network switches is particularly expensive,
so minimizing the memory footprint with rule compression techniques is one
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possible solution [114, 50, 51]. Distributing the access-control policy in smaller
rule tables has also been discussed in many previous works [115, 116, 117].
To address some of their drawbacks like rule replication or packet structure
modification, Abboud et al. [118, 119] propose an approach to distribute and
update those rules with a focus on the Longest Prefix Match (LPM) priority
policy. Their strategy applies to series-parallel network graphs, with a reduction
process from any two-terminal directed acyclic graph to the series-parallel case.

9. Organizational Adoption

Access Control has a highly successful adoption history in many different
businesses as part of their cybersecurity strategies. This section considers in-
dustry applications in Healthcare, Education, and Banking.

9.1. Healthcare

Tang et al. [120] demonstrate the Bell-LaPadula model [103] being inte-
grated with Blockchain to provide a viable solution for Identity Management,
Supply-chain Management, Insurance Claiming, and other applications where
government agencies must ensure scalability and cybersecurity for their systems.
Furthermore, this model is completely decentralized, unlike older centralized
systems presently in use, and does not require any third parties to have the
ability to provide a fair service to their involved peers.

Xu et al. [121] enable Access Control in Cloud provisioned healthcare sys-
tems. They define organizational rules as standard practices for subjects, which
can adapt depending on the current needs. For example, Least Privilege, Least
Separation of duties, Delegation of Tasks, Spatial and Temporal constraints,
and Classification of Tasks can be desired. The solution extends Task-Role
Based Access Control (T-RBAC) [122], including tasks and subject challenges
supporting multi-tenant Cloud applications. This supports flexible access rights
that can be adapted actively using fine-grained task and subject constraints and
a scope level for all subjects.

Tanwar et al. [123] propose a Blockchain-based electronic healthcare record
system for the 4.0 industry with increasing connectivity and smart automation.
It mainly proposes (1) a Distributed Ledger, (2) a Consensus Mechanism, (3)
Provenanice, (4) Immutability, (5) Finality, and (6) Smart Contracts. Utiliz-
ing the technique for AC demonstrates benefits in information acquisition au-
tomation, validation processes, and aggregation of the correct information from
multiple sources. It also shows tamper resistance and supports redundancy and
fault tolerance in the system.

Chinnasamy and Deepalakshmi [124] deployed a cryptographic AC solution
to secure Electronic Health Record (EHR) retrieval for healthcare in the Cloud.
It uses hybrid cryptography to protect storage by combining the Key Generation
Scheme of RSA (IKGSR) and Blowfish algorithms. Also, steganography is used
to deal with issues of distributing keys and healthcare information. The secu-
rity analysis shows resilience to multiple threats, including ciphertext attacks,
plaintext attacks, and keyword guessing attacks.
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Table 6: Surveyed Access Control Solutions for SDN

Surveyed AC Technical Research
AC Type Characteristics Innovations
Flow Identity RBAC Works by using high-level rules By using a novel Policy Enforce-
Yakasai and based on role information (ob- ment Point (PEP), a stateful role-
Guy, 2015 [43] tained from the authentication based firewall provides the net-
server) and SDN principles being work operators with a practical
pushed dynamically and instanta- and improved enterprise security
neously enforced at network end- solution. It addresses the chal-
points. solving some traditional lenges that network vendors face
challenges of port-based AC with 802.1X
Paladi and ABAC Introduces a Taxonomy of re- Allows the Network Access Con-
Gehrmann, source access models for SDN in- trol API to commit at deploy-
2019 [47] frastructure with a Network Ac- ment to the many resource ac-
cess Control API cess requirements enforced by se-
cret components on the Network
Controller platform
B-DAC RBAC Decentralized Access Control The solution makes it futile for
Duy et al., Framework with prototype imple- hackers to create a false entity
2021 [44] mentation using the Hyper-ledger for launching attacks on the SDN
Fabric  Blockchain  approach floodlight controller application
to secure the SDN  controller. channel
The aim is to provide security
for the interactions = between
SDN controllers and network
applications
FlowNAC ABAC Grants access rights to users to The capability to individually
Matias et al., the network depending on the tar- control the access to several ser-
2014 [48] get service requested vices at the same time (instead of
just one) and provide the separa-
tion of the PEP at the data plane
from the Attribute Authority pro-
cess state on a separate entity
AuthFlow: RBAC Used as a mechanism for authen- Used in combination with Open-
Mattos and tication Flow Software-Defined Network-
Duarte, 2016 ing to provide Access Control to
[45] the infrastructure
Controller ABAC A Proposed System that utilizes System Controller Dynamic Ac-
DAC Controller-Independent Security cess Control (DAC) proposes
Tseng et al., to defend the SDN Controller
2017 [49] against API attacks and cyber-
attacks using a flexible method
working with OpenDayLight with
minimal deployment complexity
SDN-RBAC  RBAC Deploying Role-Based Access Demonstrating RBAC usability
Al-Alaj et al., Control into an SDN environ- through an SDN Controller
2019 [46] ment

Figueroa et al. [125] explore using and combining an ABAC system with
an RFID system to produce a robust AC solution for healthcare. The system
prevents unwanted assets from entering a location due to human error or out-
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side attacks. Unlike traditional AC systems that rely on centralized techniques
such as RBAC models, the proposed system relies on a decentralized model us-
ing policies from a decentralized application centered on a Blockchain system.
The AC mechanisms for the system are derived from multiple elements: (1)
Check the attributes of subjects, (2) Check the AC policies, (3) Evaluate object
attributes, (4) Check the conditions of the environment.

Egala et al. [126] propose an AC framework using Blockchain to enhance cy-
bersecurity in the Internet of Medical Things (IoMT). They propose an approach
that addresses the challenges of data security, privacy, anonymity, latency, and
traceability using decentralized IoMT-based healthcare systems. The techniques
include Selective Ring-based Access Control (SRAC) algorithm and cryptogra-
phy to assure medical data privacy. This works by using ring rules to control
data access rights for real-world scenarios. Threat modeling and Logical analy-
sis for a fortified chain ensure security, privacy, immutability, availability, trace
anonymity, user control, and scalability.

9.2. Education

Alshahrani [127] discusses AC in education, particularly focusing on using
trust-based algorithms for student assessment with E-learning platforms. A
trust-based Blockchain system utilizes Smart Contracts to perform evaluations
and courses whilst also collecting feedback on the advantages of the presented
algorithm in comparison to the previous methodologies, namely enhanced cyber-
security in this area achieved by a highly secured data transmission with lower
execution time and energy consumption than traditional methods, demonstrat-
ing the viability of Blockchain in this use case.

Li et al. [128] propose a platform for Access Control in mobile distance
learning. There are five layers in the system architecture: (1) Client-side, (2)
Presentation layer, (3) Business logic layer, (4) Persistence layer, and (5) Data
layer. They utilize resource distribution in three stages - Resource Production,
Resource Registration, and Resource Audit. The system uses a six-step method-
ology approach for Resource Management, which leverages traditional storage
methods.

9.3. Banking

Joseph et al. [129] propose a Blockchain-based Decentralized Transaction
Settlement System for AC to be deployed in the Banking industry. They identify
traditional centralized architectures in the Banking sector as a factor limiting
digital innovations. The proposed solution uses a decentralized banking solution
by using Blockchain on the current banking infrastructure, mainly by changing
how loans are given and issuing credit and debit transactions. Using Blockchain
can achieve low cost and high security in the way payment transactions are
made whilst making the verification of third parties redundant, thus reducing
the processing times for traditional bank transfers. In addition, the proposed
system can reduce the risk of data loss or modification when information is
stored on a central server.
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Zaidi et al. [130] use ABAC for IoT with Blockchain and Smart Contracts.
This authentication solution enables local access, authorization of consumers,
privacy, and interoperability, utilizing Blockchain for authentication, smart con-
tracts for data access processing, and user-controlled encoded policies. This AC
solution can be used in banking due to its fine-grained AC level. The researchers
suggest that using ABAC for their use case achieves high compatibility and pol-
icy expressiveness.

Auxilia and Raja [131] present an AC solution for banking using Cloud
environments using a Knowledge Based Security Model (KBSM). This solution
captures the relationship between all AC elements (subject, object, and action).
The system model consists of an ontology base, a policy base, an interface
engine, and a policy engine. The initial element holds the subject’s details (e.g.,
user credentials), object details (e.g., account and letter of credit), and action
details (actions being performed on a bank resource). They aim to address
the main cybersecurity challenges related to the transition of banking services
to the Cloud environment: security breaches, governance, and Service Level
Agreements (SLA).

Guo et al. [132] present a case study of a Multi-Authority ABAC model ap-
plied to the banking industry. The system uses an attribute-based access policy
and Smart Contracts to provide a multi-authority AC solution. The system
handles interactions between data users, data owners, and multiple authorities
encoded into Ethereum Smart Contracts. They demonstrate a proof of concept
for their solution implemented 1n Solidity and tested with the Rinkeby Ethereum
testnet. The security analysis performed on the system used the Ethereum
Blockchain to implement communications between participants, showing how
to save data records and transaction information, thus giving users the ability
to trace back specific information with the help of Blockchain technology.

Yu et al. [133] explore a Blockchain-based Bell-LaPadula Model (BC-BLPM)
applied to the Banking industry. The solution includes three main layers: a Re-
source Layer, an AC Layer, and a Transaction-Forwarding layer. The Resource
Layer consists of an array of computing resources (files, databases, etc.) stored
in a computer or mobile device and is accessed through encrypted data trans-
mission channels. In the AC Layer, nodes that perform data processing hold
responsibility for developing Blockchain-based access domains. Such domains
could maintain diverse data resources, abstracting from various company de-
partments.

To maintain a thorough level of AC, the model implements attributes in-
cluding audibility and scalability, using a multi-Blockchain architecture that
can divide the network into multiple domains making the resource objects of
different departments logically isolated, which improves resource maintenance
efficiency and contributes to zero-trust networking practices.

9.4. Experiences of Organizational Deployment

Mohammed [134] considers the adoption of AC solutions in Cloud environ-
ments, identifying advantages such as better cost management and delivery
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times as well as data sharing. In addition, adopting AC with Cloud infras-
tructure has been shown to help develop cybersecurity strategies contributing
to data availability, accountability, and scalability, offering optimization, and
more efficient processing. Moreover, AC can help businesses with digital trans-
formations and overcome various challenges, including handling the inclusion of
new workers, managing distinct identities’ life cycles, and supervising a time-
consuming off-boarding process without exposing the organization to significant
cybersecurity threats.

Kawada et al. [135] highlight the three critical requirements needed for AC:

e FExpressiveness - Data Access Control requires enough expressiveness to
enable Access Control needed from potential applications.

o Management simplicity - Access authorization data management and main-
tenance must be simple.

e Performance - Data Access Control cannot force considerable performance
degradation for processing data.

The access authorization data is highlighted using tabular formats, easing
access policies’” management. It also demonstrates that SQL queries allow for
modeling access authorization data and access policies for potential applications,
allowing administrators to utilize a typical Relational Database Management
System (RDBMS) to retrieve information through access policies.

Fabian et al. [136] consider AC for semantic data federations for industrial
product-lifestyle management.  They showed that enforcing RBAC policies is
extremely useful in systems where cooperating business partners need to share
controlled semantic data. They introduced a novel security service, SemForce,
as an AC infrastructure for semantic repositories, including XACML-compliant
semantic PDPs and PEPs. The results show acceptable overhead when querying
semantic data with SemForce and fast response times when there are multiple
look-ups for matching roles to resources in industrial product-lifestyle manage-
ment.

Chen et al. [137] developed an AC model and system architecture for re-
source sharing in organizations. They successfully proposed two AC models:
RBAC and Project-Based Access Control. Furthermore, they provide user au-
thority, certificate authentication, and AC which identifies subjects’ identities
online, updates and searches user authority lists, and accesses public and private
resources. However, the research observed some issues, notably omitting access
policies’ integration in the non-RBAC system.

Daoudagh et al. [138] present an enterprise authorization policy life cycle
based on ABAC. The life cycle has eight main objectives:

1. GDPR-based use case definition, a common base that can be discussed
with stakeholders to determine a strategy for compliance.

2. Gather Authorization Requirements, defined as terms of statements and
natural language authorization policies, including business requirements
and cybersecurity best practices.
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3. Identify Required Attributes in selection requirements as well as their
origin, which can help with requirement reviews.

4. Author Authorization Policies, transforming natural language statements
into machine-interpretable statements.

5. Validate the AC Policies and Mechanisms through testing, ensuring that
the XACML policies meet the GDPR requirements.

6. Deploy the Architecture and define the contact point within the exist-
ing systems where different applications interact with the authorization
system.

7. Deploy the XACML Policies according to the selected environment, which
is usually specific to the nature of the business.

8. Run Access Reviews - test the policies linked to attributes for determining
which attributes will be granted. To provide GDPR. compliance, this
should involve the simulation of realistic scenarios.

Silva et al. [139] discuss a framework known as ACROSS for AC for orga-
nizational adoption using ABAC. The framework is designed as an AC solu-
tion focusing on authentication and authorization for organizations, supporting

identity and resource management concepts. There are many characteristics of
ACROSS, including:

e Supporting multiple authentication techniques.
e Independence from the resource federation technique.

e Support for various attribute providers for an array of situations providing
respect for user privacy using a unique opaque identity attribute.

e Advanced user-level classification with gender attributes and ABAC ele-
ments.

e Support for linking the user’s electronic identities with attributes stored
on various identity management systems.

Based on users’ attributes (ABAC), ACROSS provides access levels adopting
a user classification algorithm that can adapt to all organizations, providing a
robust AC solution.

Duy et al. [140] explore a framework that can be used for organizational
adoption known as B-DAC, which focuses on decentralized AC for the North-
bound interface that secures SDN with Blockchain technology. The proposed
framework secures interactions between SDN controllers and network applica-
tions, leveraging fundamental features in Blockchain. The technology achieves
controller independence, application transparency, and strict decentralized AC,
ensuring all communications from all applications to the controller are examined
before transiting on the network, contributing to an overall zero-trust architec-
ture.

Deepa et al. [141] provide a review of the future opportunities, approaches,
and directions on Blockchain for big data and AC. For example, AC is achieving
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data privacy and security in smart cities through Blockchain. Another oppor-
tunity is privacy preservation in Intelligent Transport Systems (ITS) for in-car
navigation systems in smart cities. In addition, the paper discusses the sig-
nificance of data mining by larger companies to help them provide meaningful
customer service, optimize decision processes, and aid in forecasting future de-
velopments, making the data a precious asset.

Chen and Tsung [142] formulate a Knowledge Based Access Control (KBAC)
model for sharing knowledge in virtual enterprises. The proposed model uses
knowledge from workers in multiple organizations in an ontological knowledge
description layer, solving-knowledge heterogeneity problems. It works by follow-
ing three knowledge-sharing modes: role-based, task-based, and concept-based
knowledge-sharing. In addition, the KBAC model uses functions that provide
(1) Flexibility, (2) Secure inter-organizational services, (3) Centralized autho-
rization management, and (4) Incorporation of knowledge dynamics.

10. Integration Approaches

This section discusses the opportunities of integrating Access Control with
various other techniques that extend its reach and capabilities.

10.1. Assisted Predictions for Access Control

Researchers have proposed various assisted prediction models for AC that
incorporate machine learning and data analytics techniques. These models aim
to improve the efficiency and effectiveness of AC systems by predicting users’
access requests, trust levels, and behavioral patterns, thereby reducing the work-
load of AC administrators. In this context, several recent studies have proposed
innovative AC models that employ algorithms such as fuzzy logic, regression
analysis, peer-to-peer federated learning, and Blockchain technology.

Jiang et al.  [143] propose a greedy Access Control (AC) model for the
healthcare domain that utilizes fuzzy trust prediction and regression analysis
through two algorithms. They employ a trust model known as Fuzzy Trust-
based Proactive Access Control Model (FTPACM), which comprises three AC
modules: Identity Authentication (IA), which verifies user identity and handles
user requests and new user registrations; Behavior Warning (BW), which ana-
lyzes user behavior and provides feedback on behavior characteristics to classify
the user’s trust level; and Access Policy Database (AP-DB), which utilizes user
identification and trust level to determine the access view based on the access
policy.

Lian et al. [144] propose a peer-to-peer federated learning model called
P2PK-SMOTE that employs two algorithms and Blockchain technology to im-
prove data privacy through decentralized data in the healthcare domain. The
first algorithm focuses on the overall workflow and a data-sharing scheme, while
the second algorithm focuses on client selection. When applied to three datasets,
the authors observed successful results with minimal data sharing.

You et al. [145] propose a knowledge graph model for decision-making in
AC. The construction algorithm builds an AC graph based on user and resource
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attributes. The model was shown to be effective in improving AC in all scenarios
by enhancing topological features. However, due to limitations in the dataset
for company data security, one of the study’s challenges was demonstrating high
predictive performance without a richer dataset.

10.2. Integrating Formal Methods with Access Control

To reliably ensure that a given Access Control policy reflects its intended
specification, automated verification through formal methods provides strong
correctness guarantees. A core component of this effort is the formalization
itself. User or data attributes must be clearly modeled to enforce a policy,
usually encoded within an XML-based Access Control language, compliant with
the XACML standard [146]. This enables different systems to apply a given
policy using the same Access Control language. Combining different sub-policies
requires a suitable merging process. As such, Lobo et al. [147] introduced the
PCL language specifically tailored for specifying policy combining algorithms
in an XACML framework.

Bertino et al. [148] presented a first step in the formalization of Access
Control policies with a logical framework general enough to capture DAC, MAC,
and RBAC models. It can represent objects, subjects, and privileges, possibly
organized into hierarchies, sessions, and positive and negative authorizations.
Those authorizations do not have to be always explicitly stated, as it supports
the specification of inferred authorizations. When some rules contradict each
other, it supports arbitrary conflict resolution mechanisms.

One essential property to verify about a policy is the absence of conflicts and
gaps within its rules. Expressing conflicts as propositional constraints is demon-
strated in [149], where SAT solvers are used to check if one such proposition is
satisfiable. Further analysis to detect undefined behaviors is carried out in [150],
where the composition of various sub-policies is considered. Using unspecified
values for patterns not covered by a given sub-policy, they can detect if there
are still undefined entries in the union of all sub-policies.

Other works target specific domains of Access Control. For example, Jha
et al. [151] developed tools for the security analysis of RBAC policies using
model-checking tools and logic programming, experimentally evaluating the two
approaches. They also proved that this problem in the general case is PSPACE-
complete. Access Control determines who can execute a given action in the
smart contract space, and an application to the Azure Blockchain Workbench
is demonstrated in [152]. On the SDN side, misconfigurations of firewalls can
arise when maintaining the policy. Saddaoui et al. [153] implemented a set
of inference rules to automatically and optimally detect such anomalies with
Flow-tables in OpenFlow-based networks.

11. Future Directions for Access Control Research

Throughout this section, we explore some potential research directions in
the fields of Access Control, Data Privacy, and Information Security.
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Colombo and Ferrari [154] suggest that AC in the context of Big Data and
NoSQL databases is an area with much potential for exploration, particularly in
terms of fine-grained AC within NoSQL management systems. They also note
the need for unifying AC models and techniques to be used for enforcement
purposes, as well as the development of Policy Analysis tools within federated
environments.

Sarker et al. [155] investigate the use of Artificial Intelligence (AI) as a
driver for cybersecurity innovation and suggest that AI could enhance cyber-
security defense mechanisms, including Access Control. They suggest that Al
can perform intelligent decision-making, which could improve security measures
such as Firewall, Anti-Malware, Sandbox, and Security Information and Event
Management (SIEM).

Daoudagh and Marchetti [156] propose multiple research questions focused
on Access Control, particularly in the context of the Attribute-Based Access
Control (ABAC) model and its compatibility with the General Data Protection
Regulation (GDPR). They ask whether systems can comply with the GDPR
act fully, and to what extent GDPR’s obligations can be represented and en-
forced using AC techniques. These questions open up the possibility for further
research to be conducted, exploring the capabilities of different mainstream AC
models in meeting GDPR requirements and ensuring the appropriate level of
data privacy within an organization.

12. Conclusion

Throughout this survey, we reviewed the current state-of-the-art Access Con-
trol solutions used by organizations as a cybersecurity strategy for user and data
authorization. As a specific contribution, we reviewed new solutions, exploring
various modern application domains such as cloud computing, the Internet of
Things (IoT), Blockchain, and Software-Defined Networking (SDN), evaluating
their strengths and limitations. Moreover, we considered their organizational
adoption through case studies in different sectors where these access control
techniques have been deployed. Finally, we discussed future research directions
to understand present challenges and address existing limitations.
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Appendix A. List of Abbreviations

AA Attribute Authorities

ABAC Attribute Based Access Control

ABE Attribute Based Encryption

ABS Attribute-Based Signatures

ACL Access Control List

AC Access Control

AES Advanced Encryption Standard

AWS Amazon Web Services

B-DAC Blockchain-based framework for Decentralized authentication

and fine-grained Access Control

BacS Blockchain-based access control Scheme
BC-BLPM Blockchain-based Bell-LaPadula Model
BDSS-FA Blockchain-Based Secure Data-sharing platform with Fine-grained

Access Control

BlendCAC Blockchain-enabled decentralized Capability-based Access Con-
trol

BSeln Blockchain-based Secure mutual authentication with fine-grained
access control system for Industry

C-CP-ARBE Collaborative-Ciphertext Policy-Attribute Role-Based Encryp-

tion
C-RBAC Context-aware Role-based Access Control
CapBAC Capability-based Access Control
CA Certificate Authority
CBA Capability Based Access
CL Capability List
CP-ABE Ciphertext-based Attribute Encryption
CSD Critical Set Detection
DAC Discretionary Access Control
DDoS Distributed Denial of Service
DoS Denial of Service
DS Digital Signature
FADB Fine-grained Access control scheme for VANET Data based

on Blockchain
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FlowNAC
GCP-IoTAC
GDPR
GP
HABE
HASBE
IACAC
IoMT
IoT
ISMS
KBAC
KBSM
KP-ABE
L-ABAC
LBAC
LDAP
LPAC
LPM
MAC
MITM
MRE
P2pP
PAP
PAR-AC
PBAC
PDP
PEP

PIP
PNAC
PRA97
RADIUS
RBAC
RDBMS
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Flow-based Network Access Control

Google Cloud Platform IoT Access Control
General Data Protection Regulation

Group Policy

Hierarchical Attribute Based Encryption
Hierarchical Attribute - Set Based Encryption
Identity Authentication and Capability-based Access Control
Internet of Medical Things

Internet of Things

Information Security Management System
Knowledge Based Access Control

Knowledge Based Security Model

Key Policy Atribute Based Encryption
Location-aware Attribute-based Access Control
Lattice-based Access Control

Lightweight Directory Access Protocol
Lightweight Privacy-aware Access Control
Longest Prefix Match

Mandatory Access Control
Man-In-The-Middle

Multi-receiver Encryption

Peer-to-Peer

Policy Administration Point

Policy based, Attribute based, Role based, Access Control
Policy Based Access Control

Policy Decision Point

Policy Enforcement Point

Policy Information Point

Port-based Access Control

Permission-Role Assignment '97

Remote Authentication Dial-In User Service
Role Based Access Control

Relational Database Management System
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RFID Radio Frequency Identification

RMAC Reference Monitoring Access Control
RRA97 Role-Role Assignment '97

RSA Rivest-Shamir-Adleman

RuBAC Rule Based Access Control

SaaS Software-as-a-Service

SBAC A Secure Blockchain-based Access Control
SCBAC Smart-Contract based Access Control
SDN Software Defined Networking

SEM-ACSIT Secure and Efficient Multi-authority Access Control for IoT
Cloud Storage

SEMAAC Secure and Efficient Multi-Authority Access Control

SI Axiom Simple Integrity Axiom

SLA Service Level Agreements

SoD Segregation of Duties

SRAC Selective Ring-based Access Control
T-RBAC Task Role-based Access Control
TBAC Transactional-Based Access Control
TCAM Ternary Content Addressable Memory
TCP Transmission Control Protocol
UCON Usage Control-based Access Control
UDP User Datagram Protocol

URA97 User-Role Assignment ’97

VANET Vehicle Ad Hoc Network

XACML eXtensible Access Control Markup Language
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