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Abstract. In the course of work on creating the first quantum communication network in
Russia we demonstrated quantum key distribution in metropolitan optical network
infrastructure. A single-pass subcarrier wave quantum cryptography scheme was used in the
experiments. BB84 protocol with strong reference was chosen for performing key distribution.
The registered sifted key rate in an optical cable with 1.5 dB loss was 800 Kbit/s. Signal
visibility exceeded 98%, and quantum bit error rate value was 1%.The achieved result is a
record for this type of systems.
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Quantum cryptography (QC) systems allow distribution of secure symmetric key between several
parties by using single photons [1]. Recent success in developing experimental QC setups has been
followed by a growing interest in integrating these systems into installed optical fiber
telecommunication networks, which remains an important condition for wider use of the QC
technology. Today pilot quantum network projects have been launched in Europe, the USA, Japan and
China [2,3]. The record operating distance and bitrate achieved for QC in optical network cables are
83 km and 300 Kbit/s (line loss 14.5 dB) [3], respectively.

Earlier we demonstrated a subcarrier wave QC system that allows performing key distribution at
180 bit/s rate in an optical fiber channel with 35 dB loss using two-state phase protocol [4].
Advantages of this type of systems [5] include one-pass setup (simplifying network commutation),
lack of interferometric schemes in the receiver module (high stability and robustness) and possibility
of transmitting up to 10 independent quantum channels in a single DWDM multiplexer window, thus
increasing the spectral efficiency of the secure channel by an order of magnitude [6]. It makes
subcarrier wave QC systems promising as quantum communication network nodes.

The scope of current work was demonstrating subcarrier wave QC system operation in an installed
metropolitan optical network. In order to perform this task, the system [4] was significantly improved:
we implemented a four-state phase protocol, added optical synchronization, and introduced a single-
pass scheme for compensating polarization distortion of the optical signal travelling thought a
communication cable.

Based on the reworked setup, we implemented two metropolitan quantum network nodes situated
in Saint Petersburg in ITMO University buildings at Kadetskaya line 3b and Birzhevaya line 14 (Fig.
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1). Conventional optical lines and telecom equipment were used in the experiment. Key distribution
was performed in single-channel mode through a standard optical cable with total loss 1.5 dB
corresponding to 1 km line length. Experimentally achieved key generation rate was 800 Kbit/s, with
mean quantum bit error rate value not exceeding 1%. We observed stable operation of the setup for 1
hour. These preliminary results suggest that the developed system can exchange keys in fiber optical
cables with losses up to 43 dB.
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Figure 1. Map showing the network node locations in Saint Petersburg

Notable, these results were achieved using a relatively low clock frequency 100 MHz (an order of
magnitude lower than in alternative solutions). It significantly simplifies the electronic subsystem and
in the future will allow increasing transmission parameters 3-5 times.

Future work will focus on increasing the number of nodes in order to form a quantum network in
metropolitan telecommunication infrastructure.
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