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Abstract

The practice of knowledge management in different organizations and its application to multiple problems do not include a clear relationship to risk management. Risk knowledge and the activities related to risk management practice can require the implementation of knowledge management processes to produce a better enterprise wide implementation of risk management. This research looks for insights about the application of processes to enterprise risk management implementation, concentrating in the first instance on knowledge sharing.
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Introduction

Business models in banking are changing. Banks are affected by the internal and external changes and the consequent accommodation to new business models and policies in risk management. Both enterprise risk management (ERM) (Dickinson 2001) and knowledge management (KM) take a holistic view of the enterprise. These disciplines working together can handle the risks affecting banking as a whole. However, the disciplines have developed separately, and methodologies for an integral analysis of risk do not include KM.
Banking is a business based on information and knowledge (Fourie and Shilawa 2004) where once new risk is identified it implies that new knowledge is required (Shaw 2005). There is a small number of employees that are aware of KM benefits, the value of ERM and the link with business processes (Maier and Remus 2003). There are examples of KM implementation, as Kubo et al (2001)showed, with many open questions about the use of the top management team knowledge for making decisions (McNamara et al. 2001) and the importance given to the knowledge management system (KMS) in ERM. 

Some of the risk management (RM) questions in banking are related to (Oldfield and Santomero 1997) the search for the maximization of the expected profits, which are exposed to potential variability which can transform them into losses. However, “Risk Management is frequently not a problem of a lack of information, but rather a lack of knowledge with which to interpret its meaning” (Marshal et al. 1996). Banks now have a wider risk exposure, which created doubts about the integral view of risk and the capacity for managing the potential losses. A general regulation framework known as the Basel II (2004) Capital Accord was developed with several implications for RM practice and information systems decisions. 

To reach the Basel II requisites, knowledge sharing plays an important role; particularly in consulting activities (Stein and Swass 1995). The banking business, currently, includes consulting as a key piece in business development. Equally, Dickinson (2001) introduced knowledge as a factor to reduce risk. Knowledge contributes to control, business strategy and underwriting processes because they depend on human actions. People share explicit knowledge more easily than tacit and knowledge transfer is more internal than external (Alavi and Leidner 2001).
The aim of this research is therefore to contribute to answering the question: How can KM processes contribute to Enterprise Risk Management (ERM)? This has a direct effect on banking because of the changes in business models, the new regulations and the competition of big players around the world with different levels of risk appetite. For the reasons outlined above, the research will also look specifically at knowledge sharing.
This paper uses the diverse literatures on banking, RM/ERM and KM to develop nine hypotheses about the relationship between KM, knowledge sharing and ERM, and explains the methodology behind the study, which is at present in its pilot phase.
What does the literature say about the problem? 

This section presents the concepts applicable to banking, ERM and KM. This review of concepts is required in order to understand the orientation of the research and the space where the results will be analyzed.
Strategy concepts 

The steps in the process of defining a strategy (David 1999) are presented independently but it is not clear how the areas involved have to be coordinated in order to achieve goals and how to gain value from common efforts. A key element in strategy is the concept of the business model and how to organize the company around it. 
For example, Earl (2000) wrote about the evolution of organizations looking to adapt their capacities to business in an information age. The transformation process of the organization is the last stage, after passing from external communications to e-commerce, e-business and e-enterprise. The concept of the transformation stage has a critical factor that is continuous learning and change under a dynamic model of mindset with higher coordination and consolidation. Banks appear to be preparing themselves for that stage currently.  This research regards KM as a piece of this transformation and aims to understand how KM can help to manage risk and to reach the transformation level in banks. Particularly, information systems have to be more efficient and effective in order to help people to make more complex decisions in a transformation process. 
Influence of Information System Theory

Information systems are understood in this research as a means to provide analysis and solutions to the decision-making process and as a step in transformation. We use the following system definition (Steven 1999) “an interaction of components that together search to accomplish a purpose in particular the business processes that people follow in order to add value to internal and external users”.
In order to design an information system, organizations have followed two approaches (Laudon & Laudon, 2004):  the technical and the behavioral which include social sciences, operations research and computing. A similar distinction applies to the design of a KM system as will be seen in a later section. Both approaches consider the following main phases for building a system (Steven, 1999): initiation, development, implementation, operation and maintenance.
The above phases are associated with the design purpose of the system:  making decisions and taking actions. From the results of these decisions it is possible to accumulate knowledge in order to use it later across the organization.  Additionally, there is a jungle of concepts showing the search for enterprise-wide answers. These concepts include principles of integration and consolidation, search for the way to develop capacity for managing multiple business units gaining synergies and sharing experience in order to provide better answers, service and products to the customers. As well as ERM, other examples are: Enterprise Resource Planning (Stevens 2003), Enterprise Architecture (Zachmann 1996) and Enterprise Content Management (Smith and McKeen 2003).
From this enterprise-wide evolution of information systems and enterprise integration appears the question: does an integrated information system exist for managing risk management information in a bank? And how can an integrated management information system affect the perceived value of an enterprise-wide program such as ERM?
H1: The perceived integration of the information systems is positively associated with the perceived value of the ERM implementation

Strategy and information systems are related through the risk and knowledge management review presented in the following sections.
Risk, RM and ERM concepts
Risk is defined here as “the uncertainty about the world and uncertainty expressed by probabilities related to the observable quantities (Performance Measures)” (Aven 2003). In other words, the study of the variance of expected results conditioned to previous knowledge.
Risk Management (RM) comprises “the overall process that a financial institution follows to define a business strategy to identify the risks to which it is exposed, to quantify those risks and to understand and control the nature of the risks it faces”. RM should not be confused with risk measurement.  Risk measurement  “entails the quantification of risk exposures” (Cumming and Hirtle 2001). 
RM is considered important in the strategic management process (Meulbroek 2002) because there is capacity of creating value from an integral view of risk management (Brown 2001; Froot et al. 1994; Banham 2004) in order to develop a competitive advantage (Galloway and Funston 2000).

Some authors such as Lam (2000), Brown (2001) and Sharman (2002) have identified RM processes. This research adopts Brown’s approach given his clear identification of the processes and a possible identification of the relationships to KM through risk control.  The question is whether the risk control process can be associated with the quality of risk knowledge sharing. 
H2: The perceived quality of the risk control process is positively associated with the perceived quality of risk knowledge sharing 
The competitive advantage of the organization can be limited because of risk of potential losses, caused by expansion, cultural pressures, reduced controls, communication of business values, learning systems and concentration on information (Simmons 1999). Additionally, business complexity and the cost of knowledge show the need for providing more meaning to the risk information and better KM (Sutcliffe and Weber 2003) in order to build actionable answers to risk threats. However, the exposure to more risks and the losses in previous years introduced doubts about the RM practice (Degagne et al. 2004).
The RM concept has evolved into ERM. ERM has been defined (Dickinson 2001) as “a systematic and integrated approach to the management of the total risks that a company faces”. ERM takes into consideration three elements in its holistic view: people involved, processes and scope (Baranoff 2004). These three elements represent the need of work coordination among risk areas and it is not clear how the capacity of work coordination is associated with the improvement of risk knowledge sharing. 
H3: Organizational capacity for work coordination is positively associated with the perceived quality of risk knowledge sharing
Organizations incorporate the ERM practices, taking into account objectives, organizational responsibilities and strategic planning process. The relationship of the implementation, feedback and experience to the strategy is crucial for developing risk analysis and control. Knowledge, experience and feedback in an organization have a flow in both directions: top-down and bottom-up; however, ERM requires a policy from the top-down direction for developing and implementing the ERM processes and bottom-up analysis in order to identify enterprise risk (ER) and to establish an accurate solution of risk mitigation. The enterprise risk is the risk observed across the organization including financial, operational, strategic risks and hazards. In summary, the main difference between RM and ERM (Baranoff 2004) is in the enterprise view of risk analysis for the whole organization.
The implementation of ERM is a dynamic process and the new ways of risk control identify new risks to analyze. Additionally, sharing experience is a factor influencing ERM implementation (Ong  2006). Therefore, ERM implementation can require risk knowledge sharing in each step of proper integration of the ER analysis.
H4: The perceived quality of risk knowledge sharing is positively associated with the perceived value of the ERM implementation

The risk management processes need to be supported by a Risk Management Information System (RMIS), whose. attributes are described in the next section.
Risk Management Information System 
Crouhy et al. (2000) identified the required technology attributes in order to build the RMIS. The required attributes comprise technology for integration and the way to address the solutions through “information collection and normalization, storage and dimensioning, analytics processing, information sharing and distribution”.

There are four main requirements to implementing an RMIS: First, management of the project cost and competing priorities (Levine, 2004). Second, technological attributes, such as a flexible architecture, data model and risk measurement capability. Third, an overall view of different factors and controls more than solutions in individual sections of risk. Fourth, data management, structure of documents and reports, and data mining in knowledge discovery(Hormozi 2004).  These requirements show a wide spectrum of functional attributes for RMIS is required and its capacity to support risk knowledge sharing among different areas can be affected. 
H5: The risk management information system functionality is positively associated with the perceived quality of risk knowledge sharing
The design of a RMIS needs the review of requirements from different risk areas. People interaction, from different areas, creates collective risk knowledge which can contribute to the RMIS design and the ERM implementation. In addition, just as RM has evolved into ERM, so the RMIS concept needs to evolve into ERMIS (Enterprise Risk Management Information System).
H6: Perceived quality of people interactions in the ERMIS design is positively associated with the perceived value of the ERM implementation

The next section discusses KM theory under three sub-headings: KM and KM Strategy, KM processes and the KMS as an enabler of KM.
KM, KM Strategy and KMS as and enabler of KM
This section examines the way KM concepts will be used in this research. This project is based on concepts contained in the work of Nonaka & Takeuchi (1995) and Davenport & Prusak (1998). These authors identified the bases to be considered in the knowledge of risk. 
On the one hand, Nonaka & Takeuchi (1995) concentrated on the interaction between two knowledge types, tacit and explicit knowledge. Tacit knowledge is represented by experience, beliefs, and technical skills accumulated in people’s minds. Explicit knowledge is the knowledge expressed in documents, data and other codified forms. The interactions among people correspond to the movements from tacit and explicit knowledge to tacit and explicit knowledge on the individual and organizational level. The dynamic is expressed through the following processes, which contribute to the knowledge creation: (See table 1)
	FROM \ TO
	Explicit
	Tacit

	Explicit 
	Combination
	Internalization

	Tacit
	Externalization
	Socialization


Table 1: Four types of knowledge creation process
On the other hand, Davenport & Prusak (1998) mentioned four knowledge elements in their definition of knowledge that can be applicable to ERM: First, the sources of knowledge are: experience, values, context and information. Second, people are considered the original repository of knowledge from information and experience. Third, processes and procedures act as means to retrieve, describe and apply knowledge. Fourth, an organization is the place where the knowledge is offered..

In this research, knowledge is understood as a process of applying expertise and knowledge flows (Alavi and Leidner 2001). Additionally, the organization is considered in this research as the vehicle for knowledge creation (Nonaka and Takeuchi 1995) and the environment where the knowledge is processed (Davenport and Prusak 1998). Furthermore, this research adopts the definition of KM as a management technique to maximize the co-ordination and organization of knowledge (Burstein et al. 2002). 
The KM implementation needs identification of stakeholders and the association of their different types of knowledge (Lehaney et al. 2004). Additionally, Earl (2001) introduces as a critical success factor for the KM implementation the networking capacity for connecting people in the organization. The question that arises in this research is if this networking capacity is necessary for the ERM implementation as well.
H7: The quality of the network capacity for connecting people is positively associated with the perceived value of the ERM implementation

This research considers that the stage of KM implementation is based on four processes (Alavi and Leidner 2001): creation, storage and retrieval, transfer, and application of knowledge. From these processes knowledge sharing has an important influence in KM implementation because it provides connection between people and organization producing dissemination, collaboration, innovation and acquisition of knowledge (Ipe 2003). Knowledge sharing and effective communication depend on the knowledge bases, overlap and amalgamation among people. Knowledge sharing requires more than IT; it requires the creation of a means to share.  This means that it takes into account the differentiation of knowledge sharing between and among groups, for example the knowledge adapted to be communicated among individuals and groups.  

H8:  The perceived quality of communication among groups is positively associated with perceived quality of knowledge sharing  
The KM processes and KM implementation require a KMS, where IT supports the integration of knowledge to directives, organizational routines and self contained task teams. The KMS (Alavi and Leidner 2001) is based on the subsystems of technology and organization. The KMS includes the information system that can help in many tasks of knowledge recovering, networking and accessing knowledge. The KMS is not just technology oriented; it has to include the social and cultural components of KM (Davenport and Prusak 1998; Malhotra 1999) or, as it has been expressed by Edwards et al. (2003), the KMS technology and people interactions are important factors for the KMS design and implementation (Lehaney 2004; Davenport and Prusak 1998; Malhotra 1999; Edwards 2003) 
For knowledge sharing the KMS has different means of support. For example, in banking at the World Bank, communities of practice are used (Wenger 2000). However, the communication capacity of the organization can influence risk knowledge sharing more generally. ERM communication is influenced by difficulties of language spoken and expertise application to solving different problems (Dickinson 2001; Warren 2005; Shaw 2005). The quality of the knowledge sharing channels is affected by the organization, the method, and the informality. 
One potential knowledge sharing channel is the web channel in order to improve the communication capacity. The head-offices have to be more effective and efficient in knowledge transfer given the high value of the branch office today (Moore 2006) and the influence of banking silos and the business units (Horton-Bentley 2006). However, it seems that independent intranets, a lot of emphasis on IT for knowledge sharing and reduced flow of KM processes through network systems reduce knowledge sharing (Swan 1999).  The search for risk knowledge is not effective if there is a high volume of knowledge available (Alavi and Leidner 2001) and the web search tools, crucial in ERM (Simoneau 2006), are not providing good results. Thus, the influence of the web channel functionality could affect the risk knowledge sharing dynamic.
H9: The web channel functionality is positively associated with the perceived quality of risk knowledge sharing
Research design
In this research the plan is to survey a random sample of full-time employees in the Risk Management area in domestic banks in Canada. This research methodology is based on the positivist point of view and quantitative analysis.

Research basis

Positivist epistemology is chosen for this research because it has the following characteristics, identified by Delanty (2002): considers as fundamental the methods used in natural sciences and the purpose of the science as the study of the reality, which exists outside of the observer values with the possibility to study it objectively. And, the positivist approach is based on observation and in the formulation of hypotheses to be validated statistically.  The research project assumes a positivism approach with the purpose of results generalization, and identification and measure of the research variables in a reliable and precise way, under the statistics environment where the bank employees work and analyze risk.
Population of interest and sample

The unit of analysis is the RM employee who is involved in RM activities in any of the RM processes in a Canadian bank. In order to generalize the results to the population, a random sample will be selected from the RM employees and branch officers. The sampling method will be based on proportions and a cross sectional design of the research.

The random sampling method was selected (Mendenhall et al. 1971) because there is a homogeneous population in the sense of the activity in the field of RM in a bank institution. The groups of RM employees are exposed to the KM processes, reducing the variance in the estimation of the population’s proportions for perceptions relative to the attributes analyzed.  This project only intends to investigate RM employees as whole, not any sub-divisions within the banking industry.
Model and Variables

The study includes a review of the factors that can affect risk knowledge sharing and the existing relationship among risk knowledge sharing, risk management factors and obstacles affecting the ERM implementation quality. Most of the variables use a Likert scale (Aaker et al. 1998). Two models will be developed, as shown in Figure 1.
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Figure 1: The two models to be used in the analysis

First model – dependent variable: perceived quality of knowledge sharing
The independent variables to use are qualitative, nominal and ordinal and quantitative classified in the following groups:
· Demographic

· Perceived integration of information systems

· Risk management information system functionality
· Organizational capacity for work coordination
· Perceived quality of risk control process
· Quality of network connecting people

· Perceived quality of communications among groups

· Perceived quality of people interactions in the ERMIS design
· Web channel functionality

Hypotheses to be tested: H2, H3, H5, H8 and H9.

Second model – dependent variable: perceived value of the ERM implementation: In this model the perceived quality of knowledge sharing will also be an independent variable plus the factors affecting the ERM implementation.
Hypotheses to be tested: H1, H4, H6 and H7.
Data Analysis
Statistical software will be used to manage data and to build the models in order to test the hypothesis and to identify the relationships between independent and dependent variables. The following four methods for data analysis will be used: Exploratory Data Analysis, non-parametric methods and classification trees.
Exploratory Data Analysis (Barry & Linoff 1997; Parr Rud 2001; Dunham 2003) is a set of statistical techniques for analyzing data. It includes graphical and quantitative techniques without assumptions. Non-parametric methods (Sprent 1993; Puri & Sen 1993) will be used to test the association between variables using the Pearson Chi-square and the likelihood ratio test statistic G2 (Sprent 1993). Finally, classification trees will be used to identify graphically the contribution of the explanatory variables to the dependent variable categories (Loh&Shih 1997).  
Conclusions
Banking as a knowledge and risk based business requires coordination and alignment of actions in order to achieve the expected strategic results. We believe that considering risk and knowledge management together gives a much stronger basis for the organization in order to implement ERM. The KMS and RMIS can then be defined and structured in order to connect people and to develop the capacity of sharing risk knowledge.
A set of nine hypotheses have been developed, relating to these beliefs and concentrating on risk knowledge sharing. They will be tested by a survey of retail banking staff in Canada. We hope that we may have some preliminary results to report by the time of the conference.
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