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The aim of this special section is to draw the readers’ attention to what is an emerging policy
field, to call for further research to be conducted on its multiple dimensions, and to encourage
the expansion of the existing body of literature. Although cyber security has now become part
of our daily lives and concerns, European Studies as a discipline is yet to fully embrace the
area as a subject of in-depth research. The four articles in this special section are intended to
contribute to filling this gap, by interrogating what kind of actor the EU is in cyber security
and what forms of governance it employs in this area.
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Although the European Union (EU) has long developed activities related to computer security
and electronic communications (European Commission, 1993; Council of the European Union,
1997), it was only in the last decade that it took the conscious decision to develop a fully-
fledged approach to cyber security. Faced with increasing numbers of cyber-attacks on
individuals, companies and critical infrastructures, the EU discourse slowly started to reflect
the idea that societal reliance on technology constituted a rapidly growing security risk that had
to be adequately addressed (European Commission, 2001). This shift in discourse resulted in
the EU’s attempt to adopt a cooperation support role for the area of cyber security. Given that
cyberspace and cyber criminals are not limited by national boundaries, the EU presented itself
as the logic and efficient solution to Member States’ challenge of how best to tackle cyber
security threats (Council of the European Union, 2005). Such move was marked by the
adoption of legal measures, such as the 2005 Council Framework Decision on Attacks against
Information Systems, and the creation of new infrastructures, including the creation of the
European Network and Information Security Agency (ENISA) in 2004 and of the European
Cybercrime Centre at Europol (EC3), in 2013.

At the heart of this new policy area is the striving for institutional and policy coherence, which
is considered to be the key to an effective response to the cyber-challenges Europe currently
faces (Carrapico and Barrinha, 2017). Coherence has become particularly crucial in the EU’s
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cyber security policy because, for a long time, its governance was highly scattered, with
relevant actors working independently from each other in areas as distinct as law enforcement,
critical information infrastructure protection, and defence. The continued pursuit of policy
coherence, coupled with the sustained increase in attacks on critical information infrastructures
and on personal and commercial data, led the EU to further reinforce its new role by publishing
its first cyber security strategy in 2013 (European Commission and HREU, 2013). The strategy
aimed at improving member states and the private sector’s resilience to cyber threats by
encouraging a higher degree of cooperation between all actors involved, greater investment in
national and private sector capacities to respond to attacks, further development of cyber
defence capabilities, and increased engagement with international partners (European
Commission and HREU, 2013).

Since then, progress has been achieved at political, legislative and capabilities level. Where the
political dimension is concerned, cybersecurity is now among one of the EU’s most important
priorities, with cyber security elements having been integrated transversally within other EU
policies (European Commission, 2015). In terms of legislation, the EU has in recent years
adopted what is its most ambitious instrument to date, the Network and Information Security
(NIS) Directive, which has introduced incident reporting obligations for the private sector
(including operators of essential services and digital service providers) (European Union,
2016). The reinforcement of capabilities has also been encouraged through the creation of
research and innovation funding streams for cyber security (€600 million for the period 2014-
2020), the further development of national infrastructures (to ensure, for instance, that every
Member State has cyber security centres), and the establishment of public-private partnerships

aimed at enabling the Digital Single Market (European Commission, 2017a).

In October 2017, the European Council vowed to continue to make progress on the
implementation of the EU Cyber Security Strategy and on the coherence of the EU cyber
security policy (European Council, 2017). This decision involves the expansion of the EU’s
role in this area and the streamlining of a common approach among Member States. In
particular, the EU is planning to enhance ENISA’s mandate, turning it into the EU’s
Cybersecurity Agency, and to create a cyber security certification scheme for products, services
and processes to support the Digital Single Market (European Commission, 2017b). A few
months earlier, in June, It had already approved a Cyber diplomacy Toolbox (Council, 2017)
with the ultimate aim of reinforcing the EU’s activities in this field, and potentiate a more



coordinated response in case of cyber-attacks against European targets. Despite these efforts,
a number of external and internal challenges remain: externally, there continues to be a lack of
public awareness of cyber security risks, a reduced capacity on the side of the private sector to
respond to incidents, coupled with a limited willingness to invest more seriously in protection
mechanisms, a rapid expansion of the available tools to commit cyber crime, and a continued
difficulty in attribution. Internally, insufficient progress has been made in terms of countering
institutional fragmentation, defining what should be understood as resilience and how it should
be achieved, advancing towards binding legal norms, and appropriate levels of funding
(Bendiek et Al., 2017; Stupp, 2015).

Building on this policy background, the aim of this special section is to draw the readers’
attention to what is an emerging policy field, to call for further research to be conducted on its
multiple dimensions, and to encourage the expansion of the existing body of literature.
Although cyber security has now become part of our daily lives and concerns, European
Studies as a discipline is yet to fully embrace the area as a subject of in-depth research (for
recent exceptions please see Christou, 2016, and Carrapico & Barrinha, 2017). In this sense, it
is lagging behind other disciplines such as Criminology, which has been exploring the issue of
cyber crime for the last 20 years (Wall, 2001). Over this period, Criminology’s research agenda
has mainly focused on the causes, practices and impact of different forms of cyber crime, on
how cyber criminals organise themselves, and on whether existing legal frameworks and law
enforcement responses can efficiently counter cyber crime (Bossler, 2017). Adding the
disciplinary lenses of European Studies to this field would encourage different questions,
namely on the EU’s understanding of cyber security, the reasons for its prioritization, and on

the actors and processes that have shaped this policy.

The articles in this special section are intended to fill this gap, by interrogating what kind of
actor the EU is in cyber security and what forms of governance it employs in this area. Focusing
on different case studies, they reflect a EU in search of a more relevant role and a stronger
mandate, but struggling to affirm itself in relation to the large international players in the field
—such as the United States, Russia and China —, the private sector, and even its major Member
States. Faced with a number of political, institutional, and legal challenges, it is increasingly

trying to find informal governance-based solutions.



The first article, by Myriam Dunn Cavelty, introduces the readers to the concept of cyber power
and its different manifestations, which it then uses to interrogate what kind of power, if any, is
yield by the EU, and what that implies for its aspirations as an international actor. Among the
different ways to conceptualise power, one of the most well adapted to the EU case is
Klimburg’s Integrated Capability Model, which identifies three distinct types of cyber power:
1) the capacity to deliver policies and instruments (‘Integrated Government Capability’), 2) the
ability to project norms internationally and establish partnerships with third countries
(‘Integrated Systems Capability’), and 3) the aptitude to convince non-State actors to support
its policies (‘Integrated National Capability’). Its application to the EU case indicates that the
Union has different elements of cyber power in differing degrees. The author warns, however,
that future aspirations of the EU as a global power will need to further reinforce its cyber

dimension.

The article by Thomas Renard explores the EU’s international actorness by focusing on the
area of cyber diplomacy. Although the Union is not generally considered an important key
player in this field, as cyberspace becomes an increasingly important dimension of the
international system, the EU is adapting its strategy in the area. The article focuses particularly
on the EU’s efforts to integrate cyber security into its foreign policy and to engage with third
country partners in this field, by asking how this process is taking place and with which
instruments. In order to answer these questions, the article maps the EU’s network of very
diverse bilateral cyber-partnerships. The author concludes that despite the apparent limited
results brought about by this form of diplomacy, the network of partnerships is fulfilling a
number of roles, namely trust-building and foundation-building for future multilateral
cooperation.

The article by Ben Farrand also explores the EU’s cyber actorness, in this case, by
concentrating on online infringements of intellectual property rights. Although this area would
not traditionally fall within cyber security, the efforts to complete the Digital Single Market
have led the EU to increasingly focus on the use of the Internet as an enabler of the circulation
of counterfeit goods. As such, it constitutes an excellent example of how cyber security is being
transversally integrated into other previously unrelated policies. Although there has been a
clear political and institutional push for the incorporation of cyber security elements into this
area, the move has sparked a number of legal challenges. As this case study shows, parts of

EU’s current legislation are inadequate to deal with online illegal activity, which has led the



European Commission to circumvent traditional legislation and propose alternative responses
to counterfeiting. Through the setting up of the European Observatory on Infringements of
Intellectual Property Rights, the European Commission was able to promote information
exchange, facilitate coordination between the different actors in the field, share best practices
and produce technical expertise, which encouraged the private sector to voluntarily comply

with the norms created.

Finally, the article by George Christou looks at J-CAT, the Joint Cyber Crime Action
Taskforce, which is based at Europol, in order to analyse alternative forms of EU cyber security
governance. Against a background characterised by difficulties in swift and effective
information sharing, lack of binding legal norms, absence of trust between actors, and
challenges in prosecuting cyber criminals, more flexible instruments have emerged with the
aim of bypassing formal governance structures. Within this context, the author asks what are
the implications of this form of informal governance for the operational fight against cyber
crime. If at a first sight the results achieved by J-CAT seem to go beyond those obtained by
other EU actors dealing with cyber crime, a deeper analysis reveals, however, that despite
efforts to circumvent formal governance structures, these continue to affect informal solutions,

in particular in terms of asymmetry between national legislations.
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