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ABSTRACT

Risk management and knowledge management have so far been studied almost independently. The evolution
of risk management to the holistic view of Enterprise Risk Management requires the destruction of barriers
between organizational silos and the exchange and application of knowledge from different risk management
areas. However, knowledge management has received little or no attention in risk management. This paper
examines possible relationships between knowledge management constructs related to knowledge sharing,

and two risk management concepts: perceived quality of risk control and perceived value of enterprise risk
management. From a literature review, relationships with eight knowledge management variables covering
people, process and technology aspects were hypothesised. A survey was administered to risk management
employees in financial institutions. The results showed that the perceived quality of risk control is significantly
associatedwith four knowledge management variables: perceived quality of risk knowledge sharing, perceived
quality of communication among people, web channel functionality, and risk management information system

functionality. However; the relationships of the knowledge management variables to the perceived value of
enterprise risk management are not significant. We conclude that better knowledge management is associated
with better risk control, but that more effort needs to be made to break down organizational silos in order to
support true Enterprise Risk Management.

Keywords: Enterprise Risk Management, Financial Institutions, Information Systems, Knowledge
Management Systems, Knowledge Sharing, Risk Control
INTRODUCTION true Enterprise Risk Management (ERM).

The separation between Knowledge Manage-
ment (KM) and Risk Management (RM) is
part of current organizational reality. The aim
of this research is to study how KM concepts
may help improve RM, and help to turn it into
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It builds on previous work on knowledge-
related constructs within RM (Rodriguez &
Edwards, 2010). In this article, we consider
the relationships between KM variables related
to knowledge sharing, and two RM variables:
perceived quality of risk control (representing
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the operational level of RM) and perceived value
of the ERM implementation (representing the
strategic level). Crouhy, Galai,and Mark (2001)
indicate the need for risk systems to control risk
at individual and enterprise level.

This article begins with the identification of
events that have affected the financial services
industry and that indicate the need for better
management of risk management knowledge.
The succeeding sections introduce relevant
concepts of risk management and knowledge
management, present the research model that
comprises eight hypotheses, and describe the
analysis of the results of two regression models
that were used to test them. The final sections
discuss the findings and seek to interpret their
meaning.

The Context of Financial Services

The financial crisis of recent years has raised
many questions about the performance of
financial institutions in response to adverse
events. There are doubts about their capacity
to execute the three knowledge components of
the management of risk: use of models, use of
technology and leveraging on people (Beasley,
Bronson, & Hancock, 2009; Champion, 2009;
Taleb, Goldstein, & Spitznagel, 2009).

Financial institutions are information and
knowledge organizations (Fourie & Shilawa,
2004). Risk is one of the principal business
issues a financial institution must deal with.
To manage risk “is frequently not a problem
of a lack of information, but rather a lack of
knowledge with which to interpret its mean-
ing” (Marshall, Prusak, & Shpilberg, 1996, p.
82). Knowledge reduces uncertainty (Nonaka,
1991) and therefore, knowledge reduces risk
(Dickinson, 2001). However, it is not clear
how knowledge is organized in, and provides
support to, financial institutions in order to deal
with uncertainty and risk.

The performance of financial institutions
is affected by the management of wide risk
exposure represented by an offer that includes
more products and services than in the past.
Financial institutions thus need to evolve froma

risk management process based on silos of risk
analysis towards Enterprise Risk Management
(ERM) which is a dynamic risk management
process across the company (Dickinson,2001).
To transform RM into ERM is a strategic step
in managing risk, but is essentially good risk
management practice (Lam, 2003) with an
holistic view.

As KM also needs to take an holistic view
of the organization (Edwards, 2009), it there-
fore seems reasonable to suppose that these
two disciplines, when working together and
complementing one another, can better handle
the risks affecting financial organizations.

THEORETICAL BACKGROUND

This section presents concepts relating to
managing risk (risk management processes,
the differences between RM and ERM, and a
description of the risk management system) and
managing knowledge (knowledge management
processes and knowledge management sys-
tems). It goes on to consider the small amount
of existing work combining KM and RM.

Risk Management in
Financial Institutions

For financial institutions, RM is “the overall
process that a financial institution follows to
define a business strategy, to identify the risks
to which it is exposed, to quantify those risks
and to understand and control the nature of the
risks it faces” (Cumming & Hirtle, 2001, p.
2) and a “collection of processes, people and
systems aligned for the purpose of measuring,
managing, monitoring, and controlling risk
exposure.” (Levine, 2004, p. 31).

The RM processes as described by Brown
(2001) are shown in Table 1. Brown’s categori-
zationis based on types of action, presenting the
activities involved in the RM processes by risk
type. His model indicates that these actions are
related to: managing the cost of risks; developing
alerts; organizing measurement systems that can
produce results that can be used by management
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Table 1. Risk management processes (Brown, 2001)

RM Process Description
Risk This process refers to the group of actions developed in the organization to classify and map
identification risks that can affect the organization in their current and expected business conditions
Risk Quantification and assessment of risk are important actions in RM; particularly, the capacity to
measurement provide evaluation of the impact, frequency and severity of risks in the business operation.

Risk monitoring managing risks

These sets of actions represent the capacity to follow up on what has been designed for

Risk control

This represents the capacity to assure the adequacy of the RM actions, such as risk mitigation,
risk transfer and, in general, risk alignment to the policies and strategy.

Risk application effects under control

Policies and solutions for the business processes and the required conditions to keep risk

to make decisions; and defining protection and
solutions. The actions are carried out across the
organization as a whole through a governance
structure, controls and people development. A
crucial elementthat Brown identifies is the need
to support and develop the people involved,
as only they can perform the RM actions and
interpret the outcomes.

As mentioned above, the main difference
between RM and ERM is in the enterprise
strategic view of risk analysis for the whole

organization as opposed to RM’s “silo view”.
A more detailed list of the differences between
RM and ERM is presented in Table 2.

THE RISK MANAGEMENT
INFORMATION SYSTEM (RMIS)

Risk management processes require the sup-
port of a risk management information system
(RMIS). RMISs need to have an open data

Table 2. Comparison between risk management and enterprise risk management. Differential
attributes between Risk Management and Enterprise Risk Management (Meulbroek 2002; Lam
2003; Cumming and Hirtle 2001, Dickinson 2001).

Risk Management (RM)

Enterprise Risk Management (ERM)

* Silo, individual view of risk

* Specific risk analysis

* Tactic orientation

* Related to control and minimization

* Organization specific, department or business unit.
Concentrated on business events

* Disaggregated methods for risk analysis

* Responsibility on the functional managers

* Performance evaluation concentrated on the particular
problem solved

* Protection of adverse financial effects of bad events.
Earnings volatility protection from the source

* Reactive

* Specific control on section or division expenditures

* Individual risk analysis

* The priority is in the portfolio and individual sources

 Global, holistic view of risk

« Risk analysis across the organization

« Strategic orientation

* Related to competitiveness

* Individuals, business units and the complete
organization. Corporate view

» Aggregated methods

» Governance/stakeholders responsibility

* Risk performance evaluation enterprise wide and
based on risk

« Organization stability protection. Decision making
process based on risk

* Proactive

* Reviews and reduction of duplication of risk
management expenditures

* Interdependent risk analysis

* Priority can be in portfolio structure, assets
modification, strategic movements
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architecture based on Internet standards, and
a flexible design to enable new RM processes
to be supported by appropriate risk workflows
(Levine, 2004). However, ithas been argued that
existing RMISs present more of a challenge to
the development of ERM proper than asolution
(Lee & Lam, 2007).

McNally (2013) described the new frame-
work for risk control proposed by COSO (the
Committee of Sponsoring Organizations of
the Treadway Commission) and indicates the
need to manage information and communica-
tion as one of the key elements of the control
system. Using relevantinformation, and internal
and external communication capacity stand
alongside developing means to evaluate and
communicate deficiencies across the organiza-
tion, and performing independent evaluations
for processes, business units and areas in the
organization structure. In summary, to integrate
ERM with the management control systems in
order to achieve strategic goals.

According to Hsu, Backhouse, and Silva
(2013), there is limited research on understand-
ing therole of I'T as a support in operational risk
management; in particular, I'T canbe a source of
new risks. There is no clear road to understand-
ing how managers decide to take a particular
course of action in managing operational risk.
Their findings from a case study of a financial
organization show the value of knowledge
sharing as a risk mitigant in operational risk
management, and that organizational aware-
ness of the importance of proper IT adoption
is required in order to avoid new risks in the
organization.

Knowledge and Knowledge
Management

Wiig (2004, p. 335) indicates that “knowledge
consists of truths and beliefs, perspectives and
concepts, judgements and expectations, meth-
odologies and know-how.” There are many other
definitions of knowledge. As respondents in our
study were not presented with a definition of
knowledge, but rather left to answer according

10(2), 43-61, April-June 2014

to what they thought knowledge meant, we will
not discuss its definition further here.

The same applies to knowledge manage-
ment, which Wiig (1997, p. 3) defines as: “...
the systematic, explicit and deliberate build-
ing, renewal, and application of knowledge to
maximize an enterprise’s knowledge—related
effectiveness and returns from its knowledge
assets.” Again, we will not discuss the defini-
tion further here, but we do need to consider
in more detail what KM consists of.

Heisig (2009) analysed no fewer than 160
KM frameworks, of which 117 included a list
of processes or activities (p.9). In descending
order of frequency, these were: share knowl-
edge; create knowledge; use knowledge;
store knowledge; identify knowledge; acquire
knowledge. Ribi¢re and Walter (2013) also
found that knowledge sharing was the most
common keyword in ten years of research pa-
pers on KM. We thus feel that it is reasonable
to regard knowledge sharing as perhaps the
most fundamental activity in KM.

Supporting the KM processes requires a
Knowledge Management System (KMS). Alavi
and Leidner (2001, p. 114) identified KMSs as
the “kind of information systems applied to man-
aging organizational knowledge.” However, a
KMS isnotjust technology-oriented; italso has
to include the social and cultural components
of KM (Davenport & Prusak, 1998). Thus the
KMS elements can be summarized as people
interactions with both technology and processes
(Edwards, 2009).

Knowledge Management
and Risk Management

Very few articles attempt to combine KM and
RM. In those that do, typically the approach has
been more on identifying risks of knowledge
management practice rather than applying KM
to RM. Massingham (2010, p. 464) describes
“knowledge risk management”, the application
of risk management principles, mainly risk
scoring approaches, to manage risks relating to
knowledge (especially its loss) in a case study
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from the Australian Department of Defence.
Thus Massingham is looking more athow a KM
metric can be an indicator of RM improvement
than at how KM processes and systems can
improve RM. Trkman and Desouza (2012) also
use the phrase “knowledge risk management”
to refer to the risks associated with knowl-
edge management, for example that too much
sharing of knowledge can adversely impact
competitive advantage. They categorize these
knowledge risks, and examine how these risks
affectknowledge transfer. The other interaction
between RM and KM in the literature is at a
higher level. It builds on the consideration of
RM as part of security in KM programs devel-
oped by Jennex and Zyngier (2007), to cover
the governance of KM programs and the risk
factors affecting a KM program (e.g. Zyngier,
2008; Zyngier & Burstein, 2012; Zyngier &
Venkitachalam, 2011).

Most of the prior work on KM in financial
institutions addresses either strategy (e.g. Shaw,
Hall, Edwards, & Baker, 2007; Spies, Clayton,
& Noormohammadian, 2005), both of which
take the holistic view, or specific aspects such
as customer knowledge (e.g. Vérlander, 2008) or
knowledge mapping (Fourie & Shilawa, 2004)
without explicit mention of risk management.
A recent exception is the paper by Hsu et al.
(2013) which identified knowledge sharing
as a valuable factor for managing operational
risk. This helps justify knowledge sharing as
the area within KM whose influence on RM
we shall study first.

RESEARCH MODEL
AND HYPOTHESES

The hypotheses are expressed as the existence
ofrelationships between independent variables
describing knowledge sharing activities, and
the dependent variables perceived quality
of risk control, and perceived value of ERM
implementation. The reason for using the two
dependent variables is to capture the differentia-
tion between RM practice, viewing separate risk
areas risk by risk, and ERM’s integral, holistic

view of risk across the organization (Francis &
Paladino, 2008). We are measuring perceptions
of performance of RM as a process, rather than
measures of RM outcome performance.

The hypotheses (See Figure 1) are divided
into three groups: people, process and technol-
ogy (Edwards, 2009).

People Hypotheses

Three hypotheses were formulated regarding the
effect of people variables: organizational capac-
ity for work coordination, perceived quality of
communication among people, and people’s
interaction for risk information system design:

*  Organizational capacity for work coor-
dination (cwc): Work coordination refers
to the assignment of responsibilities and
accountabilities between the participants
in a business initiative. Ideally, organiza-
tional capacity for work coordination in
risk management would be such thatall the
people who are involved in a risk process,
projectorassignment can achieve the goals
by a synchronized development (Banham,
2004; Meulbroek, 2002). The hypotheses
formulated were:

o  Hla: Organizational capacity for
work coordination is positively as-
sociated with the perceived quality
of risk control;

o H1b: Organizational capacity forwork
coordination is positively associated
with the perceived value of ERM
implementation;

*  Perceived quality of communication
among people (pgc): Knowledge sharing
and effective communication depends on
the overlap and amalgamation of knowl-
edge bases among people (Te’eni, 20006).
The flow of information for risk knowledge
in an ERM context needs communication
capacity between the different groups in
risk management (Uzzi & Lancaster, 2003).
A clear relationship between communica-
tion and risk knowledge sharing has not yet
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Research Model Hypotheses

Organisational capacity for work
| coordination (owe)

| | Perceived quality communication

E—_— ~amang groups (pac)

| Interaction Risk information
system design (is)

Perceived quality risk knowledge
sharing (grks)

Risk management information
systems functionality |misf)

| | Web channel functionality {wef)

Technology 4
|\ Perceived value of information
| | systems integration {isi)

Network capacity for connecting
pecple (nccp)

been identified. We chose the following

“positive” hypotheses:

o H2a: The perceived quality of com-
munication among people is positively
associated with the perceived quality
of risk control;

o H2b: The perceived quality of com-
munication among people is positively
associated with the perceived value
of ERM implementation;

People’s interaction for risk informa-

tion system design (iis): The design of

an RMIS needs to encompass require-
ments from different risk areas, including
both people interaction in each area, and
the creation of collective risk knowledge
which can contribute to the evolution of

RM into ERM. Majchrzak, Beath, and Lim

(2005) and Uchupalanan (2000) explain

the value of collaboration in accomplish-

ing information system design, facilitated

Perceived quality of
risk control (grec)

Perceivedvalue
ERM
implementation
(perm)

learning management and support system

design. The hypotheses were formulated

as follows:

o H3a: People’s interaction for risk in-
formation system design is positively
associated with the perceived quality
of risk control;

o H3b: People’s interaction for risk in-
formation system design is positively
associated with the perceived value of
the ERM implementation.

Process Hypothesis

Perceived quality of risk knowledge
sharing (¢qrks): Shariqand Vendelo (2006,
p. 833) state that: “When people solve
complex problems, they bring knowledge
and experience to the situation, and they
engage in problem solving: they create,
use, and share tacit knowledge.” Improve-
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ment in knowledge sharing develops
capacities inside the organization. RM
might be influenced by attributes such as
work satisfaction and capacity to share
knowledge without a limitation on the
number of people sharing. Organizational
silos could adversely influence knowledge
sharing, and business units can require
assistance in knowing how to transfer
their practical experiences to other units.

In RM, the knowledge sharing process

is not clearly identified. The hypotheses

formulated were:

o H4a: The perceived quality of risk
knowledge sharing is positively as-
sociated with the perceived quality
of risk control;

o H4b: The perceived quality of risk
knowledge sharing is positively as-
sociated with the perceived value of
the ERM implementation.

Technology Hypotheses

The four KM variables in this group were: risk
management information systems functionality,
web channel functionality, perceived value of
information systems integration, and quality of
the network capacity for connecting people (in
the organization):

*  Risk management information systems
functionality (misf): Functionality is iden-
tified as the capacity that the system has for
answering the needs of the user (O’Brien,
1996). Functionality of information sys-
tems is an attribute that organizations as a
whole and users look forin order to perform
their activities. In general, the information
systems design needs to provide the support
required for RM/ERM, especially how to
achieve goals of compliance with the new
market conditions. Ideally, that functional-
ity should support and facilitate knowledge
sharing. Thus the functionality of a risk
management information system might
have influence on risk control and ERM.
The following hypotheses were formulated:

o HS5a: The risk management informa-
tion system functionality is positively
associated with the perceived quality
of risk control;

o HS5b: The risk management informa-
tion system functionality is positively
associated with the perceived value of
ERM implementation;

Web channel functionality (wcf): One

specific knowledge sharing channel is the

web channel used in order to improve com-
munication capacity. Financial institutions
have differenttechnologies at their disposal
to deliver their services to their internal
and external customers. However, it seems
that having independent intranets, putting
emphasis on IT for knowledge sharing and
having a reduced flow of KM processes
through network systems all reduce knowl-
edge sharing (Swan, Newell, Scarborough,
& Hislop, 1999). The issue is about the
contribution of the use of web channel sup-
port to connect people, to support access to
data, processes, applications and in general
to the generation of consistency in all the
dimensions of risk across the organization.

Nevertheless, the hypotheses were again

formulated “positively” as:

o Héa: The web channel functionality
is positively associated with the per-
ceived quality of risk control;

o H6b: The web channel functionality
is positively associated with the per-
ceived value of ERM implementation;

Perceived value of information systems

integration (isi): Complex, large organi-

zations and multi-divisional businesses
require the design of an enterprise archi-
tecture in order to support and co-ordinate
access to data and systems (Hobday, Da-
vies, & Prencipe, 2005). Data should be in
formats that are accessible and usable, and
of sufficient quality to share and adopt in
business processes. This research regards
this transformation as a key part of KM:
information systems have to be more ef-
ficient, effective, and integrated in order to
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help people to make more complex deci-

sions. The hypotheses formulated were:

o H7a: Theperceived value of informa-
tion systems integration is positively
associated with the perceived quality
of risk control;

o H7b: Theperceived value of informa-
tion systems integration is positively
associated with the perceived value
of ERM implementation;

*  Quality of the network capacity for con-
necting people (nccp): Effective KMS
implementation needs the identification
of stakeholders and the association of their
different types of knowledge (Lehaney,
Clarke, Coakes, & Jack, 2004). Addition-
ally, Earl (2001) introduces the network-
ing capacity for connecting people in the
organization as a success factor for KM
implementation, often through a “Yellow
Pages” knowledge directory approach. In
risk control and ERM implementation, it
could be an advantage to interrelate tech-
nological, methodological and business
factors. Thus, the hypotheses formulated
were:

o H8a: The quality ofthe network capac-
ity for connecting people is positively
associated with the perceived quality
of risk control;

o H8b: The quality of the network
capacity for connecting people is posi-
tively associated with the perceived
value of the ERM implementation.

RESEARCH METHODOLOGY

The research takes a positivist approach: build-
ing a relationship model based on existing
literature and on the experience of one of the
authors in the sector, formulating hypotheses
and testing them using statistical modelling
(Babbie, 1998). The initial questions in the
survey covered four demographic variables: risk
management area of work, risk management
process on which most time is spent, length
of time in the current position and length of

experience in risk management, followed by
the actual item questions. The lack of previous
studies combining KM and RM meant it was
necessary to develop scales for the variables
concerned that were appropriate for the respon-
dents in the industry.

The survey was applied to arandom sample
of full-time employees in RM in financial in-
stitutions, in two phases. First, a sample of RM
employees of financial services organizations’
headquarters were contacted and (if willing) the
questionnaire was administered face-to-face.
This was used to test the questionnaire.

There were no substantive changes after
the testing phase, only minor changes in the
wording of some items, to avoid technical
KM terms in the item formulation and assume
greater literacy of RM people in computer and
web related topics.

For the second phase, an electronic web-
based questionnaire was constructed (Aaker,
Day, & Kumar, 1998). The final list of items
is shown in Table 3 (space does not permit a
full justification of each item here). An email
invitation to participate in the survey was sent
to members of the Professional Risk Managers
International Association or the Risk Manage-
ment Association who worked for financial
institutions. Given this population’s literacy in
computer systems, the use of the web was not
expected to bias the results.

The unit of analysis is thus an employee
who is involved in RM activities in any RM
process in a financial institution. All groups of
RM employees are exposed to KM activities
in a similar way given the centralization and
corporate level decision processes that policies
and strategy definition require in the sector.

The changes after the first phase were
sufficiently small that it was judged reasonable
to include the responses from this phase in the
final analysis. The survey was thus distributed
to a total of 620 full-time employees in RM
in financial institutions. In total, 121 usable
responses were received, giving aresponse rate
0f19.5%, 19 of the responses being face-to-face.
The population was based world-wide, although
more than 50% were from North America.
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Table 3. Research variables and items used for their construction

F Table Variable

Items
(in the order in which they appeared on the survey)

Attributes and Reliabillity

Perceived value of
information systems
integration (isi)

1. The same standards are used

2. A common data structure is used

3. A common data-warehouse is used
4. A common user interface is used

5. A common report system is used

6. A common application access is used

Independent. Score index of
six items, each measured on
a 5-point scale (Cronbach’s
alpha 0.89)

Organizational capacity
for work coordination
(cwce)

The organization encourages interdisciplinary work

The organization encourages interdepartmental work

There are good web based collaboration tools

People are willing to work with multiple groups

There are guiding principles for working with different groups
There are standards for using collaboration tools

S h W=

Independent. Score index of
six items, each measured on
a 5-point scale (Cronbach’s
alpha 0.80)

Perceived quality of
risk knowledge sharing
(qrks)

People are willing to share risk knowledge

The availability of documentation is good

The access to experience is good

There is an appropriate environment to discuss results interdepartmentally
There is an appropriate environment for the creation of shared solutions

DA WD =

Independent. Score

index of five items, each
measured on a 5-point scale
(Cronbach’s alpha 0.79)

Perceived quality of
risk control (qrc)

The risk mitigation tools are good
The risk assessment process is good
The risk transfer process is good

The risk product evaluation is good
The risk aggregation analysis is good

NA WD =

Dependent. Score index

of five items, each
measured on a 5-point scale
(Cronbach’s alpha 0.86)

Risk management
information systems
functionality (misf)

The systems provide support to the risk modeling process

The systems provide access to experience in risk analysis

The systems provide adequate data management support

The systems provide capacity to improve work flow

The systems provide capacity to work with multiple groups on a project

Nk W=

Independent. Score

index of five items, each
measured on a 5-point scale
(Cronbach’s alpha 0.88)

Quality of network
capacity for connecting
people (ncep)

There is an enterprise portal structure supporting interdepartmental work
There are collaboration tools easily available

People use web based workspaces for working on projects

Solutions are created because of multidepartment work

Sharing my work with others is easy

KA WD =

Independent. Score

index of five items, each
measured on a 5-point scale
(Cronbach’s alpha 0.86)

Perceived quality of
communication among
people (pqe)

—_

The communication between the Risk Management groups is good

The communication within my Risk Management group is good

. The communication environment fosters the interchange of different points of
view

4. There is a good capacity to get conclusions easily during meetings

5. The communication environment promotes team work

o

Independent. Score

index of five items, each
measured on a 5-point scale
(Cronbach’s alpha 0.88)

People’s interaction for
risk information system
design(iis)

1. Perceived quality of people interactions in the ERMIS design

Independent. This is a
single item

Web channel
functionality (wcf)

1. The Risk Management Intranet provides access to collaboration tools

2. The Risk Management Intranet provides access to all applications used in risk
management

3. The Risk Management Intranet provides access to the proper data

4. The Risk Management Intranet facilitates interaction in problem solving
process

5. The Risk Management Intranet supports communication among risk
management people

The Risk Management Intranet supports risk management controls

&

Independent. Score index of
six items, each measured on
a S-point scale (Cronbach’s
alpha 0.92)

Perceived value of
ERM (perm)

ERM improves collaboration

ERM promotes our experience sharing

ERM reduces the number of times we reinvent the wheel
ERM improves the quality of data

ERM improves our interdisciplinary work

ERM improves our interdepartmental work

ERM improves our understanding of model results
ERM improves our problem solving process

ERM improves our capacity of mathematical modeling

00NNk W=

Dependent. Score index

of nine items, each
measured on a 5-point scale
(Cronbach’s alpha 0.93)
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Measurement, Reliability
and Validity

All 53 substantive items in the survey were rated
on the same Likert scale: 1 strongly disagree, 2
disagree, 3 neutral, 4 agree and 5 strongly agree.
The Likert scale is used so that respondents
evaluate their agreement with, preference for
and attitude towards the statements for each item
(Aaker et al., 1998). Values for the variables
were then derived from the item scores. An
important issue in aggregating item scores was
not to assume that simple addition of the item
scores (i.e. equal weight) would be appropriate
(Alfares & Duffuaa, 2008). For each observa-
tion, the original value x was transformed to a
new value given by z-score (x-u)/o, (Bohrnstedt
& Knoke, 1982) where p is the mean and ¢ the
standard deviation. This transformation allows
for the combination of items with a different
mean and standard deviation.

Reliability was judged using internal
reliability as measured by the Cronbach alpha
coefficient, because the variables are built
through items without previous scales. The
cut-off value considered to be acceptable is
0.7 (Cortina, 1993). All multi-item variables
satisfied this (See Table 3).

As well as the testing phase described
earlier, validity was assessed using construct
validity (Hair, Babin, Money, & Samouel,
2003), in particular convergent validity. This
uses the correlation between two constructs
to show they are potentially measuring the
same concept (Trochim & Donnelly, 2007).
The correlations are significant for all pairs of
items except two (out of 131 pairs), namely
cwcl-cwe5 and qrks1-qrks5, which provides
sufficient evidence of convergent validity.

Additionally, a non-response bias test
was performed, by comparing the answers of
the group of ecarly respondents to the email
invitation with those of a second group who
only responded after a second invitation to
participate in the survey. This second group
can be regarded as more representative of non-
respondents (Lambert & Harrington, 1990). The
results indicate that just two of the 53 items had

a significant mean difference between the two
groups, thus it is possible to infer the absence
of non-response bias.

The ANOVA technique was used to exam-
ine whether the variable means and variances
differed between categories of the four demo-
graphic variables (RM area, RM process, time
in position, RM experience). The results of the
Levene test indicated that the hypothesis of
equal variances was accepted for all variables
and all the groups (Table 4). The Tukey test
for equal means shows that two variables had
a significant mean difference for just one pair
of categories in each case. It was thus judged
reasonable to aggregate all categories together
as a first step.

Each hypothesis was tested in the form of
the null hypothesis that there was no associa-
tion between the variables. The minimum level
of significance used was p=0.05 throughout.

The first step was to consider the Spear-
man correlations, as shown in Table 5. The two
dependent variables show no significant cor-
relation (p=0.13). This justifies treating them
as two different RM concepts in the analysis.

For the quality of risk control (grc), all
eight correlation coefficients with the inde-
pendent variables are highly significant and
positive. However, only four of the independent
variables (pqc, iis, qrks, cwc) are significantly
correlated with perm; it is noticeable that the
non-significant correlations are with the four
technology variables.

Since all the independent variables show
significant positive correlations with each other
except the pairs pgc-isi and iis-isi, it was ap-
propriate to use stepwise regression rather than
simple correlation to test the hypotheses. None
of the correlations between the independent
variables is above 0.7 which is the threshold
(Hair et al., 2003) to indicate multicollinearity.

Multivariate Analysis:
Regression Diagnostic

The quality of fit of the regression models was
judged by the value of R-squared and by power
analysis (Cohen, Cohen, West, & Aiken,2003).
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Table 4. Analysis of variance tests

Anova F-test Tukey -Test Equal Means
p-value rmarea rmprocess | timeposition |rmexperience

isi 0.895 0.321 0.400 0.907
cwce 0.716 0.019 0.206 0.899
grks 0.490 0.024 0.323 0.356
grc 0.672 0.576 0.405 0.293
misf 0.622 0.178 0.313 0.643
nccp 0.777 0.084 0.460 0.286
pac 0.962 0.110 0.052 0.045
iis 0.993 0.083 0.306 0.953
wcf 0.933 0.305 0.259 0.372
perm 0.278 0.585 0.573 0.350

Significance level p=0.05

QRKS differences between groups 1and 6

PQC difference groups 1and 4

Anova F-Test Levene test Equal Variances
p-value rmarea rmprocess timeposit | rmexperience

cwc 0.918 0.517 0.769 0.984
isi 0.908 0.198 0.310 0.442
qrks 0.829 0.934 0.593 0.457
grc 0.794 0.842 0.799 0.742
misf 0.610 0.899 0.880 0.203
ncep 0.728 0.278 0.426 0.281
pgc 0.828 0.170 0.301 0.175
iis 0.450 0.253 0.677 0.452
wcf 0.888 0.547 0.298 0.829
perm 0.305 0.919 0.667 0.583

Significance level p=0.05

The power threshold considered as sufficient
is 0.8 (Murphy & Myors, 1998).
Theregression modelsused one dependent
and eight independent variables in each case.
Two different models were analysed, one for
each dependent variable, identified here as the
QRC and PERM models. Inspection showed
there were no curvilinear patterns that would

indicate a non-linear relationship between
independent variables and dependent variable
for either model.

The White test (Pindyck & Rubinfeld, 1998)
for the two models was applied and the ho-
moscedasticity assumption is accepted atp=0.05.
Neither model has problems with autocorrela-
tion. For the QRC model the Durbin-Watson
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Table 5. Spearman correlation coefficients

Spearman Correlation Coefficients, N = 121
Prob > |rl under HO: Rho=0

cwc pqc iis qrks misf wcf isi nccp qrc perm
cwe 1 0.53522*** 0.44956*** 0.64117*** 0.49971***  0.47761*** 0.37246*** (0.68887*** 0.61797*** 0.18137*
pac  0.53522%** 1 0.53892%** (,57959*** 0,41088***  0.28794*** (.10402 0.45073*** 0,53377*** (,27389**
fis  0.44956*** (.53892*** 1 0.43134%%*  0.42321***  0.22159*  0.14778 0.39406*** 0.40347*** (.25069**
grks  0.64117*** (0.57959*** 0.43134*** 1 0.56558***  0.36763*** 0.23601** 0.55738*** (0.64337*** 0.20829*
misf  0.49971%** 0.41088*** 0.42321*** (,56558*** 1 0.59586***  0.38091*** 0.55309*** 0.57992*** 0.08741
wef  0.47761%*%* 0.28794*** 0.22159*  0.36763*** 0.59586*** 1 0.50363*** (0.49624*** (.53834*** -0,05781
isi  0.37246*** 0.10402  0.14778  0.23601**  0.38091***  0.50363*** 1 0.39048*** 0.38709*** -0.14987
nccp  0.68887*** 0.45073*** 0.39406*** 0.55738*** 0.55309***  0.49624*** (0.39048*** 1 0.51467*** 0,01827
qrc  0.61797*** (0.53377*** (0.40347*** 0.64337*** (0.57992***  (.53834*** (,38709*** 0.51467*** 1 0.1285
perm 0.18137*  0.27389** 0.25069** 0.20829*  0.08741 -0.05781  -0.14987  0.01827 0.1285 1

*  Significant at 0.05
** Significant at 0.01
*** Significant at 0.001

test statistic is 1.903 and that for the PERM
model is 2.112, both in the ranges that indicate
independence (Pindyck & Rubinfeld, 1998).
The graphs of the residuals by variable in
the QRC model (omitted here for reasons of
space) show that the distribution of points is
symmetric relative to the mean of the grc vari-
able and so do not suggest the need to transform
variables. The residuals and quantile plots show
no evidence of non-normality or skewness.
Additionally, the standardized predicted
and residuals plot shows 93% of the cases are
inside the interval (-2, 2) specified by Hair et
al. (2003) suggesting normality as well. The
analysis thus confirms that the normality hy-
pothesis for the QRC residuals can be accepted.
A similar review of the PERM residuals
shows, in the histogram and in the Q-Q and
probability plots, one point that is an outlier.
Inspection of the original data showed that this
record comprises responses of 1 on the Likert
scale to all the items comprising the perm vari-
able. No other record included a response of 1
for any item for this variable. When including
this outlier the tests of normality are not passed.
Itseems reasonable to conclude this respondent
does not believe ERM is of any value at all,
irrespective of any KM influence.
Afterremoving this outlier, an acceptable fit
to the normal distribution is found. The propor-
tion of values outside the interval (-2, 2) is less

than 5% (5 points out of 120). Additionally, the
Kolmogorov-Smirnov test indicates that the null
hypothesis cannot be rejected at 5%. Thus the
normality hypothesis for the PERM residuals
can be accepted for the reduced data set.

Collinearity and multicollinearity were
tested and there is no indication of collinear-
ity. According to Hair et al. (2003) values of
Variance Inflation Factor greater than 10 or
condition indices with a value over 30 indicate
multicollinearity. Neither model exceeds the
stated values.

RESULTS
QRC Model

The application of stepwise regression brought
into the model four variables: the perceived
quality of risk knowledge sharing (grks), web
channel functionality (wcf), perceived quality
of risk communication among people (pqgc),
and risk management information system
functionality (misf) (See Table 6). The final
stepwise regression model has R-squared of
0.5916 and a power of 1.

Four ofthe eight hypotheses relating to this
model are thus supported. From the people vari-
ables group, one variable, the perceived quality
of communication among people is positively
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Table 6. Stepwise regression results for QRC model, perceived quality of risk control

Stepwise Selection: Step 1 Stepwise Selection: Step 3
Variable grks Entered: R-Square = 0.4177 and C(p) = 50.1031 Variable pqc Entered: R-Square = 0.5724 and C(p) = 9.7210
Analysis of Variance Analysis of Variance
Source DF Sum of Mean FValue | Pr>F Source DF Sum of Mean FValue | Pr>F
Squares | Square Squares | Square
Model 1 802.6062 | 802.60616 | 85.38 <.0001 Model 3 1099.729 | 366.57628 |  52.2 <.0001
Error 119 1118.698 | 9.40082 Error 17 821.5754 | 7.02201
Corrected Total 120 1921.304 Corrected Total 120 1921.304
Variable Parameter | Standard | Type Il SS | F Value | Pr>F Variable Parameter | Standard | Type I SS | F Value | Pr>F
Estimate Error Estimate Error
Intercept -4.20E-16] 0.27873]  2.14E-29) 0 1 Intercept -1.16E-15 | 0.2409 | 1.64E-28 0 1
qrks 0.70383]  0.07617| 802.60616 85.38]<.0001 qrks 0.40652 | 0.08332 |167.14734] 23.8 <.0001
pqc 0.22592 | 0.07188 | 69.36046 9.88 0.0021
Stepwise Selection: Step 2 wef 0.27642 | 0.05293 | 191.48362] 27.27 | <.0001
Variable wcf Entered: R-Square = 0.5363 and C(p) = 18.0816
Analysis of Variance Stepwise Selection: Step 4
Source DF Sum of Mean FValue | Pr>F Variable misf Entered: R-Square = 0.5916 and C(p) = 6.2135
Squares | Square Analysis of Variance
Model 2 1030.368 | 515.18419 | 68.23 <.0001 Source DF Sum of Mean FValue | Pr>F
Error 118 890.9358 | 7.5503 Squares | Square
Corrected Total 120 1921.304 Model 4 1136.6 | 284.14991 4 <.0001
Variable Parameter Standard TypellSS FValue Pr>F Error 116 784.7045| 6.76469
Estimate Error Corrected Total 120 1921.304
Intercept -1.10E-15 | 0.2498 | 1.45E-28 0 1 Variable Parameter | Standard | Type Il SS | F Value | Pr>F
qrks 0.53864 0.0746 |393.65442| 52.14 <.0001 Estimate Error
wef 0.29875 0.05439 | 227.76222| 30.17 <.0001 Intercept -1.34E-15 | 0.23645 | 2.18E-28 0 1
qrks 0.31323 0.09102 | 80.11152 | 11.84 0.0008
misf 0.18689 | 0.08005 | 36.87081 5.45 0.0213
pqc 0.22441 0.07056 | 68.42698 | 10.12 0.0019
wef 0.21834 | 0.05761 | 97.1789 14.37 0.0002
Summary of Stepwise Selection
Step Variable Variable Label Number | Partial Model C(p) F Value Pr>F
Entered Removed Vars In | R-Square | R-Square
1 qrks qrks 1 0.4177 0.4177 50.1031 85.38 <.0001
2 wcf wecf 2 0.1185 0.5363 18.0816 30.17 <.0001
3 pqc pqc 3 0.0361 0.5724 9.721 9.88 0.0021
4 misf misf 4 0.0192 0.5916 6.2135 5.45 0.0213

associated with the perceived quality of risk
control (H2a); the process variable perceived
quality of risk knowledge sharing is positively
associated with perceived quality of risk control
(H4a); and from the technology variables, the
risk management information system function-
ality (H5a) and the web channel functionality
(H6a) are each positively associated with the
perceived quality of risk control. Table 7 sum-
marises the results of the QRC model.

PERM Model

The only variable that entered the stepwise
regression model was the perceived quality of
risk communication among people (pgc) and no
other variables were significant (see Table 8).
The model has a low R-squared value of 0.09.

Therefore, the results indicate the existence
of a weak relationship (Golderberger, 1978;
Newman & Newman, 2000). Given the low
R-squared value, the power of the model was
calculated: the value of 0.65 is smaller than
the threshold of 0.8 recommended. Therefore,
the model’s capacity to describe the relation-
ships of the variables is not sufficient to accept
hypothesis H2b, and so none of the hypotheses
H1b- H8Db are supported.

DISCUSSION AND
IMPLICATIONS

Four KM variables were found to be signifi-
cantly associated with the perceived quality of
risk control: perceived quality of communica-
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Table 7. Summary of hypothesis tests for QRC model

Hypotheses | Results

People

Hla: Organizational capacity for work coordination
(cwe) is positively associated with the perceived quality | Not Supported
of risk control(grc)

H2a: The perceived quality of communication among
people (pgc) is positively associated with perceived Supported
quality of risk control(grc)

H3a: Perceived quality of people interactions in the
ERMIS design (iis) is positively associated with the Not Supported
perceived quality of risk control(grc)

Process

H4a: The perceived quality of risk knowledge sharing
(grks)is positively associated with the perceived quality | Supported
of risk control(grc)

Technology

H5a: The risk management information system
functionality (misf) is positively associated with the Supported
perceived quality of risk control(grc)

Ho6a: The web channel functionality (wcf) is positively
associated with the perceived quality of risk Supported
control(grc)

H7a: The perceived integration of the information
systems (isi) is positively associated with the perceived | Not Supported
quality of risk control(grc)

HB8a: The quality of the network capacity for connecting
people (ncep) is positively associated with the Not Supported
perceived quality of risk control(grc)

Table 8. Stepwiseregressionresults for PERM model, perceivedvalue of enterprise riskmanagement

Root MSE 6.3355 R-Square 0.0903
Dependent Mean 0.2568 Adj. R-Square 0.0826
Coefficient Variance 2466.7
Analysis of Variance
Source DF Sum of Mean F Value Pr>F
Squares Square
Model 1 470.3054 470.31 11.72 0.0009
Error 118 4736.293 40.138
Corrected 119 5206.599
Total
Parameter Estimates
Variable Label DF Parameter Standard T Value Pr>|t|
Estimate Error
Intercept Intercept 1 0.24575 0.57835 0.42 0.6717
pgc pgc 1 0.48032 0.14032 3.42 0.0009
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tionamong people (pqc, H2a), perceived quality
of risk knowledge sharing (grks, H4a), risk
management information systems functional-
ity (misf, H5a) and web channel functionality
(wcf, H6a). Risk knowledge sharing and com-
munication among people may be described
as social factors, and indeed perceived quality
of risk knowledge sharing (grks) is the most
influential variable in the perceived quality of
risk control model.

Risk knowledge sharing is an activity that
financial institutions will always need to deal
with. Forexample, whatis done in one area may
be an input in another, and there are multiple
stakeholders involved. If a “silo organization”
obstructs risk knowledge sharing, our findings
suggest risk control may be adversely affected.

The support for hypothesis H2a comple-
ments the findings of Julibert (2008) and
Waldvogel and Whelan (2008) that without
communication no KM is possible and that
communication and good risk learning support
collaboration.

Given the lack of support for H8a, the ef-
fect of the quality of the network capacity for
connecting people, this suggests that people
prefer informal communication mechanisms to
formal ones. Thus in RM practice, improving
social factors, for example by creating spaces
for better communication among groups, and
improving messages and other means of com-
munication may lead to better risk knowledge
sharing, confirming the findings of Bosua and
Scheepers (2007) in other sectors. This in turn
should contribute positively to the quality of
risk control.

As support for risk modelling analysis
and work flow (Crouhy et al., 2001; Hormozi
& Giles, 2004), better risk management infor-
mation systems functionality is likely to have
a positive effect on risk control.

Forthe significant association of web chan-
nel functionality, several authors (e.g. Desouza
& Awazu, 2005; M. Jennex, 2005, 2006; Spies
et al., 2005) have indicated that an effective
intranet enables an integrated technical infra-
structure in order to disseminate knowledge
and to support KM processes. The intranet,

in financial institutions, provides access to
different components of the organization’s
knowledge and in some cases, to operational
tools. RM intranet functionality enhancements,
according to the results, are likely to add value
to risk control.

Interpreting the PERM Results

The perceived value of ERM implementation
is weakly associated with the KM variable
perceived quality of communication among
people (pgc) and is not associated with the
other KM variables studied. This means that
efforts in improving KM are not perceived as
having the same organization-wide effect in
implementing ERM as they have in the more
local problem of controlling operational risk.
To explain this, consider the demographic
characteristics of our sample, especially time in
the position and risk management experience:
94% of responses came from people with less
than ten years in their current position, and
73% from those with less than ten years of
experience. This combination of short time in a
position and low experience (many staff spend
their entire working careers in RM) indicates
a potential lack of an holistic view of the RM
function, because there is areduced exposure to
the whole spectrum of RM work; particularly as
most junior RM roles are very specialized and
lack of seniority potentially restricts access to
information and decisions. Francis and Paladino
(2008) pointed out that the best practices of
ERM require a high degree of participation and
involvement in strategic actions. Thus it may be
that the population would simply not be able to
perceive any benefits that existed: indeed, the
outlier response removed from this model can
be argued to have come from someone who
did not perceive ERM to be of any value at all.

CONCLUSION

Our study has examined eight KM constructs
associated with knowledge sharing (three relat-
ing to people, one relating to process and four
relating to technology) and two RM constructs
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(the perceived quality of risk control and the
perceived value of ERM implementation) in
the financial services sector. A survey obtained
responses from 121 risk management staff in
financial institutions. The first step towards
our research aim was the identification of these
ten variables (eight KM and two RM) and the
construction of items and scales for them. These
are a contribution to future studies in the field
in themselves, given the results of the pilot
testing and the Cronbach alpha values for the
reliability of the scales.

The overall aim of this research was to
study how KM concepts may help improve RM,
and help to turn it into true ERM. Specifically,
we aimed to identify KM variables associated
with knowledge sharing that can influence the
perceived quality of risk control and the per-
ceived value of ERM implementation. Eight
pairs of hypotheses were tested by stepwise
regression. The findings showed that four of
the eight variables analysed have a significant
positive association overall with the perceived
quality of risk control. These are: one people
variable (perceived quality of communication
among people), the sole process variable (per-
ceived quality of risk knowledge sharing) and
two technology variables (risk management
information system functionality and web
channel functionality).

The perceived quality of risk knowledge
sharing accounted for by far the largest part of
the variation (31.3%) in the dependent vari-
able perceived quality of risk control. When
risk actions, decisions and the experiences that
people have in dealing with different risks are
shared between different RM groups, they de-
velop awareness and warning signals as inputs
to the risk control process. According to our
findings, this means that actions to improve
risk knowledge sharing are likely to have the
most positive effects on the perceived quality
of risk control.

The only KM variable associated with
the perceived value of ERM implementation
(PERM) was the perceived quality of com-
munication among people; however, the low

R-squared (0.09) and power (0.65) values make
this a tenuous relationship. Thus either KM has
little influence on the value of ERM implementa-
tion,or RM workers are not able to perceive that
it does. Two possible explanations to support
the latter are: (a) that organizational silos still
prevail, and local operational risk control is the
main concern, while overall ERM success, for
most people, remains someone else’s problem;
and/or (b) that the majority of relatively junior
and inexperienced staff among the respondents
are not able to take the holistic view that ERM
requires and do not know how valuable or
otherwise ERM implementation is in their
organization. Padova and Scarso (2012) have
recently described similar tensions between
local and global knowledge management is-
sues even in an organization as experienced in
KM as Ernst & Young. It is also very relevant
to note the comments of Zack, McKeen, and
Singh (2009) that “[a] gap exists between KM
practices that firms believe to be important and
those that were directly related to organizational
performance.”

The research has thus provided evidence
that aligning KM and RM processes should
achieve better RM results in risk control. Spe-
cifically, recalling the concept of financial insti-
tutions as risk and knowledge organizations, the
results indicate not only that better interpretation
of the meaning of RM information is needed,
but also that organizational RM knowledge
needs to be managed better (Marshall et al.,
1996) through better risk knowledge sharing,
better risk management information systems
functionality, better communication among
people and better web channel functionality.

There are some limitations to the research
process. Our study is based on perceptions of
the RM process performance rather than the
RM outcome performance. Improvementin the
representation of senior staffin the sample could
be secured through a stratification according to
organizational levels or the number of years of
experience. The geographical distribution of the
respondents, skewed toward North America,
may be a factor influencing results because the
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degree of maturity in RM might be different in
different countries. The period when the data
were collected was at the beginning of the global
financial crisis, which may have coloured the
responses. Finally, the size of the institution in
which the RM employee works might affect
the level of development and sophistication in
RM practice.

This study also raises questions for new
research. One is related to the concept of in-
formation system integration, which unexpect-
edly revealed a negative association with the
perceived value of ERM implementation, albeit
not a statistically significant one. Further work
is also needed relating to possible differences
between global, top-down business needs for
KM and local, bottom-up user perceptions, and
how this might affect the management of risk
knowledge. Equally, RM needs studies directed
to identifying the “soft” part of risk manage-
ment and its influence in the decision making
process and how to grow the capacity for people
to develop these activities in a better and more
reliable organizational environment. Finally,
objective proxy measures of RM performance
could be used in studies of specific sectors,
such as commercial lending.
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