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Summary
This research thesis is concerned with the human factors aspects of
industrial alarm systems within human supervisory control tasks.
Typically such systems are located in central control rooms, and the
information may be presented via visual display units. The thesis
develops a human, rather than engineering centred approach to the
assessment, measurement and analysis of the situation. A human
factors methodology was employed to investigate the human
requirements through: interviews, questionnaires, observation and
controlled experiments. Based on the analysis of current industrial
alarm systems in a variety of domains (power generation,
manufacturing and coronary care), it is suggested that often designers
do not pay due considerations to the human requirements. It is
suggested that most alarm systems have severe shortcomings in
human factors terms. The interviews, questionnaire and observations
led to the proposal of 'alarm initiated activities' as a framework for the
research to proceed. The framework comprises six main stages:
observe, accept, analyse, investigate, correct and monitor. This
framework served as a basis for laboratory research into alarm media.
Under consideration were speech-based alarm displays and visual
alarm displays. Non-speech auditory displays were the subject of a
literature review. The findings suggest that care needs to be taken
when selecting the alarm media. Ideally it should be chosen to support
the task requirements of the operator, rather than being arbitrarily
assigned. It was also indicated that there may be some interference
between the alarm initiated activities and the alarm media, i.e.
information that supports one particular stage of alarm handling may
interfere with another.
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The Ballad of Three-Mile Island
by John W. Senders

I have moments of stark terror at the thought of human error

At the generating station up the road. You have surely said a
mouthful

When you say the guys are doubtful, if they'll stand up under
such a dreadful load.

When the signal lights are blinkin' and their confidence is sinkin'
An the situation's gotton out of hand, it's a state of near disaster

Which they simply cannot master and it crumbles like a castle
made of sand

Now the overloads let go and the homns begin to blow

And the operator's nerves begin to jump, ‘cause he cannot tell by
lookin'

Which reactor part is cookin' and he thinks he ought totry a
second pump.

Then he pulls another switch, though he can't remember which

Is the proper one to turn on at this point. So the core is running
loose

And the radioactive juice is now starting to appear at every joint,

I have moments of stark terror at the thought of human error

At the generating station up the road. You have surely said a
mouthful

When you say the guys are doubtful, if they'll stand up under
such a dreadful load.
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1. A Human Factors Approach

This chapter introduces the need for research into industrial
alarm systems. Recent European directives demand that basic
research into the design of alarm systems be conducted if their
requirements are to be fully realised. This thesis examines
alarm systems from a human factors, rather than an
engineering, perspective. This approach offers the potential
for alarm design to be considered in terms of human
requirements. Human factors is offered as a complementary,
rather than contrary, view to design. It may be used to
support engineering in the design of alarm systems.

1.1. THE NEED FOR RESEARCH
This thesis addresses the human factors concerns of alarm systems and
has focused on the design of industrial alarm systems. Lees (1974)

noted that this was an area worthy of research when he wrote:

"Alarm systems are often one of the least satisfactory aspects
of process control system design. "There are a number of
reasons for this, including lack of a clear design philosophy,
confusion between alarms and statuses, use of too many
alarms, etc. Yet with the relative growth in the monitoring
function of the operator, and indeed of the control system, the
alarm system becomes increasingly important. This is
therefore another field in which there is much scope for

work."
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The need for basic research into alarm system design has been made
even more necessary by recent European directives that will become

- legislative requirements. For example EC Directive 89/391.

1.1.1. EC Directive 89/391/EEC

A recent EC directive (89/391/EEC) covers alarm systems under the
umbrella of '‘work equipment used by workers'. The directive states
that:

“Warning devices on work equipment must be unambiguous

and easily understood.”

This is expanded by the Health & Safety Commission's consultative
document (CD35) in section 25 on warnings. This section contains two

paragraphs, quoted in full below:

“1. Every employer shall ensure that work equipment
incorporates any warnings or warning devices which are
appropriate for the purposes of health or safety.

2. Without prejudice to the generality of paragraph (1),
warnings given by waming devices on work equipment shall
not be appropriate unless they are unambiguous, easily
perceived and easily understood.”

These points give purpose to this thesis. The main tenet of the thesis is
that industrial alarm systems have severe shortcomings in human
factors terms, i.e. they are ambiguous, they are not easily perceived, nor
are they easily understood. These are all issues where human factors

can, and should, make a significant contribution.
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Most industrial alarm systems communicate the alarm information to
‘the human operator via visual display units. Therefore EC Directive
90/270 which specifically addresses the design of such systems is worthy

of consideration.

112 EC Directive 90/270/ EEC

The recent EC directive and HSE consultative document on display
screen equipment (Council Directive, 1990; HSE Consultative
Document, 1992) has important implications for the human factors
community, the directive is the first major step in indicating the
importance of its contribution in workplace design and evaluation.
The directive proposes 12 articles, plus a detailed annex to the articles,

concerning workstations put into service. The main issues are:

* the design and use of computer workstations;
¢ protection of workers' eyes;
* training of workers;

* organisation of daily work routine.

The directive addresses workers who habitually use display screen
equipment as a significant part of their work. The display screens
covered by the directive are those that have either alphanumeric or
graphical display capabilities, and are used as part of a workstation. The
directive defines a workstation as “an assembly comprising of display
screen equipment, which may also be provided with a keyboard or
input device and/or software determining the operator- machine
interface, optional accessories, peripherals including diskette drive,
telephone, modem, printer, document holder, work chair and work
desk or work surface and the immediate work environment”. It
should be noted that the advent of advanced manufacturing

technology (AMT) has led to the introduction of more and more
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computer technology in central control rooms and on the factory floor.
Therefore they are covered by the directive.

Many of the topics mentioned in the directive are also covered under
the general duties of the Health and Safety at Work Act 1974, but the
directive specifies the particular requirements for computer
workstations. Further, whereas much of the Health and Safety at Work
Act is qualified by statements such as “so far as is reasonably
practicable”, the EC directive uses unequivocal statements, such as

“must” and “shall”, leaving the reader in no doubt as to the intentions.

Of particular interest to this thesis are the topics covered in the annex
to the directive. These specifically relate to Articles 4 and 5. The first
section of the annex covers ergonomic issues surrounding equipment
design such as display screen, keyboard, work desk/surface and work
chair. These comprise a set of topics that have been researched in the
field of ergonomics (Murrell, 1965; Oborne, 1982; Singleton, 1982; Clark
& Corlett, 1984; Pheasant, 1986). However, there are still aspects
causing difficulty for researchers, such as the analysis of characters on
VDT screens. New methods are being developed and tested to solve
these problems (Travis, 1991).

The second section covers environmental factors, such as space
requirements, lighting reflection and glare, noise, heat, radiation and
humidity. Again these topics are covered, albeit often implicitly, by the
Health and Safety at Work Act and subordinate legislation, and a wide
range of techniques and methods exists for their measurement and

assessment,

The final section concerns the design of the user-computer interface.

This section presents the most challenges to human factors research.
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Each of the points in section 3 of the annex to the directive is presented

below:

“In designing, selecting, commissioning and modifying software, and
in designing tasks using display screen equipment, the employer shall
take into account the following principles:...". This again emphasises
the employer’s responsibility and highlights the scope of the directive.

Five principles are then identified.
“a) software must be suitable for the task”

“b) software must be easy to use and, where appropriate, adaptable to
the operator’s level of knowledge or experience; no quantification or
qualitative checking facility may be used without the knowledge of the

workers”
“c) software must provide feedback to workers on performance”

“d) systems must display information in a format and at a pace which

are adapted to operators.”

“e) the principles of software ergonomics must be applied, in

particular to human data processing”

However, there are a number of important topics not specifically
covered in the directive. Article 10 makes provision for the annex to
the directive to be adapted “to take account of technical progress and
development in regulations giving priority to the European
standards”. Some of the technical issues that could be addressed in

future adaptations of the annex and/or in European standards include:
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* interaction styles and task terminology;

* language, vocabulary and terminology used;

* use of different input devices;

* design of icons and graphics;

* use of colour coding;

* screen layout;

¢ design of manuals;

* use of computer networks or co-operative work between

several users.

It is suggested, therefore, that the part of the annex to the directive
concerning the user-computer interface should be expanded to include
guidelines on the minimum standards required in the design,
prototyping, commission, evaluation, support and maintenance of
operator interfaces. From a careful examination of the document it
appears that most of the sections cover aspects of physical well being of
workers - but ease of work is also a health and safety issue, as some
recent disasters have highlighted. However, the directive manages to
combine aspects of health, safety and performance within a single
framework, which can be used to address the human factors of

computers in the future.

However, neither of the directives provide design guidelines or
recommendations of how their requirements should be implemented.
This puts the onus on the human factors research community to
conduct the necessary research. This thesis tackles some of the
problems raised.
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1.2. STRUCTURE OF THE THESIS

This thesis consists of ten chapters in four main parts. Part one covers
‘aims and scope' and has chapters on the 'human factors approach’
(chapter 1), 'alarms in the human context' (chapter 2) and ‘alarms in
human supervisory control' (chapter 3). Part two covers 'alarm
handling' and has chapters on 'operator reactions to alarms' (chapter
4), 'observational studies of alarm systems' (chapter 5) and ‘alarm
initiated activities' (chapter 6). Part three covers 'alarm media' and has
chapters on 'speech-based alarm displays (chapter 7), 'visual alarm
displays' (chapter 8) and ‘auditory alarm displays' (chapter 9). Finally
part four contains chapter 10, the conclusions.

1.21. PART ONE: Aims & Scope

In chapter 1 (a human factors approach) the area of the human factors
discipline is briefly introduced together with some methods and
techniques. It is proposed that human factors offers the designer a
different but complementary viewpoint to the traditional engineering
perspective. The need to consider human factors is becoming
increasingly important as legislation becomes more concerned with

human reliability.

In chapter 2 (alarms in the human context) it is demonstrated that
alarms are a special kind of display. It is also illustrated that a human
operator may not always respond to the alarm in the way expected by
the designer. Given the intended deployment and use of alarms, they

deserve special consideration.

In chapter 3 (alarms in human supervisory control) the intended
application area of this thesis is addressed. This type of work -
environment places great demands upon human operators, and the

design of such systems is notoriously problematic. This makes it an
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interesting area to consider when the design of alarm systems is

undertaken.

1.22. PART TWO: Alarm Handling

In chapter 4 (operators reactions to alarms) definitions of, reactions and
problems relating to, current alarm systems (power generation,
manufacturing and chemical production) were collected via an alarm
handling questionnaire. A model of alarm initiated activities was also
constructed based upon content analysis of questionnaire data on

routine and critical incidents.

In chapter five (observational studies of alarm systems) quantitative
data on alarm systems from a variety of industrial applications (power
generation, manufacturing and coronary care) is presented. Typically
genuine alarms form less than 5 percent of all messages from the alarm
system, and most alarm systems are not well designed in human
factors terms. The observations also supported the model of alarm

initiated activities.

In chapter 6 (alarm initiated activities) the literature is consulted to
uncover the nature of the stages of alarm handling proposed in
chapters 4 and 5. The stages are: observe, accept, analyse, investigate,
correct and monitor. These are presented in the form of a literature

review, and concluded by suggesting requirements of the stages.

1.23. PART THREE: Alarm Media

In chapter 7 speech-based alarm displays are investigated. Two studies
are presented to suggest how speech alarms should be designed and
how they might be best employed. Speech alarms appear best suited to
tasks where an immediate response is required.
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In chapter 8 visual alarm displays are investigated. Two studies are
presented to suggest how visual alarms should be designed and how
they might be best employed. Scrolling text alarms appear best suited to
temporal tasks, annunciators appear best suited to pattern matching
tasks and mimic alarms appear best suited to spatial tasks.

In chapter 9 auditory alarm displays are reviewed. This chapter
presents the considerations for and against the auditory medium,
together with recommendations. The non-speech auditory medium
comprises of abstract and representational alarms. However, this latter

category has not yet been fully realised.

1.24. PART FOUR: Conclusions

The concluding chapter draws the contents of the preceding chapters to
consider the nine key topics that have emerged. These are presented
with the contributions of the chapters in the thesis. The nine key

topics are: legislation, industrial alarm systems, problems with alarm
systems, alarm reduction, human factors approach, definitions, human
supervisory control, alarm initiated activities, and characteristics of
alarm media. The future of alarm research might consider new media,
such as hypertext and virtual reality, but there is still much basic
research needed to understand how current media might be best
exploited to support the human operator in supervisory control tasks.

1.3. What is Human Factors?

It has been claimed that the idea of human factors is as old as humanity
based on the underlying premise that things are designed for people.
Before mass production, tools would have been built for the individual
user. Yet human factors is often not considered by designers and
engineers (Meister, 1989). Human factors (HF) is a term that can have

many meanings associated with it. In the HSE's booklet on 'Human
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Factors in Industrial Safety’ the term 'human factors' is defined as

follows:

“The term ‘human factors'is used here to cover a range of
issues, These include the perceptual, mental and physical
capabilities of people and the interactions of individual with
their job and working environments, the influence of
equipment and system design on human performance, and
above all, the organisational characteristics which influence
safety related behaviour at work." HSE (1989)

This is a very broad definition of HF, hinting at its multi-disciplinary
nature. The HSE document emphasises the need to consider the
interaction between the individual, the job and the organisation. This
is perhaps what best characterises human factors. Often the terms
Human Factors and Ergonomics are used interchangeably. Hendrick
(1991) offers four main areas that ergonomics addresses to the design of
human system interface technology: hardware ergonomics,
environmental ergonomics, software ergonomics and
macroergonomics. Hardware ergonomics is primarily concerned with
human physical and perceptual characteristics. Environmental
ergonomics is primarily concerned with human capabilities and
limitations with respect to the demands imposed by the environment.
Software ergonomics is primarily concerned with how people
conceptualise and process information. It is also referred to as
cognitive ergonomics. Macroergonomics is primarily concerned with
the overall structure of the work system as it interfaces with the
technology. This latter approach is in contrast to the first three in that
it is 'macro'in its focus, where as the other are concerned with

'micro-systems’,
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Recent discussions of the nature of HF, have revealed that there exists
some controversy over its status in research and development. Dowell
& Long (1989) offer a useful tripartite classification of approaches to HF:

as a craft, applied science or engineering.

* As acraft it evaluates design by comparison with previous
design. Practitioners apply their previous experience in
the form of rough 'rules-of-thumb'. This obviously
represents a highly skilled, but largely unstructured
approach (both in terms of information content and
methodology).

* As an applied science it draws on research from a number
of interrelated subject areas, from psychology and
physiology to computer science and engineering, Itis -
concerned with the design of systems which can enhance

human performance.

* Asan engineering discipline it seeks to develop adequate

design specifications and focuses on cost: benefit analysis.

These three approaches represent different views of the topic. This
definition implies that research in any discipline can be craft oriented,
or engineering oriented or an applied science. A craft orientation
suggests that machines will be developed largely on the basis of
experience of designers with previous similar machines, and rules of
thumb which appear to have worked in the past. Thereis no
guarantee that the designers 'common sense' view of the world
corresponds to that of the end user. Indeed it is likely that someone
who has had experience of the machine throughout its developmental

cycle, ie. a designer, will have a far more detailed view of the machine
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than someone who has only just met it, i.e. the user. This means that
the craft approach suffers from a number of severe limitations. At the
other extreme, an applied science approach could be exemplified by HF,
Knowledge concerning human physical and mental characteristics
could be collected empirically and applied to the design of specific
machines. While such an approach could produce usable machines, if
conducted efficiently, it may also be costly. The engineering approach
seeks to take knowledge and relate it to machine designs, so that it is
possible to develop specifications. This means that, rather than

looking for generalised rules of behaviour, an engineering approach
seeks to tackle specific problems. Thus, an engineering approach will
be solution rather than theory oriented. The solution oriented
approach aims to propose alternatives and select the most attractive
measure. However, we cannot assume that the alternatives selected
are exhaustive, or that the selected measure is more than an arbitrary
decision. Thus the engineering approach is quite different from the
applied science approach, the latter of which attempts to first define the
problem before solutions are presented.

HF is characterised by attempting to bridge the gap between theory and
application. It is relatively easy to make recommendations for
improvement in design of specific tools from observing their use.
However from specific tools to other tools or systems requires a basic
theory of human activity in the context of the work environment.
Therefore the HF discipline will consist of:

¢ theories and models of human functioning

* methods of evaluating human-machine interaction;

¢ techniques and principles for the application of a HF
methodology.
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These three points will form the basis of the rest of this chapter, and be
integrated into a HF approach. This approach has been developed from
individuals' experience in the field, but there are other ways of
considering the discipline. The perspective chosen will obviously
depend on an individual's knowledge and the information they

require from the study. In addition to the perspectives provided by
Dowell & Long (1989), it is possible to suggest the following four
definitions of HF:

* adiscipline which seeks to apply natural laws of human
behaviour to the design of workplaces and equipment;

* amultidisciplinary approach to issues surrounding people
at work;

* adiscipline that seeks to maximise safety, efficiency and
comfort by shaping the workplace or machine to physical
and psychological capabilities of the operator;

* aconcept, a way of looking at the world and thinking about

how people work and how they cope.

Each of these view offers a subtly different perspective. The first
suggests that ‘natural laws' of human behaviour exist, which can be
applied to the design and evaluation of products and environments.
Whilst such a view may produce important findings it is dubious that
such findings constitute immutable laws. This leads to the second
viewpoint which draws on a potpourri of different subject matter.
Alternatively the third viewpoint emphasises the need to design the
job to fit the person. Problems with this approach arise from
attempting to define the 'average person'. Finally the fourth
viewpoint develops a notion of HF as an attitude: first it is necessary to
recognise the need, then is necessary to employ a body of knowledge

and a set of skills to satisfy this need. The final view is distinctly
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different from the first three, in that it proposes HF as a philosophy
rather than an 'add-on' approach to design; it provides an overview of
the complete design problem, rather than a discrete stage of the process.

14. A Human Factors Methodology

HF has a methodology with which to combine different methods to
study different aspects of the workplace. In satisfying the need for
improved HF we should consider what we mean by the overused
clichés, 'user friendly* and 'user centred design'. These phrases do not
just mean asking the users what they want of a system, tool or product,
because often users may not know. What they imply is that we design
for the user, taking account of what their capabilities and capacities are.
Often the design ofa system, tool or product is only noticed when
things go wrong. The design of a tool that is easy to use is often not
apparent, because it allows us to concentrate on the task rather than on
the tool.

The techniques and methods of human factors are to some extent
trainable to the non-specialist, but this will inevitably result in
restricted use, understanding and interpretation. There is more to
applying the methods than simply running through the procedures.
Without the theoretical knowledge the designer may be able to define a
particular ‘problem space’, but be unable to select an appropriate
‘control strategy’ (Baber and Stanton, 1992). 'Control strategies' refers
to the appropriate options available to designers that can be
implemented in order to ameliorate the problems identified. These
may take many forms, for example, the use of modes, affordances and
forcing functions (Baber and Stanton, 1992). This section will indicate
where each method could be useful, and the degree of expertise
required to perform such analysis adequately.

31



Many writers have developed check-lists for the evaluation products in
terms of their usability. One of the most detailed and useful was
developed by Ravden and Johnson (1989). This divides the
characteristics of the particular product into a number of categories.
This approach is limited in that it is apparently inflexible; the user has
to answer all the questions. Of course, it is possible to omit questions,
but without relevant experience one may not know which questions to
use and which to omit. A further limitation concems the fact that the
check-lists may not address problems specific to the design of a
particular product. An extension of the check-list approach would
allow the researcher to modify the questions to suit different
information and analysis requirements, so that the check-list could be
adapted to specific situations. For example, a more sophisticated
assessment tool might consist of: questions to ask of users, technical
experts, supervisors, management; static assessments of the screen;
destructive testing information from documentation and observations

of users.

Other approaches are available to researchers, eg verbal protocol,
experimentation, task analysis, simulation. However, these

approaches fall under the heading of applied science, rather than
engineering. They can be very useful in product evaluation, but need
to be performed by trained experts in the field, ie ergonomists, in order
to yield meaningful data.

While existing products can be evaluated quite simply by asking people
to use them and then using a range of techniques to observe and
analyse this usage, it is a harder proposition to evaluate conceptual
products, ie paper based designs. Yet it is while the product is in its
conceptual stage that the designer will have the most opportunity to
incorporate usability into the product's design. A problem with
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usability is that, while it is possible to base specifications on products
with which the designers are familiar, these products may not in
themselves be 'usable'. As these familiar products are altered through
redesign, then the usability specifications will necessarily alter; change
the product and the nature of the product's use will also change.

A number of packages exist which allow designers to prototype
proposed screen layouts and mock-ups of systems, eg Motif on Unix or
Supercard on Macintosh. While such prototypes can be used to apply
specific guide-lines of interface design (see for instance Smith and
Mosier, 1984, Apple Macintosh's interface style guide, or IBMs
Common User Access style guide), they cannot be used to evaluate
usability unless they form part of a rapid prototyping schedule.

Furthermore, it is only possible to prototype interfaces when the task
has been described adequately. The designer's conception of how a task
is performed is very different from that of a user. This means that a

gulf may well exist between design and user requirements (Norman,
1988). User requirements capture techniques have been developed, but
we would argue that a number of techniques which exist in

ergonomics can be used successfully for this purpose, eg task analysis
(Diaper, 1989). This can then provide objective information

concerning real task requirements, which, in turn, can form the basis of
specifications. However, such specifications will only provide 'static’
product data, ie information conceming how the product ought to
look, not necessarily how it ought to be used 'in anger’.

Baber and Stanton (1991) have developed a technique which combines
task analysis of typical tasks, with state space diagrams of paper based
machines. In part, this is a form of scenario analysis. However, rather

than simply asking how should a person do action X?, we are able to
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illustrate what human activities relate to a specific changes in system
states. This relationship then defines a ‘problem space' within which
potential difficulties with product use, eg lack of feedback for particular
actions, can be described.

To date the method has been used to describe human interaction with
'intelligent consumer products' (Baber and Stanton, 1992) and with
word processing packages (Stanton and Baber, 1991). This method has
been termed 'Task Analysis for Error Identification' (TAFEI), and its
strength lies in the description of dynamic interaction, rather than
being a static assessment tool. Once the 'problem space'is defined,
control strategies may be sought to reduce potential problems. For
example, a transition matrix defines points at which forcing functions

are most appropriate.

Traditionally human factors assessments have been performed at the
end of the design cycle, when a finished product can be evaluated.
However, it has been noted that the resulting changes proposed may be
substantial and costly. This has led to a call for human factors to
participate in earlier aspects of the design cycle. The human factors
engineer offers a structured methodological approach to the human

aspects of system design.

The most obvious manner in which to collect information about how
people perform tasks is to watch them do it, or ask them about how
they do it. This information may then be analysed by a variety of
means. For example, task analysis, link analysis, time line analysis and

layout analysis.

The criteria for acceptance of methods will include the time limit of the

project, resources available, skills of the practitioners, and the stage of
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design. For example, a technique such as link analysis is relatively easy
to perform and does not require knowledge of ergonomics in its use.
Hierarchical Task Analysis, however, requires considerable experience

and knowledage if it is to be used effectively.

Usability evaluation and assessment may enter all stages of the design
process, from a requirement analysis through initial design
specification and prototyping up to and including the working

interface.

Consider the four classes of evaluation method proposed by
Whitefield, Wilson and Dowell (1991), namely, analytical methods
(e.g, TAFEI), specialist reports (e.g, layout analysis), user reports (e.g,
interviews) and observational methods (e.g, HTA and link analysis).
Each of these methods is more or less appropriate to certain stages of

the product development cycle. This is illustrated in Figure 1.1.

Development cycle

Prior During After

Analytical methods
Specialist reports
User reports

Observational methods

= o R st Sl - - |

As Figure 1.1. suggests, analytical methods are mainly appropriate prior
to product development. At this point there is a good opportunity to

iron out many potential problems, at relatively little cost. During
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product design specialist reports provide the main input. Whereas
after product development most of the methods appear to be used.
However, this is the most costly point in the design process to make
changes and therefore underlines the impetus to include usability
considerations earlier on. In this way, we may view usability input as a
coarse-to-fine design approach. Early on in the design process it is able
to offer a range of altemnatives, which are successively refined until the
product is implemented. This refinement goes hand in hand with the
prototyping and evaluation process. Although figure 1.1. may
represent current practice, this does not necessarily mean thatitis a
desirable position. HF practitioners are particularly keen to be -
involved in user evaluations earlier on in the design process, where it

is more cost effective to make changes. Rapid prototypingis one
means of achieving this (see figure 1.2.). Developing prototypes
enables the users to have a contribution towards the design process. In
this way identified problems may be reduced well before the final
implementation of the product. The contributions of the user do not
only take the form of expressed likes and dislikes, but may be more
objective in terms of performance testing, This could be compared
with acceptability benchmarks, perhaps developed from previous
products. This participation may also provide the designers with a
greater insight into the needs of the users. This can be particularly
important when the users may not be able to clearly express what
features they desire of the system, as they are likely to be unaware of all
the possibilities that could be made available.
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Figure 12. Rapid prototyoi { ‘machine" design

Figure 1.2. illustrates the rapid prototyping process, whereby successive
generations of the product are evaluated and the requirement
specification finely tuned until the final product emerges. Rapid
prototyping is a means of introducing the typically 'late' evaluation
techniques (illustrated in the ‘after' section of figure 1.1 ie. human

factors methods used after the developmental cycle is complete) earlier
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onin the development cycle. Thus changes are likely to be more
acceptable in terms of cost and therefore more likely to be
implemented. This approach represents a significant extension of
"user centred" design. "User centred" approaches typically require the
involvement of users throughout the product design cycle, and require
users to test and comment upon prototypes (Gould et al, 1987). Thisis
similar to the concept of ffitting trials' in ergonomics, where a person is
asked to use a product and comment upon its design. While this is an
important phase in the design cycle, and while it is important to
involve end users in the design process, "user centred” design can be
criticised for failing to provide a coherent research and development

framework. Thus, it represents a craft - based approach.

As an engineering approach HF will not have the explanatory
framework of an applied science, such as ergonomics, but will
represent a pragmatic approach of incorporating user requirements
into product design. Thus, it may be seen as an heuristic for the
non-specialist. This means that basic, applied research will be
fundamental for the development of HF; such basic research will be
geared towards the development and validation of models of human
performance in human computer interaction, guide-lines concerning
how specific information should be presented or actions performed,
and the development of 'rules of engagement' which describe how
specific interactions will function. From such basic research it will
possible to conduct HF evaluations more efficiently.

Therefore, as a craft, HF is limited to concerns of the machine only. As
an engineering discipline it covers some aspects of interaction with the
machine. Whereas an applied science perspective considers human
functioning as a core concept together with human-machine

interaction. Thus, the applied science characterisation enables a deeper
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consideration and understanding of human-machine interaction.

These approaches are illustrated in figure 1.3.

Level of
understanding;

Vague

Some

Clear

APPLIED
CRAFT ENGINEERING SCIENCE

| T ’ | HE approaches

However, in practice, human factor specialists may work alongside
engineers and designers. The human factors specialists bring an
understanding of human capabilities to the team, whilst the engineers

bring a clear understand of the machines' capabilities.

Machine

ENGINEERS HUMAN
AND FACTORS
DESIGNERS SPECIALISTS

Figure 14 T lesi

These two approaches may mean that the final product is more 'usable

than would have been achieved if either of the team components had
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worked alone. This co-operation is illustrated in figure 1.4.

1.5. Conclusions
This review gives an idea of the types of knowledge and methods used
in HF. Different purposes require different approaches. Some HF

applications are:

* Designing systems;
¢ Evaluating systems (does it meet own specifications?);

* Assessing systems (does it meet HF specifications?);

This gives a field of activity comprising Design, Evaluation and
Assessment. HF begins with an overall approach which considers the
user(s), the task(s) and the technology involved, and aims to derive a
solution which welds these aspects together. This is in contrast to the
prevailing systems design view which considers each aspect as an

isolated component.

The user(s) can be studied using the body of knowledge of which HF is
comprised. This can be used to study not only the cognitive capabilities
and bodily dimensions of users, but also their experience, attitudes, etc.
The tasks can be studied using the methods outlined above and
considered in terms of users' capabilities. It seems pointless designing
tasks which force people to behave abnormally or which will impose
undue strain on them. The technology can then be considered in the

light of the above recommendations.

HF can provide a structured, objective investigation of the human
aspects of system design, assessment and evaluation. The methods will
need to be selected from the range discussed above in terms of the

resources available. The resources will include time limits of project,
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funds, and the skills of the practitioners.

Traditionally, HF studies have been performed at the end of a design
cycle, when a finished product can be evaluated. However,
organisations have noted that the resulting changes proposed by HF
work may be substantial and costly. This has led to either a rejection of
HF or, more commonly, a call for HF to participate in earlier aspects of

the design cycle

Overall, HF can be viewed as an attitude to the design, evaluation and
assessment of work systems. It requires practitioners to recognise the
need for HF, draw on the available body of knowledge and employ an
appropriate range of methods and techniques to satisfy this need. It
offers support to traditional design activity by permitting the structured

and objective study of human behaviour in the workplace.

From the discussion it is suggested that human factors has a useful
contribution to offer. There is an awakening to this as the impending
legislation demonstrates. The contribution comes in the form of body
of knowledge, methods and above all an attitude inherent in the
human factors approach. It is this attitude that provides the human
factors with a novel perspective and defines its scope: a way of looking
at the world and thinking about how people work and how they cope.
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2. Alarms in the Human Context

This chapter attempts to provide a working definition of an
alarm. This is done by first considering different definitions,
and then by presenting a systems model of an alarm within a
simple ‘alarm clock’ scenario. The definition comprises the
following stages: specification, activation, attraction,
acknowledgement and action. Finally the application area of
this thesis is presented.

2.1. INTRODUCTION

There is a need to develop an accurate definition of the term ‘alarm,
because unless the subject under analysis is clearly pinpointed it cannot
be studied properly. This is done by first considering previous
definitions and noting what is wrong with them. The term is to be

found in daily use in many forms.

The common usage of the term may give the impression that its use is
well understood. However, further consideration suggests that it is not
so clear cut. A frequently given definition of an alarm is “a significant
attractor of attention’, however a dictionary (Collins, 1986) gives nine

definitions of the word 'alarm'. These are:

* tofill with apprehension, anxiety or fear;

* towarn about danger: alert;

* fear or terror aroused by awareness of danger: fright;

® anoise, signal, etc, warning of danger;

¢ any device that transmits such a warning: a burglar alarm;
* the device in the alarm clock that triggers off the bell or

buzzer;

42



e acallto amms;

* awarning or challenge.

The above definitions demonstrate the inadequacy of the first
definition, because whilst an alarm may attract attention, its
‘attractiveness' is only one of its many possible properties or qualities.
Therefore the main problem with definitions of the term 'alarm'is

that they tend to concentrate on only one or a restricted range of the
qualities. Thus there is the need to consider the term further, to

unpack and understand the nature of an 'alarm’,

Figure 2.1. below indicates why there is a problem in defining an alarm.
The term may be given to define both the stimulus and the response
on different occasions. In the stimulus-based model an alarm exists in
the environment and its presence has some effect on the individual.
Whereas in the response-based model, the stimulus causes an alarm
state in the individual. The first model suggests that alarms are
relatively homogeneous: they can be clearly identified by all; whereas
the second model suggests that different individuals may find different
stimuli 'alarming'. Therefore there may be disagreement between
individuals over what constitutes an alarm situation, based on their

experiences of it.
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The stimulus-based model characterises the engineering approach, ie.
the assumption that the alarm will mean the same thing to all people.
Whereas the response-based model characterises the psychological
approach, i.e. people interpret situations differently, and that their
reaction will be based upon this interpretation.

22. BRIEF HISTORICAL PERSPECTIVE

The notion of an alarm has been around since the dawn of mankind.
'Alarms' may be viewed as fundamental to the fight-flight principle,
the alarm prompting a state of arousal that requires the human to
respond in an appropriate manner, either to run from the attacker or to
stay and fight for life. Alarms or wamnings have existed in the form of
cries for help when a individual is attacked, ringing of bells to inform
that a town is under siege, and prior to presentation of important
information such as the hand-bell of a town crier. Since the industrial
revolution, technology has introduced new kinds of problems for
mankind. There has become the need to inform on things that are not
directly visible to the naked eye, such as steam pressure, oil
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temperature, etc. This information was typically presented via dials.
This type of display can provide quantitative or qualitative readings
(Oborne, 1982). See figure 2.2. below.

For example, temperature can be presented as degrees Celsius,
requiring the interested party to read the value and interpret it as too
cold, normal or too hot. A qualitative display may simplify this task by
presenting bands on the dial which are marked, 'cold’, ‘normal’ and
'hot. Then all the interested party has to do is observe which band the
needle lies within. This type of display also provides trend data, ie. the
observer can watch the relative position of the needle throughout
operating conditions. However it was soon noticed that the useful
information was Boolean in nature, i.e. either everything was okay or

it wasn't. This makes the analogue dial mostly redundant. This lead
to the development of Boolean dials. Figure 2.3. shows a photograph
of a Boolean dial taken from a steam engine built at the beginning of
this century. It informs the driver on the status of the oil to valve and
pistons. Itis also interesting to note that the dial contains instructions
to the driver of how to maintain the engine status under certain

operating conditions. The legend reads:
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WHEN RUNNING WITH STEAM SHUT OFF MOVE
REGULATOR FROM FULL SHUT POSITION UNTIL
POINTER SHOWS IN WHITE SECTION.

Clearly under certain operating conditions, the warning dial is useful
to maintain correct running of the engine as it provides feedback to the
driver on the state of the engine. This is in addition to its use as a
warning device. It is also worthwhile pointing out that under
conditions such as when the engine is shut down (as was the case
when this photograph was taken) the dial is in its ‘alarm' state, but the
needle position can be simply explained by pointing to the context.
Thus the nature of the information is highly context dependent. This
will be a recurrent theme throughout this thesis.
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Alarms and warning take many forms and they may have different
means attached to them. For example, figure 24. illustrates some
possible categories that warnings may belong to.

WARNING: EVENT: ACTION: MONITORING:
Low oil light Alarm clock Traffic lights Baby alarm
Low petrol light  Burgler alarm Factory Hooter ~ Cot death alarm
Brake lights Car alarm Gong Tagged criminal
Traffic signals Shoplifting alarm  Red alert
Fog hom Bulb failure Lights on MULTIPLE:
Light house Railway crossing Homn
Red flag SIGNAL Egg timer Flashed lights
Reversingbeep  Police siren Curfew
Hazard lights

HELP: Ambulance INFORMATION:
S.0.5. Fire engine Written warnings
Whistle Fork lift truck Caution
Hospital bleeper Tumn lights
Flare VISIBILITY: Mind-the-gap
999 Fog lights Radio pager
Shout Beacon Telephone tree

Hazard sign

These everyday examples of alarms and warnings suggest that
‘attraction' is one possible quality of an alarm. It may attract attention
but it does a lot more also. For example they can call for help, indicate
that an event has occurred, call for action, and communicate
information. There are problems however, many of the alarms and
warnings can be ambiguous, for example the flashing of headlights can
mean 'get out of my way/, 'there's a police speed trap ahead'and also
indicate courtesy. The context of the warning can be a clue to the
meaning, but there is the potential for misinterpretation. If the signal

was misinterpreted it could lead to an accident.
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Before developing this argument any further, it is necessary to consider
the context relative to the meaning of an alarm. Most readers will be
familiar with in car annunciator systems. Typically a panel of between
four and twelve (normally eight) annunciators is sited in the
dashboard and may be viewed through the steering wheel. The
annunciator can be in any of four possible states as illustrated in figure
2.5. These are: unlit: engine off, lit: ignition on, unlit: engine running
normally and lit: oil pressure abnormal. Only in the last of these states
is the annunciator in 'alarm' state. In states 2 and 3 the annunciator is
providing confirmatory evidence to the driver. In state 2 the
annunciator confirms that the bulb is operational, and in state 3 the
annunciator confirms that the oil pressure is normal by extinguishing

the light.

OIL OIL

1. Engine off 2. Ignition on 3. Engine running 4. Oil pressure
abnormal

Figure 25, States of an ol it —

This represents a Boolean logic display, i.e. the state is either true or
false, which is represented by the annunciator being lit or unlit in
different system states. However, unlike the dial on the steam engine,
there is no analogue information such as rate of change and direction
of change. Thus this kind of display may deprive the observer of some

potentially useful information.
There are a number of problems associated with alarms. These

problems have not escaped the attention of popular comedy fiction

writers who parody the major inconsistencies. For example:
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“.the London night was, as usual, filled with the ringing and
wailing of various alarms. .. In fact the Detective Constable
was the only person to pay any attention to the alarm bells
(except of course the thousands of people with pillows
wrapped round their heads screaming 'Turn them offl Flease
turn them off!' into the darkness of their bedrooms).
Everyone always ignores alarm bells, which is a shame,.”
Elton (1991).

"Framlingham (n): A kind of burglar alarm in common

usage. It is cunningly designed so that it can ring at full
volume in the street without apparently disturbing anyone.
Other types of framlinghams are burglar alarms fitted to
business premises in residential areas, which go off as a matter
of regular routine at 531 p.m. on a Friday evening and do not
get turned off til 9.20 am. on Monday momning.” Adams &
Lloyd (1990).

This illustrates that there is a danger that if the alarm is presented too
often with no consequence, there is a tendency for it to become ignored
on subsequent occasions. This is commonly known as the ‘cry wolf’
syndrome. The examples also raise the question of whose
responsibility it is to respond to the alarm. Attending to the alarm
could have negative payoffs. If it is not genuine, then the person who
attends to it has wasted time and resources.

23. HUMAN BEHAVIOUR IN ALARM SITUATIONS

The last section has suggested that an alarm may take many forms,
have different meanings associated with it and may not always result
in the desired behaviour that it is intended to convey. In orderto
consider these points further, I investigated Aston University's fire
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alarm system. This has three modes of operation: a short continuous
burst (to test the system, typically done every Monday moming at 8.55
am.); intermittent ringing (to warn that an incident has been reported,
but full evacuation should not be initiated) and continuous ringing (to
signify a full evacuation). These details are provided in the front of the
internal telephone directory which is issued to every member of staff
(see appendix A for Aston fire instructions). I decided to ask six
colleagues what they thought they would do if each of these scenarios

were presented. The form of questioning was:

“What would you do if you heard:
1. A short burst of continuous ringing of the fire alarm?
2. Intermittent ringing of the fire alarm?

3. continuous ringing of the fire alarm?"

The verbal responses were noted and are presented in figure 2.6. below.
As the figure shows, there was some disagreement of appropriate
action for the test and waming scenarios. However, there was
complete agreement in the evacuation scenario. It appears that
responses were mostly erring on the side of caution, i.e. people would
rather evacuate than leave it to chance. By coincidence there was an
intermittent ringing of the fire alarm about a week later (3rd September
1991), which was intended as the start of a fire drill. Interestingly
everyone started evacuation before the continuous ringing was
presented. In fact everyone was clear of the building before the
continuous ringing was started. This was probably due to a notice
declaring this a fire drill was prominently posted at the entrance which

they would have seen on their way into the building in the morning,
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These observations are not intended to hold any 'ecological validity',
rather they are to illustrate graphically some of the points raised earlier.
They do highlight another recurrent theme throughout the thesis, that
alarms should get people to act in the right way. It also suggests that
where there is important information about the alarm system it should
not be hidden away in a telephone directory. In the case of the fire
alarm, one might consider presenting action based information via
annunciator panels next to the fire bells sited around the building. For

example see figure 2.7.
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The panel could even be colour coded to indicate urgency of the action,
i.e. green for testing, amber for wait and red for evacuation. However,
the panel would have physical situation dependency, whereas bells are
public. Therefore they would have to be combined as a minimum
requirement. Another alternative would be to consider a spoken

alarm message. These ideas are not particularly novel, as work by
Canter (1990) suggests. Canter proposes that for a fire alarm system to

be effective four essential criteria have to be met, these are:

* The meaning of the fire alarm must be obvious and
distinct from other types of alarm;

* Fire alarms must be reliable and valid indicators of the
presence of a fire;

* People need to know the location of a fire so they can
authenticate the alarm and plan their response;

* Thereis a need to provide information to advise building
occupants on the most appropriate response to an alarm,

including information on available escape routes.

Canter suggests that these criteria are necessary due to several reasons
including

* Afailure of people to differentiate fire alarms from other
types of alarm;

* A failure of people to regard fire alarms as authentic
warnings of a genuine fire;
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* A failure of fire alarms to present information which will
assist fire victims in their attempts to deal with the fire.

Hale & Glendon (1987) highlight these failures of alarm systems. They
cite Tong (1983) who reported that less than twenty percent of people
believed that a fire alarm was genuine, the rest interpreted it as a test,
fault or a joke. Hale and Glendon suggest that there is the need to
reduce the ambiguity of the situation if behaviour is to be appropriate.
They also warn of the dangers of presenting wamnings in the absence of
hazards, and propose that this is likely to lead to a negative shift in
confidence with the alarm system. This may reach a point at which the
individual's first hypothesis is that the alarm is a false one on the basis
of past experience. Hale and Glendon conclude that one should

attempt to:

* keep false alarms to a minimum;
* avoid giving warnings needlessly;
* keep the criterion at an appropriate level

Therefore it is necessary to have a definite notion of what an alarm is,
and its role in the system in which it is employed.

24. A SYSTEMS MODEL OF ALARMS

‘Alarms’ can be seen to refer to various points in the flow of
information between plant and user. It is generally considered that the
role of the alarm is to give warning of impending danger, albeit in
varying degrees of severity. Some of the definitions are shown in

terms of their points along the information flow in figure 2.8.: the
systems model. Having considered previous definitions of alarms, it
was considered necessary to develop a more comprehensive definition
before continuing the research.
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For example an alarm is:

an unexpected change in system state
a means of signalling state changes

a means of attracting attention

a means of arousing someone

a change in the operator’s mental state.

In figure 2.8, transition of alarm information is shown by the arrows.

If a change has occurred the operator needs to be informed about it. For
example, a measured value may be beyond the limits of system
threshold values, being either too high or too low. This information is
sent to some means of communicating with the human operator, such

as bells, flashing lights, etc.

The operator’s attention must first be drawn to the area that the alarm
lies within, then the alarm has to communicate information about the
event (or non-event). Based on this information: the operator is
required to acknowledge the alarm (confirming that it has drawn
attention) and decide what action (if any) is required, based on the

information given. This may affect any subsequent operator input to
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the system. The systems model shows the cycle of activities that may
occur between the human and the alarm. If successful, the appropriate
action will be taken. If unsuccessful, then the component in the system

may trip, or at extremes the whole system may shut down.

25. AN ALARM CLOCK SCENARIO

In order to consider the alarm model further a simple ‘alarm clock’
scenario will be presented. This is not necessarily because all alarm
situations can be reduced to such a simple level. Rather, it is to explain
some of the elements that may be common to alarm situations in a
manner that is familiar to most readers. The operation of an alarm
clock can be seen to have several distinct stages. The use of an alarm is
to prompt action before the consequences of inaction become
detrimental. In the case of an alarm clock, the user may have to get up
particularly early one morning to catch a train in orderto getto a
conference. Failure to do this might mean a significant delay, and great
inconvenience, and is therefore to be avoided. There are options open
that do not necessitate the use of alarms. The conference goer might
remain awake all night keeping an eye on his/her watch until the
specified hour arrives, alternatively he/she may leave it to chance, and
hope to wake early enough. These measures introduce problems of
their own, such as in the first scenario a problem of continual

vigilance, and in the latter scenario a problem of possibly failing to

wake on time.

The use of an alarm can be seen as taking the responsibility for a
monitoring activity away from the individual who only needs to be
informed if a pre-specified event occurs. However, the individual
needs to specify what that event is and set the threshold in advance. In
the alarm clock scenario this may be 6.30 am. to catch the train. This
leaves the individual free to carry on with other activities, in this case
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sleep. When the threshold is crossed (in this example, time) the alarm
will be activated. The alarm is then using its attraction qualities to
arouse the potential conference delegate. If successful, the individual
will wake up and acknowledge the alarm. Then get up and prepare to
meet the train. This scenario refers to the ideal and successful use of an

alarm. However, there are many potential pitfalls that await its use.

The setting of the threshold could require pre-specification. The alarm
could be set too early or too late, reducing its effectiveness. The
individual may decide that the importance of the event merits the use
of several alarms to ensure that s/he wakes up. These may either be set
all together, or spaced over short time intervals. With digital clocks
the user may mean to specify a setting for 6.30 am. but inadvertently -
set it for 6.30 pm. Unfortunately this error may not be realised until
too late. There is therefore a distinction to be drawn between
specification and entry of the threshold, as both have associated
possibilities of error. The second potential problem is that the alarm
may fail to be activated when the event occurs. This may be due to
poor maintenance (not winding the clock up, or checking the battery,
etc.). or some other associated failure (power supply problems). If
successfully activated, the alarm may fail to attract the attention of the
individual. This may be due to problems associated with its attraction
qualities (buzzer not loud enough), or individual qualities of the
person involved (being a heavy sleeper). Assuming that the alarm
actually wakes the individual, there are various levels of response that
this could invoke. At one level the individual may simply
acknowledge the alarm (by switching it off) and then resume sleeping,
At the next level the individual may actually get up, but not have any
idea why they had to get up so early. At the top level the whole
scenario would be successful, in that the individual remembers that

they need to catch the train and acts accordingly. This final point
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makes it clear that an alarm per se does not readily throw light on what
behaviour is required. In this example, the alarm buzzing at 6.30 am.
does not tell the individual he has to catch the trainto goto a
conference. Allit reportsis that a time event has passed; it is up to the
individual to make of that what s/he will.

26. STAGES OF ACTIVITY

For numerous reasons, some of which have been considered in the
alarm clock model, the topic area of alarms is fraught with problems.
These may be considered along the dimensions of; specification,
activation, attraction, acknowledgement and action. Each of these will
be considered in turn, Specification refers to the determining the
thresholds to attach to particular points in a plant. These may be binary
(ie. on or off) or analogue (i.e. % open, pressure, temperature, flow

rate, etc). Not only does the decision require the threshold level to be
specified, but also where the measurement should be taken.
Activation refers to the plant activity crossing one or more of the preset
limits. This trips the alarm. Attraction refers to the attention gaining
aspects of the alarm, (i.e. flashing lights, buzzers, bells, etc.) which may
be measured in terms such as its success in getting the operator to
attend toit. This may be evaluated by considering acknowledgement,
which is the operator’s acceptance of the alarm at a fairly low level.
However, acknowledgement is not really a measure of the attention
gaining aspects of alarms. Operators often acknowledge alarms and
then start searching for the cause. Therefore, acknowledgement has
not attracted the operator to the specific cause of the problem.
Appropriateness of the following action may be a better measure.
Therefore, rather more important is the ensuing action based upon the
operator’s perception of the situation, once their attention has been
drawn to the plant crossing these thresholds.
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In specifying an alarm threshold, the designer considers it important to
inform the human operator of impending danger, so that appropriate
action may be taken. If the operator fails to heed the alarm, then the
component may ‘trip’ thereby stopping production. ‘Danger’ may be a
financial consideration rather than any real hazard, as the plant is

designed to shut down before critical damage occurs.

Alarms may be activated for several possible reasons. There may be a
genuine need to inform the operator of a need for intervention,
because failure to intervene could lead to undesirable consequences.
Other reasons would include; ‘chattering’ (parameter oscillates around
the level at which the alarm is triggered) and plant activity outside
‘normal’ operation (such as start up and shut down). The alarm system

may also be activated due to the operators' mishandling of the plant.

The attraction gaining qualities of alarms relate to quality of
presentation. The requirements that coding demands, to gain the
attention of the operator, may differ depending upon the
circumstances. These circumstances may relate to the relative amount
of quantitative and qualitative information the operator is required to
deal with. Where there is a large number of alarms, a clear prioritising
of importance may be necessary. The coding may reflect the relative
urgency of the alarm. Singleton (1989) notes that in principle, the
alarm system is least required in the phase of activity for which it is
usually designed, ie. normal operation of the plant. When the plantis
operating outside normal conditions, the consequence is that alarms
become status indicators, no longer fulfilling their original role. It is
generally recognised that there is a limit to the amount of information
the human can process at any given time (Wickens, 1984). This is far

exceeded by the presentation capacity of many alarm systems.
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The operator's acknowledgement of an alarm does not necessarily
ensure that its full implications have been realised. As with the simple
‘alarm clock’ model, informing the operator that a limit has been
crossed may not give the operator any direct information of the cause

of that event, or what action should be taken.

2.7. APPLICATION AREAS

Alarm and waming displays are commonplace, and may be divided
into four classes of application areas: personal devices, transport,
military and central control rooms. Personal devices include: alarm
clocks, anti-rape alarms and burglar alarms. These devices are personal
in that they are intended for use by one individual, and are not part of
a wider system, i.e. they are 'one person-one machine' systems.
Transport applications include: cars buses and civil aircraft. These are
different to the personal devices in that they typically have more than
one alarm and may be multi-person systems. Military applications
include: missiles, armoured fighting vehicles and fighter aircraft.

These are different from the civil applications in the respect that there
are different demands placed upon the operator due to the nature of
the task. They also require highly specialised training and one could
not transfer simply from the civil to the military task. The warning
systems are also more highly developed, because they have to deal with
threats from outside the operation of the machine, as well as internal
failures. Central control room applications include: coronary care
units, manufacturing and power generation plants. These are again
different to the previous applications as they typically involve team
supervision of complex processes that tend to be monitored from
remote rooms. They have a particular problem of inferring causality
from raw data taken from a number of sources. This particular
application area has been at the focus of this thesis. In particular the
tasks of human supervisory control within the context of alarm
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handling has been examined. Whilst the results might be more widely
applicable, care must be taken when generalising from such a
specialised area.
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3. Alarms in human supervisory
control

This chapter presents a human factors perspective of alarms

in human supervisory control tasks. The design of alarms
solely from an engineering approach is questioned. The
nature of alarms and incidents is discussed, then the problems
with, and the reduction of, alarms are considered. An
experimental study illustrates that the reduction of non-alarm
information may not necessarily improve alarm detection
performance. Finally, it is suggested that a human factors
approach might contribute to an improved understanding of
the operator’s task and should be combined with the
engineering approach.

3.1. THE DESIGN OF ALARMS

The transcript from a recent aircraft incident suggests that the pilots
originally were unable to interpret the alarm message, subsequently
they disbelieved the alarm information (attributing it to a trivial
problem), and finally, when they realised the problem, were unable to
recover the situation before disaster struck (time is presented as
minutes and seconds past the hour). The transcript from the flight
recorder gives details of the desperate fight by the pilot and co-pilot to

interpret warning signals related to reversal of thrust in one engine.

21.24 pilot: That keeps .. that's come on.
(The alarm has been observed)

2220 co-pilot:  So we passed transition altitude one zero one
three

22.30 pilot: What's it say in there about that ..
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2230 pilot:

24.03 co-pilot:

2411 pilot:

25.19 co-pilot:

2522 pilot;

2523 co-pilot:

25.26 pilot:

25.39 co-pilot:

2540 pilot:

25.55 co-pilot:

26.08 co-pilot:

2610 pilot:
30.09:

30.27 co-pilot:

30.29:
30.41 pilot:

What's it say in there about that ..

(The meaning of the alarm is sought)
Additional system failure may cause in- flight
deployment except normal reversal operation
after landing.

OK

Shall I ask the ground staff?

What's that?

Shall I ask the technical men?

(The meaning of the alarm is not yet understood)
You can tell 'em about it just it's it's it's just ah
no, ah it's probably moisture or something
because it's not, it's not just on it's coming on
and off.

(A trivial problem is allocated to the alarm
activation)

Yeah.

But, ah, you know it's - it doesn't really it's just
an advisory thing. -

(The alarm is seen as advisory, not a call for
action)

Think you need a little bit rudder trim to the left,
huh.

26,06 pilot: What's that?

You need a little bit rudder trim to the left.
OK

[Sound of tape splice]

Ah, reverser's deployed.

(The true meaning of the alarm is realised)
[Sound of snap]

Jesus Christ.
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30.44: [Sound of four caution tones]

3047 [Sound of siren wamning]

30.48: [Sound of siren warning stops]

30.52: [Sound of warning starts and continues until end
of recording]

30.53 pilot: Wait a minute.

30.58 pilot: Damn it.

31.05: [Sound of bang]

(Attempts to correct the situation failed)
(The Times, 7 June 1991, page 24)

The Lauda Air Boeing 767 flight NG004 crashed 100 miles northwest of
Bangkok, minutes after taking off from the Thai capital on route for
Vienna killing 223 people. This terrible accident calls into question the
way in which a fault was communicated to the pilots. Thereis no
question that the pilots were able to detect the presence of the alarm,
rather the problem lies in their inability to interpret the information
appropriately. This could be due to inexperience, lack of familiarity or
poor display design. All of these factors have a bearing on alarm use.
A human factors approach would seek to identify the potential
problem in the design of the alarm system. This could be addressed in
a variety of ways. For example, by seeking to make the information
less ambiguous, proposing recovery strategies, and prototyping the
system under a variety of scenarios using an experimental paradigm.
Aircraft are not alone in this problem. The President's Commission
report on the Three Mile Island accident (Kemeny, 1979) found that the
information was presented to operators in a manner which could

confuse them, i.e.
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(i) Over 100 alarms went off in the early stages of the accident
with no way of suppressing the unimportant ones and
identifying the important ones. The danger of having too
many alarms was recognised by Burns and Roe (the
designers) during the design stage, but the problem was
never resolved.

(ii)  The arrangement of controls and indicators were not well
thought out. Some key indicators relevant to the accident
were on the back of the control panel.

(iii) ~ Severalinstruments went off-scale during the course of the
accident, depriving the operators of highly significant
diagnostic information. These instruments were not
designed to follow the course of an accident.

(iv)  The computer printer registering alarms was running more
than two and a half hours behind the events and at one

point jammed, thereby losing valuable information.

Clearly then, there is the need to consider the demands placed upon
the operator when designing an alarm system. In the case of Three
Mile Island, these appear to be too much information (point i),
unrelated and unstructured control and displays (point ii) and the loss
of information (points iii and iv). Information technology appears to
have introduced new problems into design, as indicated by a crew
member when talking about the cockpit:

“Ilove this airplane, I love the power and the wing and I love
this stuff (pointing towards the high-technology control
panel) but I've never been so busy in my life....but some day
it (automation) is going to bite me."

(The Times, 15 December 1991, page 8)
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The design of alarm systems has been dominated by engineers and
programmers. Whilst their participation is necessary, as they know
how the plant functions, it is not sufficient, as they don't know how to
design displays for human use. This chapter attempts to redress the
balance by proposing that the human factors approach has a valuable
contribution to make. This is done by showing how the design of
alarms systems has failed to take account of the activities performed by

operators.
Factors influencing the design of alarm systems include:

* manufacturers' requirements
* design studies

* working practice

* alarm philosophy

* optimising efficiency
(Andow, 1983; Jenkinson, 1985)

Whilst the engineering perspective deserves consideration, it is argued
that the human factors perspective is equally worthy of consideration.
Therefore, it is necessary to examine what the operator is doing with
the alarm information in order that the best form of presentation can
be determined. Considering the alarm handling activities employed by
operators might give some indication of how best to design alarm

systems. This argument will be developed within the chapter.

3.2. ALARMS AND ACTION

As was introduced in chapter 2, there have been many attempts to
define the term alarm, an example in terms of expressing its qualities
would be "a significant attractor of attention"; similarly in terms of
focusing on its properties would be "to draw attention to critical
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situations", or "an alarm is a piece of information”. Plamping &

Andow (1983) were critical of such loose definitions. The inadequacy of
these definitions lies not in their being incorrect, rather in that they

only encapsulate part of the role of alarms. Therefore, a more complete
definition needs to consider a wider range of qualities and properties
present. In a discussion of warning effectiveness, Purswell, Krenek &
Dorris (1987) proposed that the success of a warning relates to the
passing of information through various stages from the warning being
present to the response being performed. It is only when the
appropriateness of this response is known that the adequacy of the
warning may be evaluated. Therefore, when defining a warning, we
need to consider the sender of the information, the channel and
message sent, and the receiver of the information (Ayres, Gross, Wood,
Horst, Beyer & Robinson, 1989). This has been considered by some
researchers. Fink (1984) suggests that an alarm may be defined in terms
of; an abnormal process condition, the sequence state, and the device
that calls attention. He argues therefore, that a candidate alarm must:
require operator action, alert the operator, and be a plausible event.
The terms 'alarm' and ‘warning' are often considered as synonymous

in the literature (Gilmore, Gertman & Blackman, 1989) and together

have three basic requirements:

¢ tobreak through the attention of busy or bored operators.
¢ to tell them what is wrong and what action to take.

¢ to allow continued attention to other tasks if necessary.

However, alarms and warnings are not the same things: an alarm is
general, whereas a warning is specific to a context. This confusion
between the terms is part of the reason why alarm systems may also
include non-alarm information.
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The alarm may be considered in terms of alarm philosophy and
functional criteria (Rankin, Rideout & Triggs 1985). The aim of
providing an alarm is surely to aid the operator in control of the
process. The presence of an alarm relieves the operator of the task of
monitoring every process variable, which is likely to be impossible in
any case. As Rankin et al (1985) express it, the role of an alarm is to
"minimise the potential for system and process deviation to develop
into significant hazards." This leads to the functional criteria which

are that the alarm should: alert the operators, inform them about
priorities, guide initial responses, and confirm that the responses have
corrected the deviation. But these assume that operators are
hyper-intelligent and can respond quickly to an alarm. Singleton (1989)
takes the definition of an alarm further to suggest that it can be
considered from at least five points of view. Each is legitimate in its
own context, but generates a different concept of an alarm. A failure to
recognise this may lead to confusion, and poor design. Singleton's five

perspectives are:

1) mechanism (consequence of a parameter which is outside
the limits specified by the designer in normal operation);

2) system (logically derived output from a pattern of
functions indicating an unwanted state);

3) interface (one of two sets of information; state and alarm);

4) plant operator (claim on attention) and;

5) incident investigator (occurrence and phasing of alarms for

evidence of what happened and when).

Singleton's perspectives are rather confusing, some are people, some
are objects and others are states. It is surely more appropriate to
consider the perspectives from people who are likely to come into

contact with the alarm system, such as the manufacturer, the designer,
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the systems engineer, the plant operator and the accident investigator.

By considering these perspectives within a model of an alarm, we can
have a clearer definition. This is illustrated in figures 2.8. (see chapter
2) and 3.1. In figure 2.8. (see chapter 2), transition of alarm

information is shown by the arrows. If a significant change in the plant
status has occurred, the operator needs to be informed about it. For
example, a measured value may go beyond the limits of system set
threshold values, being either too high or too low. This information is
sent to the human operator by some means of communicating, such as

bells or flashing lights.

The systems model provides a useful starting point for a definition of
an alarm, indicating five main points: specification, activation,
attraction, acknowledgement and action. By breaking the definition
down into these five parts, it is possible to suggest how different

perspectives might contribute to a more comprehensive definition.
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From the systems model it is possible to identify the perspectives from:
manufacturer, designer, systems engineer, plant operator and accident
investigator. Figure 3.1. contains filled boxes to indicate the
contribution made by each perspective. The plant manufacturer’s
perspective is one of protecting equipment and limiting liability, the
alarm system is therefore viewed as a protecting mechanism. This may
lead to an overindulgence in alarm signals (Sorkin, 1989). The

designer of alarms builds on a concept of both what plant and operator
are doing and decides what information needs to be signalled.
However, the emergent behaviours of both system and operator may
be difficult to predict, and therefore lead to incompatibilities between

system demands and operator resources.

The systems engineer also makes design decisions, but again with an

emphasis on the plant rather than the operator (Sorkin, 1989). The
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Operator's view the alarm as a claim on their attention (Singleton,

1989) and tend to seek causal inference rather than considering the
functionality of the system. This means that the operator might
assume a 'fire fighting' role, rather than optimising the efficiency of

the plant. The accident investigator will view alarms within an
antecedent perspective of the incident under investigation. Therefore,
the investigation may take the specification of the alarm system as
read, and only be concerned with the sequence of events over time, ie.
the onset of alarms, plant and operator activity. This adds a further
post-hoc dimension to the definition. Such definitions can therefore
be viewed from three major perspectives: before use (design), during
use (operator), and a post-hoc rationalisation (investigator). Each adds

to the definition, but no single view offers a complete definition in

itself.

Thus it is suggested that the designer's perspective may not always
concur with the user's perspective. A 'human factors' approach would

consider it necessary that the two perspectives are in agreement, i.e. the
Operator acts in a way that is expected and intended by the designer.

3.3. THE NATURE OF ALARMS
Alarms are generally considered to have several states, not just off and

on. At least six possible states can be identified, such as:

* normal
¢ alarm condition not recognised
* alarm condition acknowledged
- * alarm condition clear but not recognised
* alarm condition reset

* alarm defective
(Kragt & Bonten, 1983; Fink, 1984; Rinttila & Wahlstom, 1986).
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These different states are accompanied by indications that correspond
with the state of the alarm. This can be by the use of coding such as
audible bells and horns, blinking visual indicators, colour coding and
alphanumeric cues. Typically, the normal condition is indicated by the
alarm not being present (in the case of CRT-based alarms) or a
darkboard (in the case of panel-based alarm). An oncoming alarm is
characterised by an audible sound and possibly rapid blinking of a
visual display. An acknowledged alarm is usually a steady visual
display and the use of coding or slow blinking indicates that the alarm
is ready to be reset (Kragt & Bonten, 1983: Fink, 1984: Rinttila &
Wahlstdm, 1986). In this way, the state of the alarm is conveyed to the
operator. However, as indicated in the description of conveying states
(listed above), this is likely to be highly dependent upon the medium
that is used for the alarm. Different types of alarm media afford
different possibilities. The media relate to input modality, i.e. visual

or auditory modes which are usually used in combination. Visual
media are annunciator panels, mimics and text-based displays and may

be CRT-based. Auditory media are speech or tone-based alarms.

Input modality refers to the channel by which the information is
transmitted. It is assumed that the encoding process uses different
subsystems for verbal information (letters, digits and words) and spatial
information (direction, tones and pictures). This perspective offers an
information processing view of alarm media. It seems reasonable to
assume that the way in which information is presented will ultimately
affect the response that is made by the person perceivingit. Thus we
need to investigate this relationship further if we are to predict the

optimum presentation medium.
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Figure 32, Input modality and alarm types.

Figure 3.2. illustrates a classification of alarm types by human

information processing input modality. This is a rather simple

classification limited only to providing details of channels of

communication. A further level of complexity is added in figure 3.3,

considering the implications of encoding information according to the

processing modalities used by humans.

Alphanumeric Mimic
Visual
o Annunciator
Input
Modality
Auditory Speech Tones
Verbal Spatial

Information Processing Code
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A general ‘chain of information processing' model (see figure 3.4)
proposes different activities relating to information manipulation by
cognitive processes. The main distinction is between the activities of
perception (in which information is recognised and organised),
decision making (in which information is reviewed and transformed)
and response execution (in which the motor responses are specified
and executed). The consequences of responses brought about as
changes in the world are subsequently available to the perceptual
mechanisms. Thus, individuals are able to evaluate the effectiveness

of their activities as the feedback loop is complete.

Information Processing

— ! Perception |—b Decision »| Response

making execution
Input & Feedback Output
—< THE WORLD >—
Figure 34. Chain of inf . .

This is obviously a much abridged version of the mental processes
involved, but provides a general indication of the sequence of

cognitive activities in alarm handling.

The attentional capacities of the human processing mechanisms
utilised during information handling are finite, and may hold
substantially less information than that presented by most industrial

alarm systems. This is why it is important to consider what mental
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resources the individual has available when dealing with alarm related
events. Wickens (1984) proposes that not only are the mechanisms
themselves of finite capacity, but they draw from a general pool of
attentional resources (see figure 3.5.). This suggests that if attention is
devoted to a particular activity, e.g. perception, then there are fewer
resources available for the other cognitive activities such as decision
making and response execution. Whilst there are other theories of
information present in the literature on cognitive psychology,

Wickens' theory is probably most appropriate to cognitive ergonomics

at present.
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Wickens, 1984)

Bellamy & Geyer (1988) attempt to illustrate this with an example of a
control room incident where the operator failed to intervene because
he focused his attention on the wrong aspect of the plant which
subsequently turned out to be spurious. This was ironic when one

considers that the role of an alarm system is to attract the operator’s
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attention to a problem; in fact it may distract the operator from the
most important problem. It is further suggested that the 'attraction’
qualities of alarms may heighten the level of cognitive arousal, and

this may not always be to the benefit of performance.

The effect of arousal on performance has been the subject of much
speculation and empirical investigation (for example see Davies &
Parasuraman, 1984). It is relevant to alarm handling particularly in
more critical situations where the operator may be under some
pressure to rectify the situation. Increased arousal may resultina
change in the allocation of attentional resources, under such states
people seem to focus their attention on smaller numbers of more
relevant stimuli (Kahneman, 1973; Sharpiro & Johnson, 1987). Hockey
(1984, 1986) and Eysenck (1982, 1984) argue that attentional selectivity is
just one of the facets of attentional performance affected by arousal.
There is evidence that increased arousal in the form of anxiety also
leads to people spending less time attending to the task (Davies, 1986).
Hockey (1984) suggests that arousal may have a differential effect upon
different performance parameters and that this pattern changes in

relation to the particular ‘arouser’ involved.

Wickens (1984) proposes a more complex way in which attentional
resources might be divided and utilised. It is not only necessary to
consider the demands placed upon the components of perception,
memory, decision making, response execution and attentional
resources, but also the input modalities and codes of information

processing,
Information may be input either as an auditory or visual code, which

may then be further encoded verbally or spatially. The two input

modalities have different properties (Eysenck & Keane, 1990 cite Paivio,
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1971, 1979, 1983, 1986). Figure 33 illustrates the different ways in

which, hypothetically at least, alarm information may be processed.

For example, visual and auditory information may be processed
verbally (such as text and speech) or spatially (such as pictures and
sound). Wickens (1984) proposes that the input processing code (verbal
or spatial) will dictate the optimum response. Verbal processing
requires a vocal response whilst spatial processing requires a manual
response to maximise performance. He calls this Stimulus- Cognitive
processing- Response (S-C-R) compatibility. Stokes, Wickens & Kite
(1990) suggest that input modalities' performance gains may be found
by encouraging parallel processing of the information. This can
happen, for example, by the pairing of speech and pictures together.
Not only does this provide redundancy in the signal but utilises
separate non-competing resource pools. Hence more information may

be processed at the same time.

Signal detection theory (SDT) may provide a possible means for
evaluating operator alarm detection performance. By comparing the
correct identification of target signals (hits) with failure to identify the
target signals (misses). Signal detection theory can be used to identify
changes in criterion and absolute levels of performance. This approach
may be of limited use, however, since it was developed for use with
simple laboratory tasks. Moray (1980) argues that laboratory tasks are
very different from real tasks in a number of ways. There are two main
characteristics that distinguish process control from laboratory
vigilance paradigms: first the operator of complex systems is not
waiting passively between failures and this modest level of arousal
reduces this source of vigilance decrement; second, when a failure
occurs the qualities of an alarm may be sufficient to attract attention.
Therefore human supervisory control tasks can be seen to have

different levels of sensitivity and arousal than are presented in simple
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laboratory based tasks.

Alarm types may be classified by a variety of means other than the

processing dimensions of humans. Instead they may more directly be

classified according to their functional characteristics as illustrated in

table 3.1.

ALARM | Presentation | Content Grouping Duration Information

Scrollin g Semi"
text Temporal | Complex None constant Message

Annunciator | Spatial |Semi-complex| Functional Constant | Simple message
Mimic Spatial  [Semi-complex| Functional Constant Plant item
Speech Temporal Complex None Transitory Message
Tores Temporal Simple None Constant Attraction
Table 31, Characteristics of alarm media,

From table 3.1, "presentation” refers to the temporal or spatial

characteristics of the alarm. Clearly, where a text alarm on a scrolling

CRT-screen is temporal in nature and reflects the order of events,

annunciators and mimics have largely spatial characteristics. Tones

and speech are largely temporal but may contain a spatial element if

the speakers are directional.

The "content” of an alarm is dependent upon its medium. Verbal

information has the potential of carrying complex messages, whereas

spatial information does not. Similarly, the "grouping" of spatial
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alarms may be functionally based to aid the operator further in
identifying incidents, verbal and auditory messages, however, cannot
benefit from this. The "duration” of most alarm media is constant

with the exception of speech. However the message could be repeated
until it was dealt with, making it more like the other media in that
respect. The nature of the "information" conveyed is also largely
dependent upon the medium. Text and speech can carry very long
messages, whereas the size of an annunciator tile ultimately restricts
the length of the message that can be displayed. The plant mimicis
similarly restricted by space, whereas tones are restricted by the amount
of information they can carry. This allows them only to perform an
alerting and simple classification function. From this analysis it is clear
why a combination of alarm media may capitalise on a number of the
dimensions simultaneously. For example, a tone could indicate the
onset of the alarm, a flashing mimic could indicate the location and a

text message could indicate the nature and time of the event.

3.4. THENATURE OF INCIDENTS

The design of alarms needs to be considered together with the nature of
the incidents within which they are likely to be used. Woods (1988)
suggested that in process control operations, fault handling has four
major dimensions that define the cognitive demands. He claims that
these are: dynamism (the state of the plant changes, which may occur at
indeterminate times), many interacting parts (number, complexity,
extensiveness and kind of interactions), uncertainty (regarding the
operator’s assessment of the plant state) and risk (such as the possible
cost of an outcome, as it is inadvisable simply to assume that the same
behaviour in non-risky situations will apply). He suggests that the
operator’s task is the management of a process that is dynamic and
changeable over time, and under certain circumstances the
combination of particular factors may lead to the plant performing in
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an unpredicted manner. Woods (1988) also proposes that operators
dealing with incidents need to track their development, rather than
requiring a single diagnosis of the situation. He further proposed that
whilst initial assessments are often accurate, as the incident develops,
subsequent assessment can become less realistic. As Reason (1988)
suggests, incidents may start in a familiar way, but they rarely develop
along predictable lines. Hale & Glendon (1987) proposed that an
erroneous action or diagnosis may initially produce confirmatory
feedback, and this can become progressively harder to ignore, even in
the light of subsequent data. It has been further noted that the initial
alarms may be insufficient for diagnosis, and the ‘window' for accurate
diagnosis may be very limited and time dependent (Herbert, Jervis &
Maples, 1978; Zwaga & Veldkamp 1984). After this window has closed,
a new recovery strategy must be sought (from another ‘window'), but
there may be a time beyond which the situation becomes
unrecoverable. Therefore, we may view the operator’s task as one
where a process plant with up to 24,000 alarms, in the case of a nuclear
power station (Singleton, 1989), needs to be controlled in situations of
uncertainty (Bainbridge, 1984) and complexity, with poor tracking of
events (Woods, 1988) and in any case where diagnosis has limited
windows of opportunity (Herbert et al, 1978). Further, the operator
may be required to manage several incidents developing at the same
time (Boel & Daniellou, 1984). It is a credit to the adaptability of the
operator and the robustness of plant design that such systems manage
to operate at all.

3.5. PROBLEMS WITH ALARMS

It has been recognised that the inappropriate presence of alarms can
cause substantial problems for the process operator (Woods, O'Brien &
Hanes, 1987). Typical problems are; the avalanche of alarms during a

major transient or shift in operating mode, standing alarms, alarm
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inflation, nuisance alarms, and alarms serving as status messages
(Woods et al, 1987; Hoenig, Umbers & Andow, 1982; Andow & Lees,
1974). This may lead to problems for the operator in being able to
identify and respond to alarms that are worthy of attention. Certainly,
the limited number of actions that arise from alarms might suggest
that there is a lot of redundant information present, e.g, Kragt &
Bonten (1983) found that only 7% resulted in operator action. The
problems appear to stem from the design of alarms based on 'normal’
operation (Singleton, 1989) and on a 'one measurement - one
indication' philosophy of presenting essentially raw plant data
(Goodstein, 1985). However, a change in plant state would mean a
change in what could be considered 'normal, i.e. what is 'normal'in
start-up, maintenance, and shut-down? In addition, the oscillatory
behaviour of a variable that is close to its alarm parameter can lead to
distrust of the alarm. Hale & Glendon (1987) propose that a shift in
confidence occurs, such that the next time the alarm occurs, the first
hypothesis the individual will have is that the alarm is a false one.

This lack of trust will grow with the number of false alarms
experienced.

Sorkin (1989) suggest that individuals are regularly disabling waming
systems in locomotive, aircraft and process industries. All the
examples are from situations where critical events could arise (e.g.
potentially life threatening incidents). Sorkin suggests that alarm
systems may be working against individuals, rather than for them, ie.
high alarm rates, aversive signals and false alarms. The
attention-getting properties of the alarm should not overwhelm the
sensory channels (Hale & Glendon, 1987) and consideration should be
given to the human-plus-alarm' system (Sorkin, 1989). Andow (1983)
suggests that diagnosis is often difficult, and the alarm system does
little to help. Computer-based alarm systems have been justified on a
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number of counts; more flexible control and optimisation of process
conditions, providing data of better quality and providing better process
and management information (Zwaga & Veldkamp, 1984).
Computer-based systems, whilst initially seen as a panacea to the
problem, have apparently increased operators' difficulties. This is due
to: increased system complexity, provision of even more information,
and an increased emphasis on the monitoring task (Hoenig, Umbers &
Andow, 1982).

Zwaga & Veldkamp (1984) note that dangerous process conditions can
develop with oscillating alarms, as operators tend to acknowledge
them prior to determining their location. Once acknowledged, certain
types of alarm media make it difficult to determine ‘last-up’, such as
annunciators which go into a steady "alarm-on" state. Whilst this is
not a problem if only a small number are present, a large number of

alarms make this search task very difficult.

Combs & Aghazadeh (1988) argue that serial displays are problematic
because they mask alarms, as they build up into a queue and remain
unanswered. Certainly there will be a trade off in design between the
number of items on a page and the number of levels of pages in the
hierarchy. However, Combs & Aghazadeh propose that parallel rather
than serial displays provide the solution. They argue that a parallel
display could reduce response time, decrease training and increase
process continuity. However, they have not substantiated their claims,
and it appears that this is largely a return to the kind of philosophy that
underlies annunciator panels or plant mimics, which are not without

their own kind of problems.

With annunciator panels or large plant mimics, it can be difficult to

detect a new alarm initially if attention is focused on another part of
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the panel. Once detected and accepted, its status looks the same as any
other alarm on the panel so the operator is deprived of sequence of
events information. However, with scrolling text displays on VDUs

the operator has no trouble observing recent alarms and the order of
presentation, but s/he is not provided with any spatial information
about the relative location of these events, and earlier alarms may
scroll off the screen. Whether operators would use all of the
information, even if it were available, is questionable. Andow and

Lees (1974) cited Duncan (1972) who showed in a study that when 7
alarms came up simultaneously the skilled operator appeared never to
use more than four, and often only used one. Apparently the
operator's skill was characterised by using a set of heuristics which
enabled a choice from a small set of alternatives, taking high
probability paths and checking selected readings. Typically an operator
might, upon detecting an abnormal condition, identify the present state
and extrapolate future states. Thus, operator diagnostic behaviour has
three major elements; historical (identification of problem space),
futuristic (extrapolation and prediction of future states) and planning
(proposing preventative or corrective action). It is not really possible to
isolate alarm systems from the rest of the information display system,

and operators rely on both to support their activities.

3.6. THE HUMAN OPERATOR IN SUPERVISORY CONTROL TASKS
In human supervisory control tasks, operators typically work as part of
a team, interacting with other operators, engineers, supervisors and
managers. This makes the social context of the control room as
important as information processing considerations of individual

operators. Figure 3.6.illustrates these points.
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| BACK PANEL

Operator
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CONTROL ROOM

B e

Data are sent from sensors on the plant to displays in the control room
either directly (in hard wired systems) or via a central computer. The
data may be displayed on backpanels or/and at the operator’s desk via
CRT displays. This information is then assimilated by the operators
and may be communicated to other persons in the control room or via
telephones to engineers on the plant. This description indicates that
the transmission of information occurs outside of the displays as well
as coming from them. The types of inputs that the operator makes in
response to displayed and communicated information is illustrated in
table 3.2.
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The figure suggests that there are four main input types (display
selection, display function, alarm function and control action) and four
main condition types (steady-state control, plant state changes,
proceduralized fault handling and knowledge-based fault handling).

These are discussed in more detail below.

Aston University

lustration removed for copyright restrictions

Table 32. Patt 1 . | . : fitions
(from Carey, Stammers, Stanton & Whalley, 1986),

Display selection consists of selecting a display page containing
information of interest. Information may be selected by paging
through a hierarchy, by entering a code or by direct selection (using a
dedicated key or pointing device). Display function consists of
changing aspects within a display, such as the time base of a trend
display, or the amount of detail displayed. Alarm function consists of
acknowledgement and general management of process alarms.

Control action may be divided roughly into three types; discrete control

actions to change the state of the control system or a plant item (e.g.
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stop sequence, open valve), continuous control actions to change the
value of plant/control system operating parameter (e.g. altering a
control loop set point) and supervisory control actions which involve

changes to the mode of the control system (e.g. automatic to manual).

Steady-state control is when the plant is largely under automatic
control. The operators' primary tasks are to monitor plant state, make
routine control adjustments and maintain plant records. Plant state
changes require operators to change plant state. For example, to start
plant up or to change over to a new process configuration. Activity is
control intensive, utilising automatic control sequences and using
displays for monitoring the progress of operations. Proceduralized
fault handling requires operators to follow standard operating
procedures (SOPs). It often requires rapid actions to minimise possible
plant losses. Activity is generally control intensive. Knowledge-based
fault handling requires the operator to rectify unusual or infrequent
faults not covered by written doctrine. This may involve the operator
in periods of intensive and widespread process monitoring, and
considerable creative thought.

The defined scope of this thesis is primarily concerned with aspects of
the operator’s fault handling activities, particularly with respect to the

alarm function.

3.7. THEREDUCTION OF ALARMS

From the arguments presented in the foregoing sections it is reasonable
to suppose that alarm reduction techniques may alleviate many of the
difficulties encountered. Kortlandt & Kragt (1983) surmised that the
limited number of actions following an alarm confirms that the main
function of the alarm system is as a monitoring tool, i.e. the majority

of alarms are not alarms in the sense that a dangerous situation is
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likely to develop without intervention. This creates a danger that the
operator may pay less attention to the alarms, and alarms may be
mistakenly ignored. Therefore, the proposal to reduce alarms to just
those that require intervention seems appealing. The three basic
approaches to alarm reduction are filtering, conditioning and analysis
(Goodstein, 1985). Filtering systems use logical rules to reduce active
alarms in plant transients, e.g. only display the alarm if the pump has
been in operation for 10 seconds or longer. Other filtering techniques
may help to prevent the cascade of alarms by using 'intelligent' alarms
that summarise the information.

Conditioning may involve the introduction of a "hysteresis" around
the alarm limit. Thus the introduction of a small time lag would
prevent an oscillatory becoming an alarm. Mode-based conditioning
may only allow an alarm to be shown in certain operational modes, to
prevent alarm flooding in certain system states, e.g. start-up or

shut-down.

Alarm analysis may be considered to be comprised of three stages:
preprocessing, analysis and display (Herbert, Jervis & Maples, 1978).
The preprocessing stage concerns alarm validation, the analysis stage
determines prime- causes and last-up alarms in some plant areas and
the display stage presents the results of the analysis. Human factors
concerns are whether the analysis should be performed by the human
or the machine (Meister, 1989).

However, all of the alarm reduction techniques still retain the basic
approach of attempting to capture and display “raw" plant information
(Goodstein, 1985). That is to say, they follow the philosophy of ‘one
measurement - one indication'. Alarm analysis does move away from

that to some limited extent, but introduces some further uncertainty
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into the adequacy of the analysis, i.e. what degree of confidence can the
operator have in the output?

Most alarm suppression techniques are successful in reducing the
'head count’ of alarms. Williams (1985) suggests that combining
suppression techniques (such as the three approaches mentioned
earlier) would probably reduce the number of alarms initiated during
plant incidents by at least 50%, but also acknowledges the difficulties of
implementing the suppression regime. These problems aside, a recent
study by Sanquist & Fujita (1989) compared alarm suppression, in an
advanced system, with a system without suppression. The advanced
display coded annunciator alarm information by colour. Red indicated
anomalies that required an operator response. Yellow indicated
caution information that required operator monitoring, Green
indicated normal status information that required no operator action.
No coding was used on the conventional display. In addition, the
alarm reduction accomplished by a logic scheme reduced the number
of alarms by 80% for a variety of scenarios. However, their data
indicated that there was an increase in workload associated with the
advanced display. This was demonstrated in terms of more control
actions and a longer time required to bring the situation under control.
Sanquist and Fujita optimistically propose that this could be due to
more effective diagnosis and operational control. It certainly suggests a
possible shift in cognitive emphasis (Wickens & Kessel 1981), but
shows that alarm reduction does not produce those kinds of effects
expected. Baker, Gertman, Hollnagel, Holmstrom, Marshall & @wre
(1985) investigated a logical alarm reduction system, but were also
unable to show that this led to better performance. Paradoxically,
alarm reduction also reduces the amount of redundant information
that is available to the operator, which might, if it were present, be used

to enhance performance under certain circumstances. This is because
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the apparent redundancy of information may hide its usefulness in
keeping the operator abreast of the state of the process and
developments therein, as well as aiding the diagnosis task. It appears
that alarm reduction involves the operator in more monitoring and

searching activities, if performance is to be sustained.

Thus, whilst alarm suppression certainly appears to reduce the number
of alarms present, this ‘head count'is not the only criterion for success.
The reduction of alarms is only a success if it leads to enhanced
operator performance according to a variety of criteria which could

include:

* time to diagnosis

* mental workload

* number of control actions

* success of control actions

* quality of diagnoses and control actions
* 'output' performance

* detectionrates

From the studies briefly mentioned above (i.e. Baker et al, 1985;
Sanquist & Fujita, 1989), it is suggested that whilst the 'head count'is
down, the other criteria are not successful, and in some cases appear
blatantly unsuccessful. Development of a logic-based alarm reduction
system as described by Cortes (1991) claims possible benefits such as
improved productivity, reduced process down time, reduced operator
stress and lower control room manning. However, these claims have
yet to be validated.
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38. ALARM REDUCTION STUDY

3.8.1. Introduction

The following initial study was conducted in order to determine the
issues in alarm reduction issue a little further. The study considers two
factors at issue: the ratio of alarm to non-alarm information and the
rate at which information is presented. Often these two factors are
intertwined. By reducing the non-alarm information the effect is to
reduce simultaneously the rate at which information is presented. For
example if 60 alarms are presented in a minute, the rate is one per
second. If alarm reduction techniques halve the number of alarms
then the rate of presentation will have to become one alarm every two
seconds. The experiment conducted attempts to determine which of
these two factors makes the difference, the rate of information

presentation or the ratio of alarm to non-alarm information.

From the discussion of the issues in section 3.7. it was expected that
increasing the ratio of alarm to non-alarm information (as could
reasonably be expected by introducing alarm reduction techniques)
would have no effect on performance, but reducing the rate of

presentation would.

3.8.2. Method
3.8.2.1. Participants

Forty five undergraduate participants from Aston University aged
between 18 and 45 years volunteered to take part in this study.

3.8.2.2. Design

The participants were assigned to one of nine cells on a random basis,
i.e. which computer they sat at in a room determined their
experimental condition. They had no prior knowledge of which

condition was at which machine, and they chose where they wanted to
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sit. The cells are illustrated in figure 3.3. below. The temporal factor
contains three conditions: 1 second, 4 seconds and 8 seconds. The ratio

factor contains three conditions: 2 percent, 6 percent and 10 percent.

Temporal rate (secs)
1 4 8
5 5
R 21 5
a
t 6 5 5 5
i
o
Table 33, Experimental design,

3.8.2.3. Equipment
The experimental task was written in SuperCard and was run on
Macintosh II. participants were required to use the mouse and two

keys marked "S" for same and "D" for different.

3.8.3.4. Task

Participants were required to attend to a primary and secondary task.
The primary task required them to identify if the message presented in
a scrolling text display was one of the target ‘alarm' messages, or a
non-target message. They indicated their response by clicking on one
of five mouse buttons. When the primary task allowed, participants
were required to make 'same'/'different' judgments about a series of
paired figures in different axes of rotation. See appendix B1 for

examples of the primary and secondary tasks.
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3.83.5. Procedure

The experimental procedure was as follows:

Participants sat in front of the computer.

Participants read through the instructions (see appendix B1).
Participants practiced the primary task.

Participants practiced the secondary task.

Participants were presented with both tasks together.

Al U o < A

Participants were thanked for their involvement.

3.83.6. Measurement

Performance of the participants in both the primary and secondary
tasks was measured. Data from the primary task were classified in
signal detection terms into: hits, misses, false alarms and correct

rejections. Table 3.4. illustrates the classification system.

R Stimulus
e Target  Non-target
s . False
p Yes Hit Alarm
o

. Correct
1; No Miss rejection
e

Table 3.4, Four outcomes of signal detection theory

The data were transformed into a index of detectability: p(A). The
following formula shows the transformation explicitly:

p(A) = (0.5) + (Y-X) X (1+Y-X) / (4xXYx(1-X))

whereY=H/sand X=F/n

n = the number of non-target events

s = the number of targets

H =the number of hits

91



F = the number of false alarms.
The transformation was necessary because different volumes of alarm

information were presented in the different conditions as table 3.5.

illustrates.

Temporal rate (secs)

1 4 8

8 | 24 | 40
R 2| 00 | 200 | 100
N EREL
f 400 | 200 | 100
o 2 | 6 | 10
%) 1% 100 | 200 | 100

Table 3.5, Number of targets in each condition (in bold text in cells)
D ——

Therefore p(A) represents an index of detectability (Davies &
Parasuramen, 1982) which was used as a measure of the participants'

performance in response to the targets embedded within the non target
information.

Data from the secondary tasks were collected, this included response
time and errors. '

3.83.7. Analysis
The temporal and ratio data from the primary task were analysed in a

two factor ANOVA. The reaction time data from the secondary tasks
were analysed by ANOVA.
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3.84. Results

The results for the primary task are as follows:
Ratio: Fp 35= 0.769, p = not significant.
Temporal: F; 3 = 3.387, p<0.05

See appendix B2 for full summary tables.

The results for the secondary task are as follows:

Ratio: F 3p=1.431, p = not significant.

Temporal: F; 35= 0361, p = not significant.

See appendix B3 for full summary tables.

The temporal effects were further analysed by Scheffé's F test for post
hoc analyses. The results show that participants' target detection

performance in the four and eight-second condition was superior to
the one-second condition. This is illustrated in figure 3.7.
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3.8.5. Conclusions
The results from the experiment reported here indicate that the ratio of
alarm to non-alarm information is not necessarily important to

detection performance, but the rate at which it is presented, is. It would
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be difficult to determine an absolute rate of presentation to optimise
performance because there are so many influencing variables, such as:
type of information presented, context, other demands, knowledge and
skill of the human operator, etc.

However, this study does suggest that below a certain presentation rate,
the quantity of non-alarm information does not impair detection of
alarms. This leads to the suggestion that a large reduction in

non-alarm information impairs performance (as shown by Sanquist &
Fyjita, 1989) and a relatively small reduction makes no difference at all.
These finding are largely supported by similar studies in the field of
vigilance (Mackworth, 1970; Davies & Parasuraman, 1982; Warm, 1984).
This leads to the supposition that attention would be better directed to
other aspects of alarm system design to improve performance.

3.9. DESIGN CONSIDERATIONS

However, it is likely that the absolute number of alarms presented is a
side-track of the main issue, which for the purpose of human factors is:
can the operator manage the process efficiently and effectively?
Therefore, the presence of a large number of alarms is not a problem if
the operator can make sense of them and they do not interfere with the
task. The operators themselves may have sophisticated alarm sifting
heuristics. In a major incident, alarm presentation rate may be
somewhere between 50-300 alarms a minute in a nuclear power station
(Hickling, 1992). A substantial influence on the successful management
of the incident will be how that information is represented to the
operator. Therefore, it has been suggested that a more appropriate
solution may involve more effort in: the initial definition of alarms,
improved methods of presentation and the development of advanced
support systems (Williams, 1985). In addressing the question of what
to alarm, one should consider to whom the information would be
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useful. Alarms that are of use to the engineer are not necessarily going
to be useful to the operator, and vice versa. Typically, these are mixed
within the same system, providing the operator with a lot of irrelevant
information that could mask more important alarms. Similarly,
defining thresholds to trigger alarms requires careful fine tuning,
Unfortunately, plant commissioning is often a hurried process, leaving
the operator with many ‘false' alarms that are attributable to 'time-out'
or 'data transmission' failures (see chapter 5). Presentation of the
information may be largely dictated by screen capability and hardware
capacity, rather than human performance. The introduction of
information technology into the control room has not always gone
hand-in-hand with improved task performance. This is not because it
is unsuitable, but rather due to the maximisation of information
provided to the operator without due consideration to human
limitations. The transfer from large wall-based mimics to on-screen
mimics may have been a mistake. The VDU systems would be better
utilised as a means of supporting and investigating information
provided on mimic wall displays. The wall-mimic provides a
representation of the whole system, whereas single VDUs can only
competently provide modular representation of individual
components therein. Attempts to provide the multi-system image or
VDUs have failed because:

1. The representation is dictated by the screen dimensions,
and therefore is presented in such coarse details that make
it virtually useless;

2. When interrogating the system via VDU, the multi-
system image is overlaid with the page called up and
therefore cannot be referred to;

3. Focusing on individual components can lead to 'cognitive

lock up'i.e. the operator can fail to recognise that an
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important problem is developing elsewhere in the process.

Therefore, the provision of both large plant mimic and VDU system
would appear to combine the best of both worlds. The wall-based
mimic provides an overview whilst the VDU(s) provides a means for
investigation. The discipline of 'human factors' attempts to show
empirically that the optimum method for presenting information will
be determined largely by what the operator will be required to do with
it. Therefore, allowing the operator to capture the information in a
variety of forms and present it in a chosen format could enhance
performance. However, more research is needed before we can

confidently spell out how this may be put into practice.

Finally, the development of advanced support system could aid the
operator in controlling the process under alarm conditions. This could
take the form of developing expert systems, fault diagnosis aids and
computerised operating instructions. For these reasons pursuing the
'darkboard’ philosophy (i.e. eliminating all alarms in normal

operation) relentlessly may not always result in the performance

improvements expected.

3.10. CONCLUSIONS

From this chapter it would seem that computer mediated and
computer presented alarm systems could hold promise over
conventional systems. They offer the opportunity to present alarm
information in a manner that supports the human activities during
alarm handling. This is not suggesting that alarm reduction

techniques be used as they do not appear to have significantly
improved the task. Instead alarm enhancement methods are proposed.
Therefore it is suggested that the combination of the engineering

approach (what information can we provide) and the human factors
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approach (what information should we provide) will result in
complementary system design.

First, as has been illustrated, it is essential to consider the operators'
perspective of the alarm system, which needs to be supported in design.

Second, it is necessary to consider the implications of actual events in
systems design, as alarms do not occur as single entities but are often

connected with other alarms and embedded within other events.

Third, it is shown that reduction techniques alone do not hold the
answer. Some simple rule-based techniques may get rid of ‘nuisance’
alarms, but more powerful techniques may actually deprive the
operator of useful information.

Finally, it is proposed that one must consider the operators' activities
and abilities as well as technological capability. Thus the human

factors perspective has much to offer in the design of alarm systems.

It is therefore strongly recommended that human factors be used in
designing environments where alarm handling is important.

Engineers have recognised that past design has failed to be as usable as
intended and are starting to ask users what they would like in new or
re-designed systems. However, users are not any more aware of
human factors principles than the designers. It is suggested that a call
for human factors engineers to participate early on in the design cycle

will lead to more usable alarm systems.

97




From this viewpoint, it is intended that a analysis of the curent
'state-of -the- art' is necessary before the research into alarm systems
may continue. It is hoped that it will be possible to develop a generic
model alarm handling activities so that research studies into alarm

media may be persued.
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4. Operator Reactions to Alarms

A questionnaire was developed and administered to Control
Desk Engineers (CDEs) in different industries to survey their
reactions towards their alarm systems. This had three main
objectives. Firstly, to elicit the CDEs' definition of the term
‘alarm’. Secondly, to examine the CDEs' alarm handling
activities to develop a model of human alarm handling to
guide research of future alarm design. Thirdly to get
information on problems connected with the alarm system,
that could guide future design. A model of alarm handling
was produced which proposes 6 main stages: observe, accept,
analyse, investigate, correct and monitor. These six stages
may have different demands and it was proposed that an
alarm system needs to support these stages if it is to be
successful in Human Factors terms.

4.1. INTRODUCTION
The general aims of the survey were to obtain information to enable an
assessment of Control Desk Engineers' (CDEs) reactions to their alarm

system. Specific objectives of the survey were:

¢ To elicit the CDEs' definitions of the term 'alarm’ (see
questions 2-4 in appendix C);

* To examine the CDEs' alarm handling activities (see questions
5-12,15 & 18 in appendix C);

¢ To get information on problems with the alarm system (see
questions 13, 14,16, 17 & 19-22 in appendix C).
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41.1. Design

An 'Alarm Handling Questionnaire' was constructed to meet the three
main objectives outlined in section 1.1. The design was in accordance
with an approach proposed by Youngman (1982). The main phases
being:

® Brainstorming

¢ Exploratory interviews

* Draft items and scales

* Pilot questionnaire

* In-depth interview with respondents

» Restructure (remove redundant/add additional items)
e Survey.

In the brainstorming phase the purpose of the questionnaire was
elicited together with items that could meet with the objectives. The
over-riding considerations were to make the questionnaire easy for the
respondent to answer and for the researcher to score. The ideas from
the brainstorming session were supplemented with feedback from
interviews with process control designers and plant supervisors from
site visits. From these two stages the questionnaire was drafted. The
pilot study took the form of the items being administered orally to
plant operators. This pilot made the author aware of problems with
the design of the questionnaire and areas that needed redesign. The
questionnaire was restructured and inspected by colleagues at Aston
University. When it was felt that the resultant questionnaire was
suitable, the survey began. The questionnaire consisted of nine pages

and it was estimated that it should take 25 minutes to answer.

41.2. Scoring & Analysis

Content Analysis was employed for analysing the questionnaire data
(Kirakowski & Corbett, 1990). The main phases of this technique are:
data reduction, classification, and inference. The data were reduced by
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transcribing the open ended items and compiling the closed data. The
open ended items were then classified by looking for repetition in
responses. With all of the responses collated, inferences were drawn
which are presented with each of the studies and again in the
conclusions. All of the phases were carried out by the author, although

the classification system was checked by colleagues at Aston University.

4.1.3. Limitations

There were two limitations to the results. The first was the number of
respondents; only 22 replies were received of 225 questionnaires sent
out. This return rate was low (9.7%), but when one considers only the
sites that replied, the response rate is doubled (183%). This is not
unusual for postal questionnaires. However, data extrapolated from
such a small number must be treated with caution. The second was
that the sample surveyed was restricted to one power station, one
confectionery manufacturing plant and one chemical plant in the UK
Six organisations were contacted, and all agreed to take part in the
survey, but individual participation by the control room staff was
voluntary. Table 4.1. below shows the return rate of the companies

that responded.
ORGANISATION | Questionnaires Questionnaires
distributed returned
Ciba Giegy 35 3
Cadbury 35 ; 8
Nuclear Electric 50 11
Table 41, Return rate of questionnaires,

This low return rate was disappointing, and did not improve even
when numerous follow up telephone calls were made. Nevertheless,

the twenty two replies did provide some interesting results. These are
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considered in the following sections.

The sites that responded to the questionnaire were Ciba Giegy (a
chemical manufacturer), Cadbury (a confectionery manufacturer) and
Nuclear Electric (a power generation company). All sites were similar
in the respect that they essentially had complex plant that was
monitored from a central control room by skilled operators. The
purpose of this chapter is to consider each of the sites with respect to
the objective of the questionnaire listed in section 4.1. and to examine

which elements were common to all sites and_ which were not.

The results of the surveys are together within the chapter, with
conclusions comparing the sites at the end.

42. THE QUESTIONNAIRE STUDY

The respondents from Nuclear Electric were 11 self selected RDEs
(Reactor Desk Engineers) from a Magnox power station in the UK.
Their central control room experience ranged from a few months to
over 18 years. The respondents from Cadbury were 8 self selected CDEs
(Control Desk Engineers) from a process plant in the UK. Their central
control room experience ranged from 7 to 38 years. All respondents
were assured that their answers were to remain confidential, and
therefore numbers rather than names were assigned to individual
questionnaires. The respondents from Ciba Geigy were 3 teams of
CDEs (5 CDEs in each team) from a process plant in the UK. Their
central control room experience ranged from 1 to 5 years. The
respondents were requested to complete the questionnaire by the
assistant fire, safety and security officer. Unfortunately, due to some
misunderstanding the questionnaires were answered by a whole team
together, rather than individually. This probably led to some
censorship of thoughts. Also complete anomity was not assured,
because the assistant fire, safety and security officer wished to ‘check’

the questionnaires before they left the establishment.
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4.2.1. Definition
The questionnaire sought to gain the plant operator's definition of the
alarm system(s) with which they are familiar by asking three questions:

* What did they think the alarm system was designed for?
* What information did they get from alarms?
* How did they use alarms in their daily activities?

Content analysis of their responses resulted in four major
classifications:

* To gain attention

* To provide warning

* To support monitor and control actions

* To provide factual information.

To aid clarity, the frequency with which these answers were given is
presented in a bar chart in figure 4.1.

The answers suggested that the majority of RDEs from Nuclear Electric
believe that the alarm system:

* was designed to attract their attention,

* provides warning information,

* is used in accordance with monitoring and control activities.
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Factual Info.

10

Frequency of Answer

Design Information Activities
Question Asked
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The majority of CDEs from Cadbury believed that the alarm system:
* was designed to attract their attention and to warn of faults,

* provided warning information about the nature and location of

faults,
* provided information to initiate fault finding activities.

Figure 4.2. illustrates the frequency of responses.
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The majority of CDEs from Giba Geigy believed that the alarm system:
* was designed to alert them to abnormal conditions,

* provided information on the nature and location of the

problem,
* was used to support prediction and control of the plant state.

This is illustrated in figure 4.3.
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These responses suggest that there are some slight differences in the

way the purpose of the alarm system is viewed at different sites.

422. Alarm Handling
This section of the questionnaire attempted to explore CDEs alarm
handling activities in greater detail. It was hoped to draw a distinction

between what they do in routine situations, and what they do in critical

situations.

4.2.2.1. Priorities

This section sought to discover what the operational priorities of the
CDEs were, and to see if there was any consensus among the
respondents. Item 5 asked respondents if it was more important to

them to rectify an alarm that had already occurred or to prevent an
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alarm from occurring. Most responses went for the latter option,
suggesting that the majority of this sample feel that it is more
important to prevent rather than cure an alarm. This is illustrated in

figure 4.4. below.

[l Nuclear Electric
7 Cadbury
] Ciba Geigy

10

Frequency of responses

Rectifying Preventing

Which is the more important activity?

vV

[tem 7 sought information on how regularly plant operators
deliberately scanned for alarms if unprompted. Figure 4.5. shows that
there is quite a spread in opinion to this question, and may largely
depend on individual plant operators' preferred working practices.

The respondents from Ciba Geigy reported that they never scanned for
alarms, and always waited for the audible cue before attending to the

alarm panel.
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[l Nuclear Electric
i Cadbury
7] Ciba Geigy

Frequency of response

7 4 %

Everyminute  Everyhour Once pershift  Itdepends

Deliberate scanning of alarms

Figure 45, The { it which CDE tor al

The next item was concerned with the operational goals of the plant
operators in their daily activities. What is their order of priority, and
where does alarm handling fit into their task goals? They were
requested to rank each of the following items in order of importance to
them. The results show some consistency, and the overall rankings for
Nuclear Electric, Cadbury and Ciba Geigy are shown in figures 4.6, 4.7.
and 4.8. repectively.

. Ensuring Safety

. Following Operational Procedures

1
2
3. Meeting Loading Targets
4. Increasing Efficiency

5

. Reducing the Number of Alarms.

Rigure 46 CDEs order of priaity at Nuclear Hlectr
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1. Ensuring Safety

2. Following Operational Procedures
3. Meeting Loading Targets

3. Increasing Efficiency

3. Reducing the Number of Alarms.

Fieure 47. CDEs order of priority at Cadl

1. Ensuring Safety

2. Following Operational Procedures
3. Increasing Efficiency

4. Meeting Loading Targets

5. Reducing the Number of Alarms
6. Maintaining Morale.

Figure 48, CDEs order of priority at Ciba Gel

This may reflect a very strict training in which this order of priority has
been drilled in to each member of the team across a range of industries.

42.2.2. Modelling CDE Behaviour

Many theoretical models have been developed to explain control room
behaviour, but very little empirical evidence has been presented in
their support, outside of the experimental laboratory. This
questionnaire aimed to get some insight into plant operators' activities
by the use of critical incident technique: to ask them what they did in
response to routine alarms, and what they did in response to critical
events. The following model was constructed from the answers to
item 11 and further supported by the answers to item 18 which
highlights the difference between routine incidents involving alarms
and critical incidents involving alarms. The reponses are shown in
figures 4.9. (Nuclear Electric), 410. (Cadbury) and 4.11. (Ciba Geigy).
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“1. Observe the alarm;

2. Accept the alarm;

3. Decide if it's important;

4. Take the necessary action to correct the fault con dition;
5. Monitor the situation closely until stable again and

alarms are reset"

Figure 49. Alarm handling at Nuclear Electr]

In more critical situations additional activities are performed. The CDE
will “ try to find out why the alarm has initiated through investigative
procedures". This is the main activity that distinguishes critical from
routine alarm handling shown in figure 49. In all other respects the

activities may be classified under the same headings.

“1. Observe the alamm;

2. Press the 'acknowledge’ button;

3. Decide on the importance of the alarmy
4. Find the fault;

5. Rectify the fault;

6. Monitor the panel”

Figure 410, Alarm handling at Cadbury

Additionally they report that in critical incidents involving alarms
they perform an additional activity of “investigating why the alarm
went off"before attempting to rectify the fault. This is the main
activity that distinguishes critical from routine alarm handling shown

in figure 4.10.

“1. Hear the alarm;
2. Mute the audible alarm;
3. Display the alarm;
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4. Accept the alarm;

5. Assess the situation;

6. Take appropriate action;

7. Monitor alarm condition until out of alarm status.”

Figure 411. Alarm handling at Ciba Gei

However, if the alarm is associated with a ‘critical' situation, additional
activities are carried out. These are to “check the plant, inform the
supervisor and initiate the appropriate recovery sequence." This is the
main activity that distinguishes critical from routine alarm handling
shown in figure 4.11.

Further investigation into the alarm handling was promoted by items
6 and 12. Item 6 asked plant operators to give the approximate
percentage of time spent in each of the stages whilst handling alarms.
The stages presented in figure 4.13. were derived hypothetically from
the literature and through discussion with collegues. This is presented
below in figure 4.12.

Detect

v

Assess

v

Diagnose

i

Compensate

v

Evaluate

LTI ——

Itis interesting to note that the largest percentage of time is spent in the
assessment stage (see figure 4.13).
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Item 12 relates to one stage of alarm handling namely diagnosis. Plant
operators were asked how they diagnose faults based on alarm
information. As figure 4.14. illustrates this is mainly based on past
experience, but sometimes also includes the pattern of alarms and
order of occurrence. The suggestion that past experience plays the
major part in diagnosis places an important emphasis on the training
of plant operators to present to them a wide range of conditions, some

of which may only be encountered very infrequently.

Detection
Assessment
Diagnosis
Compensation
Evaluation

OSESHE

Bainbridge (1984) suggested that past experience can play a major part
in diagnosis, but that this could also be a potential source of error, as it
may be misleading, It puts an emphasis on encountering a wide range

of plant conditions if it is to be a successful diagnosis strategy.
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Past Pattern of Order of Other
experience alarms occurrence information

Nuclear
Electric

Cadbury

Ciba Geigy

Mostly

Sometimes

Hardly ever
Fi 414, Di < £ | inf {

423. Problems with Alarm Systems
The final aim of the questionnaire was to elicit from RDEs what

problems they encountered, and what might be done to alleviate them.

4231. Missed Alarms
The responses to item 9 made it reasonable to suppose that alarms are
missed, and 5 examples occurred recently. Reasons encountered by

RDE:s for missed alarms are illustrated in figure 4.15.

The major reported reason for missing alarms given was the masking
phenomenon, where the alarm was masked by the presence of other
alarms. This perhaps gives some insight into why the assessment stage
of alarm handling takes up so much of the RDEs time. Nearly half of
the reasons given for masking were related to the number of alarms
present, the rest of the reasons were; non urgent, non related,

repeating, standing, and shelved alarms.

Failures of the alarm system (bulb failures and alarm analyser failure

and reset) contributed to approximately a quarter of reported reasons
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for missing alarms. It seems that an improvement in the robustness of
the system could significantly reduce the number of alarms missed this

way, but ironically, might contribute to the masking phenomenon.

The rest of the reasons given were: leaving the CCR, not checking at
start of shift, distraction in the environment (people and tasks), the

significance not appreciated and boredom with the tasks.

a3 Masking
Bulb Failure
Analyser Failure
Leaving CCR
[ Not Checking
[ Distractions
B Significance
Bordom

with w W

The responses to item 9 from Cadbury made it reasonable to suppose
that alarms are missed, and four examples occurred recently. The main
reasons for alarms being missed were related to: inadequate training,
not being present in the control room, jamming the audible alarm,
system failure and the distraction of attending to other tasks. These

responses are illustrated in figure 4.16.
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Inadequate training
Out of CCR
Jamming

Failures

Distraction

If alarms are being missed, then it follows that they have not been
detected. This may provide a starting point for consideration of how to
support the detection stage of alarm handling. If the alarm has not
been detected, the information cannot be passed to the subsequent

alarm handling stages.

No missed alarms were reported by the Ciba Geigy teams, but this is
difficult to believe. Given the CDEs' awareness that the questionnaire
was going to be seen by members of the management team before
leaving the site may well have led them to be cautious about what they

were prepared to reveal.

4.2.3.2. Decision Making
Item 16 asked plant operators what aspects of the information
presented to them in the CCR hindered the diagnosis of the cause of

the alarm. The data as presented in figure 4.17. may appear conflicting
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at first sight, i.e. the responses were both too much and too little
information. However, when considered with other responses
(difficulties in finding and interpreting information) it may be inferred
that there are problems with the appropriateness of the information
presented. For instance there may be too much of the wrong sort and
too little of the right sort, making the process of determining causality
difficult. This demonstrates that the alarm system does not appear to
be supporting the investigative processes of the plant operators during

the diagnosis stage of alarm handling.

Too little information

Too much information

Info too difficult to find

Info too dificult to interprete
Other

The responses from Cadbury suggest that there is too little information
to diagnose from, and what information is made available is difficult to
interpret. This is an often cited problem of using essentially ‘raw' plant
data (Goodstein, 1985). The responses from Ciba Geigy suggest that
there is both too little and too much information to diagnose from.
This suggests that the information is not of the right type to aid

diagnosis.
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Item 13 asked plant operators to estimate the percentage of decisions
that they considered to be rushed. Just over half of the RDEs at Nuclear
Electric thought this accounted for about twenty percent of their
decisions. Cadbury CDEs thought this accounted for most of their
decisions. Ciba Geigy CDEs thought this accounted for between about
twenty percent of their decisions. This adds to the plant operators'
problems, not only do they have difficulties in finding the relevant
information, but they are occasionally expected to find it too quickly.

Related to item 13, item 14 asked what was the nature of these rushed
decisions related to. The responses from Nuclear Electric appear to be
related to (in order of frequency) product, safety, time schedules and
work practices. The responses from Cadbury appear to be related to (in
order of frequency) product, time schedules, work practices and safety.
The CDEs from Ciba Geigy offered no opinion to this item.

Item 17 asked plant operators if they ever felt under pressure to clear an
alarm. The responses from Nuclear Electric and Cadbury were roughly
split in half between 'yes' and 'no'. Four from Nuclear Electric

reported that they felt pressure from the shift supervisor, but other
sources were also mentioned. These included their own personal
working practice. Two of the Cadbury CDEs' responses reported that
they felt pressure from the shift supervisor, but other sources were also
mentioned. Two teams from Ciba Geigy reported that they felt

pressure from the shift supervisor.

4233. Improvements in Design

Nine of the eleven RDEs from Nuclear Electric who responded to the
questionnaire thought that their alarm system could be improved.
Responses to item 19 are illustrated in figure 4.18. These ideas were
largely reiterated in response to item 22, Starting at the top right of
figure 4.18. the suggestions were: highlight initial cause (to aid
diagnosis), suppress irrelevant information, improve clarity of
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presentation, increase time to read information (to aid detection,
assessment and evaluation), not using alarms as ‘normal' (within

given context) status indicators, provide clear reference of what action
is required on receipt of alarm (to aid compensation) and an improved
means of communicating the situation when handing over the control
desk.

This may figure as the RDEs 'wish list' for their alarm information
system, but none of these requests seems unreasonable. However,
their implementation may not be easy, and might require a redesign of
the whole system. The issues presented here are supported by Andow
& Roggenbauger (1983) who suggest that the alarm system is often a
source of problems during operation. As Sorkin (1989) notes, "liberal
response criteria" (the notion that a missed alarm costs more than a
false alarm) for alarm systems can produce high alarm rates and
subsequent reductions in performance. In addition, the manner in
which information is presented can make it difficult to determine the

underlying condition of the plant.

Initial Cause
Suppression
Presentation
Time

Status Indicators
Actions
Explanations

moOESESE
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Four of the eight Cadbury CDEs who responded to the questionnaire
thought that their alarm system could be improved. Suggestions for
change include; aiding the fault finding process, keeping a permanent
record of alarms as a ‘look-back' facility, and the improved use of
coding (i.e. tones) to speed up the identification and classification

process.

[ronically none of the teams from Ciba Geigy thought that their alarm
system could be improved. This is a little incogruous considering the

points they raised in previous sections.

4234. Resistance to Change

In response to item 20 only 1 RDE said that he would resist change:
'Because [ know this system well. However, another RDE suggested
that although he would not resist change he said 'Not sure what new
system could offer’ & 'Good systems are difficult to design’. Six CDEs
had experienced other systems (Item 21) and only 2 preferred the
present system. It may be inferred from the comments that early CRT
based displays were poor (slow, poor quality and low on detail), but
annunciator systems were good (spatial information, references, clear
and concise). In response to item 20 only 1 Cadbury CDE said that he
would resist change: '‘Because I know this system well'. One CDE had
experienced another system (Item 21) but preferred the present system.
It may be inferred from the comment that the early alarm displays were
poor (low on detail), but that the current system gives more accurate
information. None of the teams from Ciba Geigy said that they would
resist change, but two qualifying statements were added. The first
comment was: “resistance is futile” which mi ght suggest that the
relationship between management and the CDEs might leave
something to be desired. The second comment was: "if it was to
improve’, which suggests that the CDEs are aware that not all changes

are necessarily improvements.
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Four of the eight Cadbury CDEs who responded to the questionnaire
thought that their alarm system could be improved. Suggestions for
change include; aiding the fault finding process, keeping a permanent
record of alarms as a 'look-back' facility, and the improved use of
coding (ie. tones) to speed up the identification and classification
process.

Ironically none of the teams from Ciba Geigy thought that their alarm
system could be improved. This is a little incogruous considering the

points they raised in previous sections.

4234. Resistance to Change

In response to item 20 only 1 RDE said that he would resist change:
'‘Because I know this system well. However, another RDE suggested
that although he would not resist change he said 'Not sure what new
system could offer’ & 'Good systems are difficult to design'. Six CDEs
had experienced other systems (Item 21) and only 2 preferred the
present system. It may be inferred from the comments that early CRT
based displays were poor (slow, poor quality and low on detail), but
annunciator systems were good (spatial information, references, clear
and concise). In response to item 20 only 1 Cadbury CDE said that he
would resist change: '‘Because I know this system well'. One CDE had
experienced another system (Item 21) but preferred the present system.
It may be inferred from the comment that the early alarm displays were
poor (low on detail), but that the current system gives more accurate
information. None of the teams from Ciba Geigy said that they would
resist change, but two qualifying statements were added. The first
comment was: ‘resistance is futile’, which might suggest that the
relationship between management and the CDEs might leave
something to be desired. The second comment was: "if it was to
improve’, which suggests that the CDEs are aware that not all changes

are necessarily improvements.
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43. CONCLUSIONS

The responses in the questionnaires retured from the three industrial
plants are summarised below. In all cases the alarm systems were VDU
based. The 'reactions' of CDEs were the reports of:

¢ alarms as aids in the central control room (CCR);
*  priorities in the CCR;

* problems related to alarms;

* problems related to fault diagnosis;

* suggested improvements to the alarm system.

Table 4.19. illustrates that the use of alarms as aids in the CCR varies

in the emphasis on activities they support. The order of priorities was
found to be similar across industries: ensuring safety being rated as the
most important and reducing alarms typically rated as the least
important. Problems associated with the alarm systems appear to be
largely context specific, whereas problems related to diagnosis appear
to be similar. Finally, suggested improvements appear to be related to
the particular implementation of the alarm system. These studies
provide practical illustrations of shortcomings of alarm systems that
may be industry-wide, and not just related to one particular

implementation.
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ALARMS CIBA-GEIGY NUCLEAR CADBURY
ELECTRIC
RESPONDENTS | 3teamsof5 11 individuals 8 individuals
individuals per
team
PRESENTATION | VDU and audible | VDU and audible | VDU
tone tone
AIDS Support prediction| Support Fault finding
and control monitoring and
control
Safety Safety Safety
S.0.Ps S.0.Ps S.0.Ps
PRIORITIES Efficiency Targets Efficiency &
Targets Efficiency Targets &
Alarms Alarms Alarms
Masking Inadequate training
Technical failure | Notin CCR
PROBLEMS None Leaving CCR Jamming
Other System failure
Distractions
Too much info Too much info Too little info
Too little info Too little info Info difficult to
DIAGNOSIS Info difficult to find interpret
Info difficult to
interpret
Highlight cause Aid fault finding
Better presentation| Record alarms
IMPROVEMENTS| None Supression Aid analysis

Table 419, Summary of questionnaire responses.

However, despite differences in the implementations of alarm systems

(as illustrated by the different reactions to alarm systems illustrated in

the table above) there do appear to be distinct similarities in the way in
which CDEs describe how they deal with alarms. The model derived
from the content analysis of the question asking what operators

typically do in response to alarms, and what they do in critical
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situation is more complex than the model originally concieved prior
to the survey. Before these studies were undertaken, a simple five
stage model of alarm handling was conceived, comprising: detection,
assessment, diagnosis, compensation and evaluation. This is
illustrated in figure 4.20.

Detect

v

Assess

v

Diagnose

v

Compensate

v

Evaluate

Figure 420, Simple model of alarm handli

However, on the basis of the responses to the questionnaire, a new
model was constructed. The descriptions of alarm handling may be
formed into a model, to suggest that: CDE's report that they will
observe the onset of an alarm, accept it and make a fairly rapid analysis
of whether it may be ignored, dealt with superficially or require

further investigation. Then, even if they feel that it may require

further investigation, they may still try to correct and cancel it just to
see what happens. If it cannot be cleared, then they will go into an
investigative mode to seek the cause. Then in the final stage the CDE
will monitor the status of the plant brought about by the corrective
actions. The high cognitive level "Investigation" is what

distinguishes critical from routine incidents in the model presented in
figure 421. The terms are derived from the language used by the CDEs
as close as was possible in achieving a consensus.
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CRITICAL ROUTINE

Observe

l

Accept

l

Analyse

l

: Correct

]
Investigate l

.......... Monitor

This model was largely supported by respondents' answers to the
questionnaire. The model of alarm handling proposed is based on the
responses to this questionnaire, and although intuitively it appears
sensible, this does not necessarily mean that it is absolutely correct.
The model is validated in the next chapter.
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5. Observational Studies of Alarm
Systems

These studies were undertaken to collect data on the
occurrence of alarms in a control room, using observational
recording techniques. This, it was hoped, would provide
some insight into the different demands made on the Control
Desk Engineers (CDE) by the alarm system. Specific objectives
of this chapter are: to qualify how alarm handling fits in with
other aspects of the CDE's duties; to collect data on: the type of
alarm signal, when it occurs, its message content, the
expectation of the CDE's, the urgency of the alarm message,
the type of action to be carried out by the nurses in response to
the alarm, and any other appropriate remarks; and to consider
the human factors issues appropriate to the design and
improvement of alarm systems. Two studies were conducted
at conventional power stations, one study was carried out at a
confectionery manufacturing plant and one in a coronary care
unit. From the presented data, the main findings suggest that
very few messages could be truly called 'alarms, i.e. that they
attract attention, were not predicted and call for intervention.
Most alarms were expected, confirmatory or acted as guiding
information. This has important implications for design.
The observational studies also supported the alarm handling
behaviours introduced in chapter 4.

5.1. INTRODUCTION
The studies presented in this chapter follow surveys of Control Desk

Engineers' (CDE) reactions to alarm system carried out in other
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industries, and attempts to quantify some of the previous findings. An
observation form was developed for the recording of the appearence of
alarms in a central control room to monitor human supervisory

control. The observation form was developed from Kragt & Bonten
(1983). The studies undertaken collected data on the occurrence of
alarms in a control room, within given time periods, using

observational recording techniques. It was decided to observe different
shifts to provide a comparison of the alarms occurring in different
operational phases. It was hoped that this would provide some insight
into the different demands made on the CDE by the alarm system.

5.1.1. Aims & Scope
Specific objectives of the study were:

* To qualify how alarm handling fits in with other aspects of
the CDE's duties, collected via interview;

* To collect data on: the type of alarm signal, when it occurs,
its message content, the expectation of the CDE, the
urgency of the alarm message, the type of action to be
carried out by the CDE in response to the alarm, and any
other appropriate remarks;

¢ To consider the human factors issues appropriate to the

design and improvement of alarm systems.

5.12. Methodology

The observations were collected on an observations form (see appendix
D) which had been adapted from Kragt & Bonten (1983). The major
difference between this investigation and that of Kragt & Bonten is that
the data collection was performed by the researcher and not the CDE.
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This approach therefore avoids methodological problems associated
with variability in data collection by providing consistency of recording
techniques. This research also challenges the utility of 'static’' alarm
review procedures used alone (e.g Fink, 1984) to suggest that it is the
dynamic aspects of the alarm system in the context of events on the
plant that show its true nature. If it were not possible to review the

- alarm system dynamically, because it had not yet been commissioned,
then the use of scenarios (such as used by Reed & Kirwan, 1991) would
be advocated. The observation form has ten main sections, which are:

TIME This allows the recording of the alarm's
appearence in hours and minutes.

ALARM  The alarm message and/or its grid reference (see’
appendix E) may be recorded here.

SIGNAL  Details of the status of the alarm; oncoming,
accepted, returning to normal, or standing is
checked in the appropriate box.

CLUS/OSC Whether the alarm is part of a cluster or an
oscillation is recorded.

TYPE If the signals are visual, auditory or both.

EXPECTED The CDE's expectation of the alarm was recorded.

URGENCY Urgency of the alarm.

ACTION  The actions taken by the CDEs were classified into:
preceding (before the alarm), standard (part of a
Standard Operational Procedure (SOP)),
non-standard (not part of an SOP), no action and
maintenance (actions done by the maintenance
staff, not the CDE).

PLACE The place where the action was taken could be
classified into: inside the control room, outside
the control room and via the telephone.
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REMARKS This allowed any additional comments to be
recorded, such as why the alarm was up and what
it related to.

The observation sheet provided a standardised format for the recording
of the annunciators. This enables an analysis to be performed. Other
data collected consisted of notes from the informal interview, and
listings of the annunciator messages taken from the panels and VDU

screens.

5.1.3. Application Areas

It was decided to investigate different application areas of human
supervisory control tasks. Two studies were conducted at conventional
power stations, one study was carried out at a confectionery
manufacturing plant and one in a coronary care unit. This breadth of
applications should provide an insight into universal difficulties
associated with alarm systems as well as providing some 'ecological’

validity for the model of alarm handling proposed in chapter 4.
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52. RUGELEY POWER STATION

5.21. Introduction

This study was carried out in the control room of a UK. power plant
(see appendix F1). The plant produces electricity by means of a three
stage energy conversion process: chemical to heat to mechanical to
electrical. This process determines the plant layout and subsequently
the information that the CDE is presented with. Very briefly, coal and
oil are burnt to heat water (the chemical to heat conversion), then
steam drives a turbine (the heat to mechanical conversion) and finally
the turbine drives an alternator (the mechanical to electrical
conversion). Thus, the instrument panels convey information to the
CDE relating, more or less, to each of these stages (see appendix F2).
This particular control room has been operational for over three
decades, and the alarm system has undergone successive fine 'tuning’.
It is therefore reasonable to suppose that it ought to be a good example
of its type.

The alarm system is mainly confined to annunciator panels above the
instruments on back panels in the control room. It has a static
urgency rating which can be determined by the colour of the tile and a
bell. This gave a four level urgency ranking from:

very urgent (red tile plus bell);
urgent (red tile, no bell);
less urgent (yellow tile, no bell);

not urgent (white tile, no bell).

All alarms that are presented have to be accepted by pressing an ‘accept’
key, some of which may be reset, others simply extinguish themselves
when the condition has past. The annunciator panels consist of tiles in
groups relating to the plant area to which they belong (see appendix

F3). Thus it was possible to establish a grid reference system for easy
recording during the observational studies.
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5.2.1.1. Tasks of the Control Desk Engineer

The CDEs duties are varied in terms of both their nature and demand
and could broadly be described as maintaining the safe and efficient
operation regarding the plant, personnel and output. These duties
include: maintaining load during 'normal’ operation, dealing with

plant failures and faults, changing plant loadings, commissioning and
decommissioning plant, start up and shut down of plant. The job has
been described as "99% boredom and 1% panic”which highlights the
extremes in demand that can be placed on the CDEs. The maintenance
of motivation and interest can be contrasted with the other extreme
where the CDE has to cope with critical situations. Alarm handling is
an integral part of their duties. During 'normal’ operation there are a
few key areas that need to be monitored, such as furnace pressure,
drum level and output power level (megaWatts). Whereas in a
proceduralised operation such as 'start-up' the instruments to be
checked will be largely dependent upon the operational phase the plant
is in. The alarm annunciator panel is part of the CDEs' information
system and they are reliant on it for information about the plant that
may not be available elsewhere. However, under certain conditions,
such as a unit trip, too many alarms can make the determination of
causality difficult. Further, “many of the alarms are self evident”and
therefore their status as 'alarms'is questionable. An annunciator may
tell the CDE as much as an instrument can, but they are only
occasionally 'alarms'. Given that confusion may result by the
interchangable use of the terms 'annunciator' and 'alarm’, this section
will opt for the term 'annunciator’ except where ‘alarm' is meant.
Should a message displayed by an annunciator reach ‘alarm’ status, the
CDE will typically react first to the most important to stop damage
occurring to the plant. They will try to stabilise the plant, so that they
are in a position to predict and anticipate future events. This will be
typified by a intermittent sampling of the instruments.
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CDE's do not act autonomously, but as part of a team. The team
consists of a supervisor, who occupies a central desk and has direct
responsibility for the plant being monitored by the panel behind him
and overall responsibility for the two pairs of CDEs operating the two
plant units in front of him. Each of the plant teams consists of a CDE
and an assistant CDE. The team have contact with maintenance
engineers via telephones and face-to-face when they enter the control
room. The supervisor may make requests or ask for information in
order to direct the behaviour of the CDE in normal operation. In other
situations the supervisor may work more closely with the CDE. The
assistant CDE may have responsibility for accepting the alarms,
particularly if the CDE is busy with other tasks. Under these conditions
the assistant CDE needs to keep the CDE abreast of any important
developments. Therefore communication of information takes place

without using the displays.

This study differs from previous investigations (e.g. Kragt & Bonten,
1983) in its attempt to compare alarm messages in two quite different
plant activities, 'start-up' and ‘normal' operation, rather than
continuous plant operation. The literature on demands made on the
human operator in process control leads one to suspect that far more
alarms occur during start up procedures than in normal running
(Wickens, 1984; Woods, 1988; Sorkin, 1989). Start-up involves the
CDEs in quite critical tasks, which require step-by-step proceduralised
operations to get the plant through finite phases. Their activities are
clearly goal based, and the implementation of the next stage is
dependent on the success of the last. Normal operation is typified by
'trimming' behaviour, where the CDE will watch a few key
instruments to keep aware of the plant state, and any adjustments are
likely to be quite small. This awareness is enhanced by the periodic
reading of instruments, and occasional testing activities. They are also
looking for evidence of impending failure by the automatic systems, so

that they may intervene if necessary. Part of the purpose of the
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information displays, such as the annunciator system, is to keep the
CDE abreast of the status of the system, and to call for help if the
automatics fail to cope.

52.1.2. Description of the Study

The main phases of the study were as follows:

Phase Information collected

1 Observation of alarms occurring within start-up
procedure (8 hours)
2 Observation of alarms occurring within normal

operation (8 hours)
Recap of phase 1
Informal interview with CDE

Photographs of control room
Listing of alarms

5.2.2. Study of Annunciators

The observation studies outlined as phases 1 and 2 above provided the
raw data for this section. The active annunciators are detailed in
appendix F4.

5.2.2.1. Total Annunciators

It was decided that the most interesting way to look at the data would
be a comparison of the annunciators in 'start-up' and ‘normal’
operation. The table below indicates the total number of annunciators

that were observed on both occasions.
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Annunciators
3o —
Shift AR L
Start-up 0| 23] 204 4 | 231
Normal 0 11 | 229 4 | 244

As table 5.1. illustrates, there were no red-plus-audible annunciators

present during these observational studies. Most of the annunciators
present were coded yellow indicating that they were of the less urgent
type. Unexpectedly there were approximately the same number of
annunciators observed on the two occasions, though the figures in the
table included oscillatory and standing annunciators. It is necessary to
break the figures down further to explore this finding,

Table 5.2. shows that more signals return to normal than are oncoming
during 'start-up', whilst the numbers are the same for ‘normal’

operation. This is because there are more standing annunciators in
start-up, which are gradually reduced as the procedure progresses. This

can be more clearly seen in figure 5.1.

Urgency
Start-Up Normal
I
Signal & >~ = & > =
Oncoming | 17 | 43 0 9| 26 4
Accepted 17 | 43 0 91 26 4
Return 21 | 57 4 91 26 4
Table 52, Urgency and signal type,
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5.2.2.2. Standing Annunciators

Figure 5.1. illustrates the total number of standing annunciators that
were present on the observer's arrival and departure in both of the
observational studies. Clearly there are far more during the start-up
procedure than in normal operation, as was expected. Of the 49
annunciators standing on departure from the site, 41 were the same as
noticed on arrival. Whereas, for normal operation, 15 of the 19
annunciators were the same as indicated on arrival. So, whilst fewer
standing annunciators are present during normal operation, a greater
percentage of them are standing for the entire shift. The reasons for
the presence of standing alarms include: maintenance, known
problems, maladjustment, testing, faulty components and
idiosyncrasies of the system. The last of these categories provides two
examples. One alarm has been on continually for the past 17 years.
Another indicates that a valve is 20% open and stays on despite

another indicating that the valve is now 70% open.

B Start-Up

80 - Normal

Total Number Observed

Arrival Departure

Standing Annunciators

134



5.2.23. Plant Phases

Figure 52. illustrates the annunciators displayed in each annunciator
panel section as recorded in the studies, omitting the standing and
oscillatory annunciators. The data gathered indicate that most of the
annunciators are linked to the operational phase in 'start-up'. This is
because there are identifiable discrete phases that the plant can be seen
to go through which can be compared with the annunciator message

that occurs. In this study seven such phases were identifiable, these are

as follows:

Fill boiler, start fans, start firing and open vents.
Close vents and pressure rises.

Warm pipe work between boiler and turbine.

= W N o

Vacuum rising, turbine warming, and watching turbine for
faults.

5. Run down as blades expanding too quickly, wait and allow to
cool.

Run turbine up to 2000 r.p.m.

7 Increase firing on boiler, put mills into service and increase
load.
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By looking at the phases and the associated annunciators in appendix
F5 most of the annunciators seem to be explained by their associated
phase and are expected. Thus the annunciators may be used by the
CDEs for their confirmatory properties. Obviously 'normal’ operation

has no phases.

5.2.2.4. Alarms & Status Indicators

By asking the CDE about the annunciator messages, it was possible to
get some indication about their status as alarms. It is assumed that an
alarm draws the CDE's attention to an aspect of the plant to: be borne in
mind during subsequent activity, requires some immediate direct
action, transmits the information to another individual who needs to

be informed about the message, e.g. a maintenance engineer. Figure

5.3. demonstrates that the vast majority of annunciator messages are

indications of plant status, and not alarms as such.
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B Start-Up
200“ 7 Normal

100 A

Frequency

Alarms Status indicators

Classification of Annunciators

Figure 5.3, Classification of al s indicato

In summary, figure 5.3. indicates that contrary to expectations, most
annunciators are not alarms. Whilst figure 5.1. showed that during
'start-up' more standing annunciators were present, figure 5.3. shows

that during 'normal’ operation more status indicators were present.

The alarms and status indicators for study 2 (the ‘normal’ operation
study) are broken down further in table 53. With the oscillations
removed from the figures and a further class of maintenance
annunciators introduced, the distribution between 'alarms' and others
appears more even. A chi-square analysis of the data (see appendix F6)

in table 5.3. shows that the difference between expected and observed

frequencies overall is not significant ()¢ with 4 df =2.48). This means
that the annunciator panel did not display tiles that were biased toward
any one of the three categories (alarm, status indicator and

maintenance) during the observational study. This serves to reinforce
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the multi-function purpose of the annunciator panel. (It was not
possible to collect comparable data for classification of the annunciators

in 'start-up' due to limitations of time.)

Classification

|

8
[+]
5 =
E|l g |2
o © ‘s
Observation | < h | =
Arrival 5 7 5
During shift 71 181 14
Departure 3 9 S

Table 3. Classification of : i lat

5225. CDEs'expectation of alarms

Table 54. shows that most of the annunciators were either expected by
the CDE, or could easily be explained by the condition of the plant and
therefore did not satisfy the criteria of 'unexpected' (i.e. could not be
predicted). Of the three messages that could be classified as unexpected;
one required a message to be written to maintenance, one required

direct action (to relight a burner), one required further investigation
and turned out to be spurious.

Expectation

Start-Up | Normal

] S

B8 |8 | %
g &35 | &

2 :

Action type D 3‘ -
Action 0 1 i 1
No Action 105 01210 O
Maintenence| 4 0 8 1

i : { sietiond
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Therefore it is very unusual for an annunciator to occur that surprises
the CDE. As one CDE put it: "If  am doing my job properly I won't get
any surprises’, but even the most vigilant and well motivated CDE
cannot be expected to predict truly unforeseen events. It is the function
of alarms to signal these surprises so that the CDE may take appropriate
action. However, there do not appear to be any more unexpected

annunciators for 'start-up' than during 'normal’ operation.

5.2.2.6. Annunciator presentation rates

From the data collected it was also possible to get some indication of
the annunciator rate for both the 'start-up' and normal operation. It
should be noted that the oscillatory annunciators have not been
included. Figure 54. shows that the rates are a lot slower for ‘normal’

operation, which supports the subjective feeling of greater activity in

'start-up’.
4654 B Start-Up
72 Normal
& 41

<11 2 3 4 5 6 7 8 9 10 >20>30>40>50>60

Presentation in Minutes (not including oscillations)

Figure 54, 2 at .
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5.22.7. Return-to-normal rates

Figure 55. illustrates the rate at which annunciator conditions return
to normal. It appears that the majority of annunciators in the 'normal’
operation study return to normal within one minute of their onset,
whereas in 'start-up’ over fifty percent take more than one minute,
and twenty-five percent take more than ten minutes. It should be
noted that oscillatory annunciators, which often return to normal
almost immediately, are not included in these figures and are dealt

with in figure 5.6.

Bl Start-Up
20 1 Normal

Observed Frequency
o

A
o
/4 ' I/ 77777777727 72727 7277
<1 1 2 3 4 5 6 7 8 9 >10

Return to Normal Rate in Minutes

Figure 55. Observed frequency of return to normal rates.

It became apparent in the studies that it was difficult to notice an
annunciator returning to normal as there was no prior indication that
this was about to happen. The extinguishing of the light behind the
annunciator tile could easily be missed if the observer was looking at

another panel, and the darkened tile would not necessarily indicate to
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the observer that a change had taken place. Therefore the observer was
reliant on either catching the light extinguishing or on the CDE
pointing this out.

5.2.28. Oscillations

Whilst the CDEs appear to be less busy in 'normal’ operation, at least at
a superficial level, figure 5.6. shows that there are over twice as many
oscillatory annunciators to deal with. Thus activity needs to be
measured in terms of tasks rather than simply the number of
annunciators present. However, it becomes clear that a major
difference between operations is that during 'start-up' more standing
annunciators are present, whereas during ‘normal’ operation more

oscillating annunciators are present.

200 1

Number of oscillations

Start-Up Normal

Observation

T T ——

Table 5.5. shows a breakdown of the oscillatory annunciators in both

'start-up' and ‘normal’ operation. Interestingly they share one
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annunciator that is common to both observations: Oil 6A. The
presence of oscillatory annunciators is a distraction for the CDE, and is
probably quite irritating due to the very high rates as shown in the
table. It is possible that the temptation not to accept them is great, as
this is likely to onset the next occurrence.

Start-Up Normal

Grid N Grid N

TG21C 53 FW5 7A 89

M76 3A 11 FW5 1B 44

- 0Oil 6A 7 OIL6A 30

TG1 10B 4 TG21C 16

AH11A 4 TGS 9A 3

TOTAL 79 TOTAL 182

Table 55, Breakdown of oscillatory annunciators,

5.2.2.9. Expectation & urgency

Due to the very small number of ‘unexpected' annunciators, it is not
possible to make a sensible analysis of their urgency. Table 5.6. shows
that this does not give any more information than is provided by tables
5.1.and 5.2. It is clear that most of the annunciators are expected and of

those most are coded yellow.
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Expectation

Start-Up | Normal

) ]

TI8 (8B | %
Llg|g) e

Urgency E‘ 5 5
Red 17 0 8 1
Yellow 92 1| 207 1
White 0 0 4 0
Jable 5.6, Expectation and urgency,

5.2.210. Summary of observational study

From the presented data, the main findings may be summarised as

below:
1 There were approximatély the same total number of annunciators
observed in both start-up and normal operation.

2. More standing annunciators were present during 'start-up’ than
'normal’ operation.

3. Annunciators were identified by activity in 'start-up’ but this was not
as apparent during ‘normal’ operation.

4, There were more status indicators than alarms on the annunciator

panel. However, when oscillatory annunciators were removed, this
effect was far less marked.

5. There were many more expected annunciators than unexpected ones.

6. Presentation rates were higher in 'start-up' than 'normal’ operation.
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7. Return to normal rates were longer in 'start-up' than in ‘normal’

operation.

8. Oscillatory annunciator rates were higher in 'normal’ operation than
in 'start-up',

9. Most of the urgent annunciators were expected.

523. DISCUSSION

From the summary of findings there are some interesting points to
note. Approximately the same number of annunciators were observed
in both situations, but they consisted of different types. There were
more standing annunciators in 'start-up', but there were more
oscillatory annunciators in ‘normal’ operation. Most of the
annunciators appeared to be 'status indicators' and not 'alarms', but it
was noted that the annunciators were multi-functional in that they
could be both status indicators and alarms. Very few annunciators
were unexpected, which meant that the researcher was not able to
study a true emergency. It was further noticed that there may be some
physical inconsistencies with the annunciator panel and good human
factors practice (see section 5.2.4). However, CDEs on the whole are
very loyal to their annunciator panel in reporting their like for, and

trust of, it. This is with good reason, as it is a hard wired panel, is very
robust, and has given three decades of service which enables
confidence to be placed in it. The annunciators appear to be used as

confirmation to the CDE, and are used in at least three ways:

* as an indication that they may proceed with, or stop, a
course of action;

 to complement the associated instrument, and save
reading the dial;
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* to provide information that is not available by any other
means.

There are at least two possible ways of interpreting the annunciator

panel:

(i) recognising each annunciator individually by name and
relating information to plant state and linking to other
associated alarms;

(ii) interpreting a pattem of annunciators on a panel and

inferring a higher-order state of the plant and relating to
context.

These different methods of interpretation are probably related to
familiarity and experience, but this should be an area for further

research. However, there do appear to be some shortcomings, at least
in human factors terms.

Whilst it is recognised that there may be some ambiguity over what
constitutes an 'alarm’, the data suggest that alarms and status
indicators are mixed within the annunciator panels. This could
possibly lead to some confusion. Further, whilst a lit annunciator tile
may be a status indicator under certain plant conditions, it could be an
‘alarm' under others. Thus a tile could have more than one meaning,
This meaning may not always be readily interpreted. Further, if the tile
remained lit through changes in plant conditions which meant that it
changed its meaning from a status indicator to an alarm, it is possible
that this change might not immediately be recognised. This could be
resolved by having a separate alarm display that was sensitive to
conditions on the plant, whilst keeping the traditional annunciator
panel forits information content relating to plant status. However,
this is very difficult to achieve in practice, due to variability in process

145



and operational phases.

Therefore the main issue appears to be one of alarm interpretation and
not alarm reduction as pursued by many advocates in the field. A
review of implementations of alarm reduction techniques suggests that
they do not appear to make the CDEs task easier, and in some cases
make it more difficult (see chapter 3). Offeringa VDU based alarm
system in addition to the existing annunciator panel may combine the

best features of both systems whilst overcoming some of the inherent
disadvantages of the current annunciator panel.

In recording the annunciator messages and their status, the researcher
encountered difficulties in recognising that an annunciator had
returned to normal, i.e. if attention is focused on one panel it may not
always be possible to recognise that a tile on another panel has
extinguished. This problem was more severe for the 'Start-Up' session
than for the 'Normal' session.

5.24. OTHER RELEVANT FACTORS

Other human factors concerns relate to the physical aspects of the
annunciator panelie.

(i) the message content and use of abbreviations;
(ii) distance from operators;

(i) layout of panel.

(i) It was recognised that some of the messages were highly
ambiguous, e.g. "0y in flue high /low", It is possible that each of the

possible states might require quite different actions to remedy them. It
is also realised that to improve this situation it may be necessary to
provide two annunciators where one is currently present, and the
shortage of space may account for the economy of tiles. However, one
possible solution might be to have split function tiles that could report
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both conditions, as shown in figure 5.7.

means that means that means that
condition is oxygen is low oxygen is high
clear

- Figure 57. Split function annunciator tiles,

Figure 5.7. illustrates the "O3 in flue" tile in its three p'ossible

conditions. On the left hand of the figure the condition is clear, in the
middle it reports oxygen content is low (as represented by the low
shading) and on the right hand side it reports that the oxygen content is
high (as represented by the high shading). This would mean more
bulbs and wiring to build a more sophisticated annunciator reporting
system, and possibly this may not be as robust as the current system as

there would be more to go wrong,

It was also recognised that the use of abbreviations was inconsistent.
Sometimes they would be used, e.g, "PRESS" (for pressure), "TEMP"
(for temperature), "LVL" (for level) and at other times the
unabbreviated form was used. This seemed to be dictated by the space
on tiles. Human factors guidelines underline the importance of

consistency and the dangers of ambiguity.

(ii) The annunciator tiles were some distance from the CDEs'
desks, approximately 3 metres, which would require text size of 5.6mm
minimum in order to be readable at this distance (see appendix F7).
For example in one panel (TG4) four different text sizes are used
side-by-side (tiles: 9A, 8A, 8B & 8C) which violate design principles for
readability (Diffrient et al, 1981). In addition, upper case is used on the
tiles, whilst evidence suggests that lower case of equivalent size

enhances readability (in terms of speed) because of greater difference in
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the characters (Diffrient et al, 1981; Gilmore et al, 1989). However, it is
recognised that CDEs are quite capable of walking up to the panel if
they cannot read the tile from their desk. A 'tale of myopia' was
recounted to the researcher in order to illustrate the benefits of
annunciator panels. Apparently a short sighted CDE was able to learn
the names of regular annunciators by their position even though he
was unable to read the message. Whilst this practice cannot be
recommended it does indicate that positional information may be of
additional use to the CDEs, particularly in the form of pattern

recognition for system states or maybe even diagnosing faults.

(iii) The annunciator panel layout reflects the physical layout of
the plant. However, the feedwater panel appears after the
turbo-generator panel (working from a left to right across the panels)
which appears a little incongruous. To evaluate the layout of the tiles
and panels a thorough Layout Analysis would need to be conducted
which could examine each component of the panels in terms of four
criteria, namely:

¢ functional classification;

* importance of item;

* sequence of use;

* frequency of use.

Until a detailed analysis is prepared, no further comment can be made.
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53. CADBURY

5.3.1. Introduction

This case study examined three confectionery manufacturing plants on
the same site. Photographs of each display show the alarm systems for
moulding 1 (appendix G1), moulding 2 (appendix G2) and moulding 3
(appendix G3). The physical plant was essentially the same in the three
moulding units. It consists of: mould warming, chocolate depositing,
mould shaking, mould cooling, de-moulding, metal checking, and
wrapping (see appendix G4). Moulding 2 (creme egg plant) however,
has the additional complexity of creme manufacture and more
depositing (see appendix G5). Moulding plants 1 and 3 produce block
chocolate in the form of 100 and 200 gram bars. The three main types
are CDM, Bournville and Recipe. The specification of the chocol'ate
may change depending on the intended market, for instance home or
export. The change over from one product to another is usually
accompanied by cleaning and plant adjustments in line with the next
product (e.g. product changes may affect settings relating to viscosity).
So whilst the task may be viewed as essentially process control, the

change over of product does have a batch element to it.

From talking to operators in the three plants it became apparent that
the generations of control system (1 representing the oldest and 3
representing the newest) had different perceived characteristics
attached to them. This is represented in table 5.7.

Perceived Characteristics of Plant Control System

Capacity Density |Information| Control | Workload
P|1 Low Low Low Low Low
:1 2 | Medium Medium | Medium Medium | Medium
I: 3 High High High High High

Table 57. Perceived characteristics of the control system,
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The first four characteritics (capacity, density, information and control)
refer to design capabilities which the engineers have exploited.
Whereas the final characteristic indicates the outcome for the CDE.
Table 5.7. illustrates the nature of change in the characteristics of the
control system as technology has enabled greater data transmission
capacity, greater density of information on screens, more information
to be made available to the CDE and the potential for greater control
over the plant. Unfortunately this has been accompanied by an
increase in the demands made on the operator in terms of workload.
The contrast between the ease of operating moulding plants 1 and 3
was clearly apparent to the author for what was essentially the same

process.

Each of the plants (moulding 1, 2 & 3) represents a different generation
of process control and therefore provides the basis for a comparison of
alarm systems. Although one cannot be absolutely sure that the
comparison is fair, ie. the product and operations may be inherently
different on the days chosen, it is hoped that the days' observations of
the plant are reasonably representative of the plants. It is necessary to
describe the three alarm interfaces briefly, before presenting the
findings.

5.3.1.1. Moulding 1.

Moulding 1 has four screens in the control room, one of which is

mainly dedicated to handling the alarm list. Alarms are presented in
two ways: on an alarm list and item codes on the mimic screen in
reverse video. The alarm list is quite detailed and provides

information on: time of occurrence, plant area, item in alarm and
reason for alarm. The alarm list is divided into two; the left hand side
presents 'high risk' alarms and the right hand side presents 'medium
risk' alarms. A quirk of the system is that the last alarm on each of the
lists is repeated at the bottom of the screen. Whilst this may have been
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sensible if the screen has other uses, it is now a redundant facility, and
only serves to increase the number of alarms presented to the CDE. See
appendix G6 for a schematic representation of the screen. A example of
a message on this system is “1314 REM K4 HI TEMP" (meaning that

at 13:14 remelt kettle 4 temperature was high). The alarm is presented

in reverse video, and acknowledged by depressing a key.

5.3.1. 2. Moulding 2.

Moulding 2 has two screens in the control room. Both screens can call
up any page in the system, and all alarm messages are displayed on the
right hand side at all times. The alarm message gives informationin a
much abbreviated form (a maximum of around 9 characters is used)
which may appear to be esoteric for someone new to the control room.
No urgency rating was given to the alarm message, which was left for
the CDE to determine based on his or her knowledge of process state.
Alarms were accepted by pressing an "acknowledge" key, this cancelled
the reverse video. See appendix G7 for a schematic representation of
the screen layout. An example of the message on this system is
"F4V072"(meaning that in plant area fondant 4, valve 72 failed to close

in the specified time).

5.3.1. 3. Moulding 3.

Moulding 3 has two screens in the control room and, like moulding 2,
both screens can call up any page in the system. If the screen being
displayed is of part of the plant (as is most often the case) then the CDE
will only see two alarm messages at the bottom of the screen. These
two messages will either be the oldest alarm messages not accepted or
the oldest alarms not cleared. Alarms not accepted appear in reverse
video. By presenting the information in this format it is possible for
the CDE not to be totally aware of the most recent alarms, if there are
more than two not accepted. See appendix G8 for a schematic |
representation of the screen layout. Alarms are accepted by a mouse

click, which cancels reverse video. An example of a message on this
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system is "MOULD FEEDER NEARLY EMPTY ALARM" (this is the
least ambiguous message of the three systems, and needs no additional

explanation).

5.3.14. Tasks of the Control Desk Engineer

The tasks of the CDEs are many and varied. They have a direct
responsibility for the plant and product. The duties that may be
encompassed under running the plant' include: planned activities,
responding to plant faults and general monitoring functions. Planned
activities are the type of tasks that are specified for each shift. These
include regular cleaning of plant and production changes. The
responses to faults are by definition unpredicted activities. Minor
faults may be dealt with by the CDE, such as resetting a tripped pump,
but major faults, such as a clutch breaking, will require a maintenance
engineer to be called in. Regular activities that the CDE is involved in
include taking regular samples of the product for test weighing and
taking regular readings of certain plant parameters (such as mould
speed) for recording. In this manner a permanent record of plant
activity is made, as well as keeping the CDE aware of the process state.
This rather coarse analysis of the CDEs tasks is represented

hierarchically in figure 5.8.
Run Plant
Planned Activity Deal with Faults Monitor Plant
Change Clean Fix minor Call Test Take
Product Plant Faults Engineer Sample Readings
Figure 58 Tasks of the CDEs,
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The CDEs appear to work as informal ‘autonomous working groups"'.
The CDEs (approximately 4 in a team) appear to be fairly autonomous
in their duties, whether this was by design or accident is not clear.
However it is often cited in the job design' literature (for example see
Karwowski & Rahimi, 1990) as a desirable work design arrangement.
This is because it removes the need for management monitoring as the

groups become self regulating and self monitoring,

The operation of the plant in start-up required the CDEs to take the

plant through certain well defined operational stages. The stages were

in order:

0.  Plant off, services still running,
; Cooler on.

2.  Infa-red heater on.

3. Main drive on.

4.  Depositing,

Each stage needs to be fully operational in turn for the plant to move
up to the next stage. This causes problems with automation (if no
manual over-ride facility is available) such as was found in moulding
3.

The representation of the manufacturing plant was presented to the
operator as a plant mimic via pages on a VDU. The use of VDUs has
replaced large plant mimics presented on wall panels. The transfer was
seen as one of utilising modern technology by the operators, although
one CDE expressed the sentiment that he found the wall based mimic
easier when explaining to external agents (such as myself) the nature of
the process. The VDU provides a window on process which is rather
like using binoculars with two fixed focus points; they are able to see all
of process in very coarse detail or part of process in very fine detail, but

nothing in between, or even both at same time, however‘with big
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plant mimic it was possible to see the whole and follow through, this
system only allows us to see part of the plant at a time". This
introduces new kinds of problems in process operation, for example
“I've spent maybe three quarters of an hour struggling to get
something right, only to find a more important problem when I've
finished, but I've not noticed the new problem develop because I've
been concentrating on the other problem".

From the observation studies, other features of the CDE's task became
apparent. Forinstance, CDEs are in and out of the central control room
(CCR) all of the time, perhaps only 50% of their time is spent in the
CCR. This is probably in part due to the close proximity of the plant
(CDEs can see some plant from the CCR), and in part due to the nature
of the information that is provided. One CDE expressed the sentiments
that“sometimes it would be better to give us no information than
confuse us"and “there are some alarms that even we do not know
what they mean”to indicate that the information might not always be
as useful as it was intended. Sometimes the information is unreliable,
either reporting a state that is not present (e.g. alarm: its empty},
operator: its not!) or not reporting a state that needs to be reported (e.g.
according to VDU the plant was still running, but the CDE noticed that
it was not by looking out of the CCR window onto the plant: noise of
machinery stopped, no movement of machinery, no product passing
on conveyer belt). This state of affairs fits in with the comment,"you
can't beat mince pies", which highlights the importance of the CDEs
role in checking the state of the plant independently of the control
system. In addition, the human visual system is far superior to
automation, as was identified by a CDE:"hand packing is better than
machine because you can see if a foil is ripped".

The plant also requires the CDE to possess both 'process knowledge'

and knowledge of how to use the control system. They are required to
integrate this knowledge for effective operation, but this can take a
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considerable amount of time, as highlighted by one CDE who reported
that"after 12 months we are still learning the plant". However, there
may be some difficulties in operation that are never resolved, for
example,"sometimes if we cancel an alarm from the control desk it

may still remain on the screen, then we have to get an electrician to
cancel the alarm in GEM. It can take up to 20 minutes to get the
electrician, during which time the line could be stopped". The final
irony is the alarm that is not an alarm, as one CDE put it: “a lot of
alarms are irrelevant, so we ignore them.” This brings into question

the purpose of the alarm system. If the information is being ignored,

then it is no longer an 'alarm' system.

These quotes from CDEs provide a qualitative insight into the
demands placed upon them that would not come to light by any other

means.

5.3.1.5. Description of the Study

The study involved observing the control room of each plant (1,2 & 3)
on two separate occasions. This is represented in the cell matrix below:
table 5.8.

DAYS
1 2

1
P
L
A 2
N
T 3
* Table 58, Design of study.

The only exception to this was the data for moulding 3 on day one.
This was printed out on day two as the researcher was not present on
day one.
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Plant 3 did not require the use of the observation form as it had the

capability to print out all of the alarms occurring during the shift. The

procedure for this was as follows:

1.  Call up the "Main Index"

2 Select the "MIS index."

3.  Select "Alarm Log"

4 Enter the dates and times for the start and finish of the alarm
printout required.

5.  Select "Print Alarm Log"

Therefore only related plant activity was logged by hand. This made
the data collection task considerably easier. It also made it possible to
print out the alarms from the previous shift when the plant had been
cleaned, which were data that would not have otherwise been

available.
53.2. Study of Alarm Messages

53.21. Total Messages

The total number of messages presented during the shifts over the two
days for the three plants are shown in table 5.9. The duration of the
period of observation is indicated in brackets, in hours.

Day
1 2
1] 154 (3)] 529 (12)
197 (11 )| 204 (12)
31 314 (12)] 811 (12)

-, -
N

Table 59. Total number of messages presented,

As these periods were not of exactly the same duration, it is necessary
to illustrate the mean number of messages per hour. These are shown
in table 5.10. below.
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Day

112
P11]513 | 432
a[2]168 | 17
213 ] 261|649

Table 510, Mean number of messages per hour,

Thus it is clear that the number of messages presented is different for
the three control systems. It should be noted that during day 1 of the
observations on plant 3, the plant was shut down for cleaning which
explains the low number of messages recorded. Also, during day 1 for
plant 1 the system was in start-up, which explains the slightly higher
rate compared with day 2.

A comparison of the number of messages presented on day 2 of the
observations showed that the observed differences were statistically
significant (see appendix G9). This suggests that plant 2 really does
report less than the other two plants.

5322. Standing Messages
The number of messages standing on the arrival of the researcher to
the control room was also recorded and is presented in table 5.11. No
data were available for plant 3 on day 1 as the plant was being cleaned.
Day
112

1| 35| 25
9 5
3IN/A| 15

Table 511, Standing messages,

B om ooy

A comparison of the number of messages presented on day 2 of the

observations showed that the observed differences were statistically
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significant (see appendix G10). This suggests that plant 2 has fewer

standing alarms than the other two plants.

5.3.23. Plant Phases

The messages presented were classified by plant area to investigate
consistency or otherwise of plant. These are illustrated in figures 5.9.

(for plants 1 & 3) and 5.10. (for plant 2).

100 -
& l Plant area
£E I :
'Em- £ g0 service
e ; = packing
% % Bl remelt
aa 60 . D moulding
oo ] depositor
0 0 j temperer
LR £
q.E. E 40 : V 7 r_eClpe
<2 reception
B8
g © 4
Ee .
69 201 !
- 1
0 -
mild1 mid2 m3di m3d2
Shift Observed

Figure 59, Plants1 &3 (m1 & m3) fordays 1 &2 (d1 & d2).

Figure 5.9. shows some inconsistency, particularly with respect to plant
3 ondays 1 and 2. This is not too surprising, however, when one notes
that during day 1 the plant was shutdown for cleaning. Figure 5.10.

illustrates a remarkable consistency for the analysis of plant 2 by alarm

frequency over the two days observed. However, the two observations

reflect fairly 'typical' days.

158



Plant areas:

% B DataT
G [] Water
“E ] . [] Services
% 60 7] % // A Group
@ : / i Moulding
E i : AL, S —— Chocolate
5 407 Bl Fondant
&
s
5 4
p 207
)
A

U_'

m2d1 m2d2
Shift Observed

Figure 510, Plant2 (m2)fordays 1 & 2 (d1 & d2),

53.24. Alarms & Status Indicators

The messages presented for the study were analysed to investigate
whether any could be genuinely attributed as agents for direct action,
when the consequence of inaction would result in failure or loss. This
was taken to be a working definition of an alarm from a previous study

of this type (see section 5.2), proposing that an alarm is a signal that:
¢ attracts attention;

* was not predicted;

¢ is a call for intervention.

Very few of the total alarms presented could satisfy all of these criteria,

as is indicated in table 5.12.
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A comparison of the number of messages presented on day 2 of the
observations showed that the observed differences were not statistically
significant (see appendix G11). This suggests that there was no
difference in the number of “alarms" in the three generations of

control system. Alarms consistently represented 1% of messages from

the 'alarm' system.

53.25. CDEs' Expectations

As table 5.12. illustrates, only a small percentage of messages can be
attributed to be alarms, therefore the vast majority of them can be
explained as status indicators. It follows that the majority of the signals
are expected, or at the very least can be explained in terms of the plant
status as ‘normal'. This high degree of expectation is often justified,

but could occasionally be misleading (see Hale & Glendon, 1987 for an

account of this phenomenon).

5.3.2.6. Time Between Alarms

The presentation rates of messages are expressed as percentages in
figure 5.11. below. This highlights the differences between the three
plants. However, it should be borne in mind that the total number of

messages presented is also different (see table 5.9.).
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Percentage of messages on shift

mldl mild2 m2dl m2d2 m3dl m3d2

Shift under observation

m3)fordays1 &2 (dl & d2).

[t is of further interest to note that the rates of presentation will alter
depending upon plant activity within a shift. For example figures 5.12.
and 5.13. illustrate the presentation rate whilst the plant is shutdown
for cleaning (figure 5.12.: plant 3, day 1, message presentation rate
before plant start-up) and whilst start-up is being attempted (figure
5.13: plant 3, day 1, message presentation rate during an attempted

start-up).
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Figure 5.12. illustrates that during the cleaning of plant most of the
messages are presented with more than 1 minute between onset, and of

these over half have more than 2 minutes between onset.

. <1

A 1
>2
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Figure 5.13.illustrates that most of the messages presented have less
than one minute between onset. This shows that the presentation rate
is higher during procedures such as start-up, when perhaps ironically

there is less time available to attend to the alarm system.

53.2.7. Oscillations

All three control systems presented oscillatory messages to varying
degrees of repetition. Plant 1 presented coﬁsiderably more than the
other two plants, but this was in part compounded by the alarm screen
echoing the last alarm on the list at the bottom of the screen. This
'feature’ accounted for 44 of the oscillations on day 1 and 168 of the
oscillations on day 2. Notable oscillatory messages for plant 1 were:

* MLD TT802 HI MLD TEMP (26 messa