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Abstract—We propose and experimentally demonstrate a novel 

encryption scheme to enhance the physical layer security in broad-

cast passive optical networks (PONs). We exploit, for the first time, 

a new dimension using non-orthogonality for encryption. Different 

from the conventional masking of data, the proposed chaotic non-

orthogonal matrix (CNOM) can also dynamically scramble the 

number of subcarriers in an orthogonal frequency division multi-

plexing (OFDM) signal while maintaining the same bandwidth to 

further deceive potential eavesdroppers. By simultaneously using 

faster-than-Nyquist signaling and redundant precoding, the pro-

posed scheme can achieve the compromise between spectral effi-

ciency (SE) and resilience against system impairments, while in-

creasing the overall key space. We then carry out a proof-of-con-

cept experiment to verify the feasibility of the proposed CNOM-

based encryption. Results showed that the transmission perfor-

mance could be improved in addition to the security enhancement. 

 
Index Terms—Chaos encryption, orthogonal frequency division 

multiplexing (OFDM), passive optical networks (PONs). 

 

I. INTRODUCTION 

ASSIVE optical networks (PONs) have been well-recog-

nized as a promising “last mile” solution to realize the net-

work goals of high capacity, high flexibility and low cost. How-

ever, in the conventional single-wavelength PON, the down-

stream data from an optical line terminal (OLT) is broadcasted 

to all the optical network units (ONUs) [1], making them very 

susceptible to possible eavesdropping. To resolve this issue, 

many encryption techniques have been proposed to enhance the 

physical-layer security in PONs. On the other hand, thanks to 

the high spectral efficiency (SE) and the robust digital signal 

processing (DSP), the applications of encryption to orthogonal 

frequency division multiplexing (OFDM) systems have been 

extensively investigated [2-8]. However, many of them only 

used primitive permutations for scrambling, which was far from 

satisfactory for encryption. In our previous work, we thus pro-

posed a real-valued chaotic orthogonal matrix transform 

(RCOT) based encryption algorithm for secure OFDM-PONs 

[9]. By utilizing the chaotic behavior of the RCOT matrices, 

high randomness and unpredictability can be guaranteed. 
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In this letter, we extend the concept of RCOT to a more gen-

eral case, and exploit it with our recently proposed non-orthog-

onal matrix precoding (NOM-p) [10] for security improvement 

in OFDM-PONs. In the proposed encryption scheme, the input 

data are scrambled by a set of chaotic non-orthogonal matrices 

(CNOMs), which are determined by a chaotic system and secu-

rity keys. Compared to the chaotic orthogonal matrix (COM) -

based encryption studied in our previous work [9], the proposed 

CNOM-based encryption provides a new dimension to deceive 

the potential eavesdroppers due to its deliberate violation of the 

orthogonality principle. Herein, faster-than-Nyquist (FTN) sig-

naling [10] and redundant precoding [11] are both utilized to 

increase the key space and control the overall data rate. We, 

therefore, investigate the impact of its dynamic range in encryp-

tion on transmission and security performance. A proof-of-con-

cept experiment is set up to emulate a broadcast OFDM-PON. 

By employing the proposed CNOM-based encryption, secure 

transmission can be guaranteed, and an additional coding gain 

is also demonstrated. 

II. PROPOSED SECURE OFDM-PON 

A. Basic Principle 

The basic principle of CNOM-based encryption is illustrated 

in Fig. 1(a).  By jointly controlling the original bandwidth of 

modulated OFDM symbols and their scale factors, the band-

width of different encrypted OFDM symbols can be maintained 

at a constant as: OFDM,i iB = , where i denotes the symbol in-

dex, i is the i-th scale factor, BOFDM,i is the original bandwidth 

of the i-th OFDM symbol before encryption, and  is the fixed 

bandwidth of all encrypted OFDM symbols. It should be noted 

that the scale factor can be either smaller or greater than 1, de-

pending on the chosen chaotic system and security keys. With-

out loss of generality, in Fig. 1(a), we only depict the case of 

i<1 for illustrations. In practical applications, the scale factor 

is determined by the original number (Ni) of subcarriers and a 

fixed number (M) of subcarriers after encryption, as:

/i iM N = .  
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The encryption can then be described as: =i i iX W S , where Si 

is an Ni1 vector representing the original data allocated over 

Ni subcarriers, Wi is an MNi CNOM generated by the chaotic 

system, and Xi is an M1 vector representing the encrypted data 

re-allocated over M subcarriers. 

The procedure of encryption and decryption is analyzed un-

der three scenarios, according to the value of the scale factor. 

(1) When i<1 (M<Ni), the encryption is equivalent to perform-

ing FTN signaling [10]. An additional soft-decision decoder is 

therefore required at the receiver for inter-carrier interference 

(ICI) elimination [12], where the corresponding correlation ma-

trix Ci is given by, H
i i iC W W= . Here, (·)H denotes the operation 

of Hermitian transpose. (2) When i=1 (M=Ni), Wi becomes a 

COM. Therefore, there is no need for any additional soft-deci-

sion decoders, and the encryption will not induce any additional 

penalty. (3) When i>1 (M>Ni), the encryption is equivalent to 

applying redundant precoding [11] to the original signal. The 

additional soft-decision decoder can also be omitted. Moreover, 

the system robustness is increased at the expense of SE.  

B. Encryption Process 

By utilizing CNOMs, we design a secure OFDM-PON, 

where its transmitter is illustrated in Fig. 1(b).  Herein, we adopt 

a 5-dimensional (5-D) hyperchaotic system [13] to generate the 

required CNOMs {Wi} and the conventional subcarrier permu-

tation matrices {Fi} [14]. The state equation of this 5-D hyper-

chaotic system is described by, 
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(1) 

where ε and σ are the parameters controlling the system. In this 

work, we set ε to 6, and σ to 8. 

The detailed encryption process using the 5-D hyperchaotic 

system described by Eq. (1) is then given as follows, 

Step 1: Iterate Eq. (1) by Runge-Kutta 4th-order method to 

obtain the five chaotic sequences of x1, x2, x3, x4 and x5. 

Step 2: Generate the subcarrier permutation matrices {Fi} 

from x1, as, 

( )( )( )14
1, 1,sort mod floor 10 ,256i i iP x x = −  

 
,      (2) 

where x1,i is an M-dimensional vector, which is obtained from 

the i-th segment of x1; The function sort(·) indicates the gener-

ation of an index vector according to the descending order of 

the values; Pi is the chaotic permutation vector for generating 

the corresponding permutation matrix Fi [14]. Since Fi is an or-

thogonal matrix, the decryption at the receiver side can be read-

ily realized by multiplying its transpose. 

Step 3:  Generate the COMs {Qi} from the chaotic sequences 

x2, x3, and the original numbers of subcarriers {Ni} from x4. 

Since every unitary/orthogonal matrix can be expressed as the 

product of a certain number of complex/real-valued House-

holder matrices [15], we obtain Qi as, 

( )( )( )
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where x2,i and x3,i are both NQ-dimensional vectors obtained 

from the i-th segment of x2 and x3, respectively. Here, we have 

( )max ,Q iN N M . There are three cases: (1) when Ni>M, the 

COM Qi is an NiNi matrix for the FTN signaling; (2) when 

Ni=M, Qi is an NiNi (MM) matrix for the orthogonal precod-

ing; (3) when Ni<M, Qi is an MM matrix for the redundant pre-

coding. K denotes the number of iterations, which highly affects 

the chaotic behavior of COMs [9]. In this work, K was set to 

 

Fig. 1.  (a) Principle of CNOM-based encryption. (b) Block diagram of the proposed secure PON based on CNOM encryption, where M=125 for illustration; Insets 

(i) - (iii): CNOMs {Wi} after rows/columns selection according to {Ji}. 
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1024 to get decent randomness. Herein, j represents the imagi-

nary unit, and I is an identity matrix with a matching size. Since 

M is fixed in the proposed encryption, the scale factors {i} are 

directly determined by the original numbers of subcarriers {Ni}, 

which can be obtained from x4, as, 

( )( )( )14
4, 4, Minfloor mod floor 10 , 1i i iN x x D N

 
= −  + + 

 
, (5) 

where x4,i is an element of x4; D denotes the dynamic range of 

Ni, determining both the security performance and the transmis-

sion performance; NMin is the minimum value of {Ni}.  

Step 4: Determine which rows/columns should be reserved 

according to x5 and Ni, as, 

( )( )( )14
5, 5,sort mod floor 10 ,256i i iG x x = −  

 
,    (6) 
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.                                     (7)  

Similar to Step 3, the dimension of vector x5,i is NQ. As shown 

in insets (i)-(iii) of Fig. 1(b), some rows or columns of Qi are 

selected according to Ji to generate the corresponding CNOM 

Wi with a size of NiM. The randomness and unpredictability of 

CNOMs can also be observed from these insets. 

C. Complexity, Security and Transmission Performance 

The complexity of the proposed encryption can be divided 

into three parts: (1) Iterate the hyperchaotic model in Eq. (1) by 

Runge-Kutta 4th-order method; (2) Generate CNOMs {W}i and 

subcarrier permutation matrices {Fi} using Eq. (2) - Eq. (7); (3) 

Perform the encryption ({Wi} and {Fi}) at the system level as 

shown in Fig. 1(b); However, it should be noted that in practical 

applications, we do not need to iterate the 5-D hyperchaotic sys-

tem or update {Wi} and {Fi} frequently until the security keys 

have changed at the OLT. In this case, the major computational 

complexity would only come from the encryption at the system 

level, i.e., part (3), which totally requires iN M  multiplications, 

and ( )1iN M−  additions for each OFDM symbol.  

Eavesdroppers can attack the encrypted system by trying to 

recover either security keys, i.e., the initial condition (x1(0)-

x5(0)) and controlling parameters (ε and σ) in this work, or the 

particular encryption scheme used, i.e., CNOMs in this work. 

Both can be used for key space calculation. Since herein, we 

would like to highlight the security performance improved by 

the newly introduced dimension of non-orthogonality rather 

than the chaotic model that we chose, only the increase of the 

key space calculated by the possible combinations of CNOMs 

was given for a meaningful comparison with our previous work. 

As we mentioned in Step 3, the dynamic range D of Ni deter-

mines both the security performance and the transmission per-

formance. As D increases, the total key space against the ex-

haustive search attack increases exponentially to (D+1)L
, where 

L is the frame size. It should be noticed that this increase in key 

space is from the dimension newly provided by the proposed 

CNOMs and does not exist in the conventional COM-based en-

cryption [9] which follows as a special case of the CNOM-

based encryption by setting D=0. However, due to the limitation 

of FTN signaling, a large D will cause degradation of transmis-

sion performance.  

In Fig. 2, we have investigated the impact of D on the perfor-

mance of an OFDM signal. For the sake of simplicity in analy-

sis, only an additive white Gaussian noise (AWGN) channel is 

assumed in this intensity-modulated/direct-detection (IM/DD) 

OFDM system, where the signal-to-noise ratio (SNR) was set 

to 10 dB. As shown in the transmitter in Fig. 1(b), a 256-point 

inverse fast Fourier transform (IFFT) was used for modulation 

with the additional Hermitian symmetry, and M was therefore 

set to 125. NMin was set to M−D/2, so the overall SE and data 

rate can be fixed. Without loss of generality, 4-QAM symbols 

were used for modulation, and a simple binary-phase-shift-key-

ing iterative detection (CBID) algorithm [12] was employed at 

the receiver for the soft-decision decoding.  We can see from 

Fig. 2 that the bit-error rate (BER) curve is relatively stable be-

fore D is greater than 50, but it starts increasing slightly and 

significantly when D reaches 50 and 100, respectively. It is be-

cause some scale factors (min=100/125=0.8 and 

min=75/125=0.6, respectively) have become too small to fully 

recover the data. In practical applications, there is a tradeoff be-

tween security performance and transmission performance. It 

should be noticed that the choice of D and the distribution of 

{Ni} can also be used to further enhance the security perfor-

mance and control the overall data rate.  

III. EXPERIMENTAL DEMONSTRATION 

We then experimentally demonstrated the proposed secure 

OFDM-PON, as shown in Fig. 3.  In this proof-of-concept ex-

periment, M and D were set to 125 and 50, respectively. For a 

fair comparison, NMin was set to 100, so Ni can be randomly 

chosen with a uniform distribution over [100, 150]. By doing 

so, the average number of effectively modulated subcarriers of 

the encrypted signal with CNOMs was fixed to 125, which was 

the same as the OFDM signal without encryption or with only 

orthogonal precoding. Original data were mapped to 4-QAM 

symbols, and then encrypted by {Wi} and {Fi}. The frame size 

L was set to 128 in this work, so the number of all possible 

combinations of {Wi} was 3.710218 (51128). Meanwhile, the 

 

Fig. 2.  Impact of dynamic range on the transmission performance. 
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chaotic behavior of CNOMs and the conventional subcarrier 

scrambling from {Fi} can provide additional security enhance-

ment. Due to the Hermitian symmetry for intensity modulation, 

the size of IFFT was set to 256, where its 1/16 was set as the 

cyclic prefix (CP). At the OLT, the encrypted data was first sent 

to an arbitrary waveform generator (AWG) working at 20 

GSample/s for digital-to-analog conversion, so the data rate ex-

cluding the CP was about 18.4 Gb/s (20G2125/25616/17). 

A Mach-Zehnder modulator (MZM) with a 1550-nm laser di-

ode (LD) then converted the electrical signal after amplification 

into the optical domain. After transmission over a 20-km single-

mode fiber (SMF), a variable optical attenuator (VOA) was em-

ployed at the receiver to emulate different received optical 

power (ROP) values. A power splitter/coupler (PSC) was then 

used to send the encrypted data to a regular ONU and an illegal 

ONU simultaneously. After detection by a photodiode (PD), the 

amplified signal was captured by a 50-GSample/s real-time os-

cilloscope. Data were finally restored by using right and wrong 

keys at two ONUs, respectively. It should be noted that a dedi-

cated and secure link is recommended for the key distribution 

between OLT and ONUs, for instance, using quantum key dis-

tribution. Herein, only a tiny difference (x2(0)=110-15) was 

induced between the right and the wrong keys. 

The experimental results are presented in Fig. 4. Herein, we 

have also investigated the performance of the COM-based en-

cryption [9] for comparison. We can see from the figure that 

compared to COM, CNOM only shows a slight penalty at the 

high ROP region, whereas a new dimension for encryption can 

provide a huge increase in the key space (about 3.710218 times 

in the work) against the exhaustive search attack. Meanwhile, 

both COM and CNOM outperform the conventional DC-biased 

optical (DCO-) OFDM signal without encryption, which can be 

attributed to their coding gain [9]. With a wrong security key, 

the BER is always 0.5, which means no useful information can 

be recovered by the illegal ONU. 

IV. SUMMARY 

In this letter, we have proposed a novel encryption scheme 

for secure OFDM-PONs. By utilizing CNOMs, the newly in-

troduced dimension for encryption provides a huge increase in 

the key space. Depending on the chosen 5-D hyperchaotic sys-

tem and security keys, the encryption performs either FTN sig-

naling or redundant precoding, which can simultaneously im-

prove the security performance and control the overall data rate. 

Although there is a tradeoff between security performance and 

transmission performance, the coding gain of the proposed 

scheme has been verified, via a proof-of-concept experiment.  

The results indicated the great potential of the proposed 

CNOM-based encryption in future high-security and high-

speed PONs. 
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Fig. 3.  Proof-of-concept experimental setup for verifying the proposed secure 
OFDM-PON. 
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Fig. 4.  Measured transmission and security performance of the proposed 

scheme. 
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