Technovation xxx (XXxX) XXX

Contents lists available at ScienceDirect

Technovation

journal homepage: www.elsevier.com/locate/technovation

ELSEVIER

Resilience in healthcare systems: Cyber security and digital transformation

Alexeis Garcia-Perez® ", Juan Gabriel Cegarra-Navarro b Mark Paul Sallos®,
Eva Martinez-Caro ", Anitha Chinnaswamy ¢

2 Centre for Business in Society, Coventry University, Priory Street, Coventry, CV1 5FB, UK

Y Faculty of Economic and Business Science, Technical University of Cartagena, Spain

¢ Lecturer in Information Systems. Higher Colleges of Technology, Dubai, Academic City, United Arab Emirates
4 Aston Business School, Aston University, UK

ARTICLE INFO ABSTRACT

Keywords:

Healthcare digital transformation
Healthcare digital resilience
Healthcare cybersecurity
Cybersecurity knowledge
Security in transformation

The digital transformation of the healthcare sector is an essential development as societies move into a post-
industrial, knowledge-based economy. The adoption of the latest technologies and their applications in the
health and care systems must be managed effectively from the perspective of their cyber security and resilience.
However, there is still a limited understanding of the key concepts that must define the strategic vision of a
resilient and sustainable digital transformation of the healthcare sector. Using data collected at the peak of the
COVID-19 pandemic from owners and C-level executives from critical infrastructure sectors in the United
Kingdom, this research analysed core constructs that contribute to the required transformative, adaptive and
absorptive capacities for health systems digital resilience. The research found that a balanced base of cyber
security knowledge development, uncertainty management, and consideration for the sector’s high levels of
systemic and organisational interdependence are essential for its digital resilience and for the sustainability of its
digital transformation efforts. The paper describes the implications of these findings for research and manage-

ment practice.

1. Introduction

Technology developments have driven the transformation of soci-
eties and the business environment from an industrial to a knowledge
economy in recent decades. A combination of knowledge-intensive ac-
tivities, innovative actions and technological advancement has resulted
in innovative products and services, supported by digital-centred stra-
tegies (Garcia-Perez et al, 2019). The healthcare sector has been no
exception. Stakeholders of the global healthcare ecosystem continuously
interact to generate new knowledge (Secundo et al., 2019), generating
novel and strategic innovation frameworks (Cohen et al., 2017). Para-
doxically, institutions from the healthcare sector are often unable to
adopt digital-oriented business models. This is due —among other rea-
sons, to the restrictions imposed by the national frameworks within
which they have traditionally operated. Since early 2020, however, the
coronavirus COVID-19 pandemic has acted as a catalyst for the adoption
of technologies by the sector, driving the implementation of national
strategies and international collaborations (lenca and Vayena, 2020).
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This has raised a number of questions, from the need to develop new
digitally focused business models to the adoption of secure digital
practices that serve to protect and increase the resilience of the sector. In
other words, digitisation —combined with the transition to the knowl-
edge economy, pose new threats and challenges to the healthcare sector
and its supply chain, in particular related to their digital transformation,
resilience and antifragility (Cobianchi et al., 2020).

In its 2019 Global Risks report, released less than a year before the
COVID-19 pandemic (WEF, 2019; Nicola et al., 2020), the World Eco-
nomic Forum ranked cyberattacks as the fifth global risk based on
impact. The same ranking placed the risk of infectious disease as tenth.
Beyond a hindsight-based response to the ranking itself, the emergence
and evolution of the COVID-19 pandemic highlighted the interdepen-
dence and co-evolutionary dynamic of the healthcare risks and cyber
security risks. As the World Health Organisation declared COVID-19 a
pandemic (WHO, 2020), the global healthcare sector faced the biggest
transformational challenges in its history: the sudden change and
adaptation to a new environment where the use of digital technologies
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became an imperative (Madhavan et al., 2021). New applications of
data-driven health and care solutions —as reported by scholars in the
current issue of Technovation, have since ranged from benchmarking the
costs of various treatment paths for patients (Basile et al., 2022) to
facilitating healthcare research (Shaygan and Daim, 2021) to the ap-
plications of blockchain technology in areas such as digitalisation of
healthcare services (Cerchione et al., 2022; Massaro, 2021) and value
creation in healthcare (Spano et al., 2021). Today, healthcare organi-
sations routinely collect and store sensitive data about individuals, in-
frastructures and their supply chain, while healthcare workers rely on
information systems to use those data resources. Any incident that af-
fects such systems could have a significant impact on the strategy and
operation of the healthcare organisation and its stakeholders. Thus, the
challenges related to cyber security have been recently considered a
threat to global health (Muthuppalaniappan and Stevenson, 2021).

This research has been driven by the need for a better understanding
of the digital transformation of the healthcare sector and its potentially
disruptive nature for societies. We argue that in the era of knowledge-
based health and care services, the digital transformation of the sector
is not only essential but also unavoidable. As a process already under-
way, it must be managed effectively from the perspective of cyber se-
curity and resilience to support the sector’s antifragility, defined as the
ability to return stronger following unexpected events, macro pressures
and disruptions (Cobianchi et al., 2020; Aven, 2015; Taleb, 2012). This
paper therefore contributes to the special issue on digital transformation
in healthcare by studying resilience as a phenomenon that enables the
transformation of healthcare systems to meet the changing and
increasingly demanding needs of society. Resilience in this research is
studied from a security perspective —particularly from a cyber security
standpoint, in line with the digital nature of the current transformation
efforts in the healthcare sector. The term, as defined, is essential for
antifragile transformations as it ensures that breaking-points in the
sector’s informational infrastructure are not met — an essential precon-
dition to gain from systemic stress and disorder. Our contribution
complements the findings by other scholars in the special issue who have
argued that the digital transformation of the healthcare sector is still
fragmented and in needs of a strategic vision.

In order to achieve its aim, this paper has been structured as follows:
the following section provides an overview of the theoretical back-
ground of the research. The section first highlights the growing depen-
dence of the healthcare sector on the use of information technologies,
and the imperative for its digital transformation. It then focuses on the
subject of resilience and the need for security in the digital trans-
formation of the sector, introducing the key concepts driving this
research and the hypothesised relationships between these. Section 3
describes the methodology employed to collect and analyse the primary
data. The results of the data analysis are presented and discussed in
sections 4 and 5 respectively. Finally, the conclusions of the research are
presented in sections 6.

2. Theoretical background
2.1. Digital technologies and the healthcare sector

The goals of healthcare systems typically include high quality, effi-
ciency, equity, affordability and accessibility of healthcare. One of the
factors influencing the performance of healthcare systems in achieving
these goals is technological change, including the ongoing process of
digitisation of health services (Ricciardi, 2019).

In recent years —and significantly driven by the coronavirus Covid-19
pandemic, new technologies have had a huge impact not only in the
global economy but also in societies. Today, citizens have integrated the
use of digital technologies in their daily activity, including work, edu-
cation, leisure, transportation, communication, etc. In what has been
termed a digital transformation of businesses and societies. Vial (2019,
p. 118) defines digital transformation as “a process that aims to improve
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an entity by triggering significant changes to its properties through
combinations of information, computing, communication, and connec-
tivity technologies”. The global healthcare sector is expected to be part
of this revolution (Ruiz Morilla et al., 2017). However, digital trans-
formation is growing at a slow rate in the sector when compared to other
industries (Massaro, 2021). Despite the rapid growth in digital tech-
nologies, healthcare systems still have a long way to go in order to
incorporate this new way of understanding the relationship between the
patient, their health and diseases (Birnbaum et al., 2015; Hermes et al.,
2020; Kruse et al., 2016). For example, there is a gap in the adoption of
digitally enabled tools for diagnosing, providing treatment, and better
management of chronic and other conditions; electronic medical records
are still not a part of routine care, both from the supply and from the
funders side, except for a handful of players (Willie and Nkomo, 2019).

Meanwhile, scholars agree that the success of the healthcare sector in
this new context relies on its ability to embrace a process of digitisation
effectively, whilst research on digital transformation in healthcare is
also considered in its early stages. Ghosh et al. (2022) has argued that
recent research efforts tend to focus on the technologies that are being
introduced in the healthcare context rather than their analysis from a
strategic or structural perspective. Ghosh’s views confirm what Kraus
et al. (2021) had perceived as the need to build a more holistic
perception of digital transformation in healthcare through research on
business model transformation.

According to the World Health Organization (2016), digital health is
a rapidly expanding medical field with a significant impact on
improving the quality and effectiveness of healthcare, lowering the cost
of the healthcare system for patients, and on clinical research. Greaves
et al. (2018) define digital health as a multidisciplinary domain that
aims to enhance the efficiency of monitoring of the patients, diagnosis,
management, prevention, rehabilitation, and long-term care delivery.
Thus, the applications of digital technologies in the healthcare sector are
varied. They may be related to information technologies including
e-services targeted mainly to patients, such as making a doctor’s
appointment; checking waiting lists; accessing appropriate medical care
from their homes; sharing information with others with the same health
problems; and accessing personalised and qualified health information
(Martinez-Caro et al., 2013; Tortorella et al., 2021). In addition, chronic
diseases can be better targeted by leveraging prevention strategies
through remote monitoring (Liang et al., 2012). But technology appli-
cations on healthcare can now go much further as Industry 5.0 emerges
as a new phase of technological development. The objective of Industry
5.0 -regarded as the next industrial evolution, is to leverage the crea-
tivity of human experts in collaboration with efficient, intelligent and
accurate machines in order to obtain resource-efficient and
user-preferred manufacturing solutions compared to Industry 4.0
(Martinez-Caro et al., 2020; Maddikunta et al., 2022). In the healthcare
sector, these technologies can lead to several innovative applications,
overall classified as intelligent healthcare. These include the use of
augmented reality as clinical decision support, remote diagnosis,
IoT-based health prescription assistant, collaborative robots for complex
medical procedures, digital non-invasive medical techniques, or
cloud-based real-time prediction of patient status (Aceto et al., 2018;
Tortorella et al., 2021).

Numerous scholars have explored the challenges, barriers and op-
portunities associated to healthcare digitisation. Throughout this pro-
cess, digital technologies have become an imperative in every attempt to
improve healthcare and its management (Martinez-Caro et al., 2018).
While the rising cost of medical care has a major impact on the quality of
peoples life (even higher in the case of chronic diseases), constant
population growth and aging influence healthcare demands and dictate
the need for new and more advanced scientific solutions (Chiuchisan
et al., 2014). The digital healthcare services are more convenient to the
end users because they save their time, require less effort from them, and
are more accessible. In short, the use of digital health has been found to
lead to cost savings and increased patient satisfaction (Martinez-Caro
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et al.,, 2013). Furthermore, even before the start of the Covid-19
pandemic scholars had concluded that digital health strategies and
toolkits provide an opportunity to not only preserve but improve the
quality of healthcare. Digitisation was found to make healthcare more
cost-effective and even allow healthcare services to be reinvented in
order to make them more dynamic and able to adapt to technological
changes (Morilla et al., 2017).

However, despite political commitment and significant investment,
the adoption rate of digital technologies in healthcare systems in
developing countries is lagging (Jung et al., 2020). The introduction of
digital technologies implies profound changes in the ways of working
and interacting with the environment (Martinez-Caro et al., 2020). To
address this challenge, previous research has tried to determine the
enablers as well as the barriers to implementing digital technologies in
the healthcare sector (Eden et al., 2016; Jung et al., 2021; McGinn et al.,
2011; Whittaker et al., 2009; Burton-Jones et al., 2020). These studies
have concluded that success of digital health strategies and tools de-
pends on their adoption by end users, that is, physicians and patients,
and —indirectly, on the way such strategies are implemented. As Ric-
ciardi (2019) points out, the impacts of digitisation in the healthcare
sector can be great, but over-optimism in this regard, for example due to
insufficient recognition of the risks (e.g. in terms of security) associated
with some types of digitisation, should be avoided.

Despite these challenges, digital health adoption has accelerated
since 2020 due to the COVID-19 pandemic. The need to maintain a
physical distance significantly facilitated the use of digital technologies
by both patients and healthcare professionals, and provided an oppor-
tunity to recognise the benefits of digital health (Manteghinejad and
Javanmard, 2021). On the other hand, the healthcare sector has become
responsible for collecting and storing increasing volumes of highly
sensitive and confidential data whilst simultaneously being required to
share it amongst medical staff, patients and other organisations (Offner
et al., 2020). Thus, the COVID-19 pandemic revealed not only the need
for data sharing but also the need for protect it (Fahey and Hino, 2020).
Digital health systems were found to be well suited to provide novel
solutions to such a public health emergency. For example, robust sur-
veillance systems, wearables for tracking of physiological parameters or
interactive chat services for public dissemination of COVID-19 related
information were promptly implemented (Kapoor et al., 2020). How-
ever, such improvements have only been possible where certain re-
quirements have been met —e.g. reliable data security protocols, in order
to ensure the public confidence on digital health technologies (Dubov
and Shoptawb, 2020). This has been particularly relevant considering
the increased vulnerability of the digital healthcare sector to cyber-
attacks during and after the COVID-19 pandemic (CISA, 2020).

The boom of digital health has created a lucrative opportunity for
fraudsters. Over 1 billion patient health records can be easily accessed
on the dark web and millions of additional records are being added daily
(Pointer, 2020). According to the Global Digital Health Partnership
(GDHP), the cyber security risk is continuously rising for the sector. For
example, ransomware attacks on healthcare organisations were pre-
dicted to quintuple by 2021 (Morgan, 2020), even before the unprece-
dented levels of technology use that followed the start of the Covid-19
pandemic. The theft of personal medical data is increasing because these
records are worth more than those of any other industry, due to the high
value of personal information (Offner et al., 2020). While 91% of hos-
pital administrators considered the security of data as a top focus in
2021, 62% of them felt inadequately trained and/or unprepared to
mitigate cyber risks that may impact their hospital. However, only 4-7%
of a health systems’ budget is invested in their cyber security, compared
to about 15% for other sectors such as the financial industry (Morgan,
2020). As a consequence, the healthcare sector is significantly behind
other sectors in its ability to secure its critical data (Forcepoint, 2018).

An outage of digital solutions could lead —in the worst case scenario,
to a complete quiescence of operations, which would have severe effects
on healthcare value (Kaiser et al., 2021). Such instances could also
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hinder antifragility strategies given that total systemic dis-
ruptions/breakdowns exceed the performance thresholds from which
systems can safely return with performance gains. Consequently, the
impact of a cyberattack may get more severe if service provisioning is
highly dependent on digital solutions for healthcare. Cyber security in
healthcare is identified as a health security challenge, but there is low
awareness in the health sector of the risk (Gordon et al., 2017). Given the
importance of the digital health and the potential the digital revolution
presents to healthcare globally, there is a need to ensure that cyber se-
curity postures are commensurate with the risks that health systems
face.

2.2. Digital resilience and healthcare

Healthcare resilience, described by Oyri and Wiig (2019:1373) as
“the ability of healthcare systems to succeed under varying conditions”,
has been a longstanding cause of concern (Carthey et al., 2001; Thomas
and Suresh, 2022). Increasingly, the digital transformation of the
healthcare sector has raised its susceptibility to cyberattacks, which are
recognised as one of the most significant societal and organisational
threats, based on likelihood and impact (WEF, 2019). The healthcare
sector’s adoption of digital technologies has also been further accentu-
ated by dramatic changes in its current landscape (Alao, 2020). Today,
healthcare organisations collect and store increasing volumes of sensi-
tive data about individuals, infrastructures, and supply chains. Any
incident that affects those systems may have a significant impact on the
strategy and operation of the healthcare organisation and its stake-
holders (Scantlebury et al., 2021). However, efforts of digitalisation
present both a threat and an opportunity for healthcare resilience. Folke
et al. (2010) note how lower-level transformational change can develop
higher-level resilience. This relationship between resilience and digital
transformation is further explored throughout the following from a
cyber security lens.

Based on a review of the literature, a series of themes emerge which
shape the conceptualisation of digital resilience in healthcare. Firstly,
the degree to which healthcare system resilience is addressed as idio-
syncratic, i.e. a distinct domain of resilience, varies amongst authors
(Offner et al., 2020; Carthey et al., 2001; Blanchet et al., 2017; Jova-
novic et al., 2020). In this context, a series of broad characteristics and
taxonomies emerge. For instance, across the available literature, dis-
tinctions are made between proactive or reactive measures; or, more
broadly, anticipatory, and response-oriented dimensions of the concept.
Furthermore, the characteristics of resilient systems are described in
varying ways, with examples ranging from systemic functions: Absorp-
tive Capacity, Adaptive Capacity and Transformative Capacity (Blanchet
et al,, 2017), to broader attributes: Preparedness, Robustness, and
Recovery/Adaptation (Jovanovic¢ et al., 2020). In less abstract terms,
output-based descriptions of such systems focus on safety, service con-
tinuity and adaptability, community trust, and ownership (Carthey
et al., 2001; Blanchet et al., 2017).

Another notable trend relates to the classification of ‘resilience’ as a
boundary term in healthcare, bridging gaps between scientific and
public/political discourse (Blanchet et al. 2017). This echoes a broader
cross-disciplinary trend, as noted by Manyena (2006). This highlights
the importance of conceptual clarity, balancing abstraction and speci-
ficity in modelling healthcare resilience. Further drawing parallels to
other organisational domains of resilience, the importance of culture
and management in supporting healthcare resilience are highlighted in
the literature (Carthey et al., 2001; Ree et al., 2021). These findings are
reflected in the emerging research design and in the participant selec-
tion. Finally, in line with its systemic orientation (Annarelli and Nonino,
2016), digital (i.e. cyber) resilience in healthcare is considered as an
expansion of higher-order/institutional resilience. In other words, the
exploration of digital resilience should reflect the increasing scope of
digitalisation as a primary enabler (and respectively, a vulnerability
vector) for healthcare system performance. This positions the scope
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digital resilience within the context of the healthcare institution’s
overall performance, rather than forming a standalone —i.e. meaning-
fully independent, category of resilience. Furthermore, digital trans-
formation efforts are explored as potentially meaningful in both
same-level digital resilience and higher-level institutional resilience.

In light of this, in the current research context, the security layer of
the digital transformability of healthcare organisations is modelled as a
function of three constructs, adapted from the Blanchet et al. (2017)
conceptual framework. The full framework presents four core constructs
which yield Transformative, Adaptive and Absorptive Capacity as health
systems resilience drivers. These are: Knowledge (“the capacity to collect,
integrate and analyse [...] knowledge and information™); Uncertainties
(“ability to anticipate and cope with uncertainties and surprises”);
Interdependence (“engage effectively with and handle multiple [...] dy-
namics and feedbacks”); and Legitimacy (“capacity to build or develop
legitimate institutions that are socially accepted and contextually
adapted™) (Blanchet et al., 2017:432). Given the emphasis placed on
supporting transformative efforts, respectively resilience in the context
of digital transformation from a security perspective, ‘Legitimacy’ is
seen as an inherently higher-order construct. This means that, while the
capacity to nurture social and contextual acceptance in building/deve-
loping institutions can affect resilience to security incidents, it is seen as
an organisational (i.e. holistic) construct without a clear cross-scale,
lower-level functional form. As a result, it was omitted from the
emerging model. The remaining three constructs were all adapted and
explored as resilience drivers primarily from the perspective of security
in the context of healthcare digital transformation.

The first construct has been internally coded as ‘Knowledge and
Resources’ (Knowledge) and attempts to gauge three core components:
the understanding of relevant threats at an executive level; the currency
and availability of knowledge covering the integration of cyber security
within operations; and, finally, the effectiveness of mechanisms/mea-
sures for detecting, mitigating, and responding to cyber incidents. All
three elements are aligned with the requirements of security frameworks
(i.e., BS 31111:2018, ISO/IEC, 20180:2018, NIST CSF 2018). They also
aim to capture a functional perspective of required elements to “collect,
integrate and analyse” (Blanchet et al., 2017:432) actionable knowledge
in a broader organisational strategic narrative. The dynamic between
knowledge and strategy in a cyber security context has also been high-
lighted by Sallos et al. (2019), as the basis for both proactive and
reactive incident response capacity.

The second construct has been internally coded as ‘Awareness of
Risk’ (Uncertainty). Subsequently, it aims to gauge the extent to which
an organisation understands three indicators of uncertainty: its core
digital assets and the uncertainty emerging from their interactions; the
organisation’s ability to remain operational in the event of (any/un-
disclosed) critical digital asset loss; and the extent of the organisation’s
awareness of the COVID-19 effects on their cyber security risk. The first
dimension seeks to evaluate the healthcare organisation’s ability to cope
with one of the core drivers of systemic uncertainty: digital complexity
and emerging interactions/interdependencies. The second is adapted to
evaluate the organisation’s capacity for business continuity in the event
of a non-specific (i.e., likelihood agnostic) disruptive digital incident.
And, finally, the third dimension seeks to gauge respondent awareness
relative to abnormal shifts in risks as a proxy for anticipatory sense-
making (Jovanovic et al, 2020). Collectively, these dimensions
attempt to capture a functional (i.e., adapted to digital/cyber) repre-
sentation of an organisation’s ability to “anticipate and cope with un-
certainties and surprise” (Blanchet et al., 2017:432).

The third construct of the model has been internally coded as
‘Partnerships & Supply Chain’ (Interdependence). In order to explore an
organisation’s ability to respond to and engage in cross-scale dynamics,
it attempts to evaluate an organisation’s consideration and integration
of its broader value chain as a driver of digital resilience. Supply chain
attacks have been a consistent and distinct threat for healthcare systems
(Hope, 2020; Sheridan, 2018), which highlights the importance of
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managing interdependence as a dimension of digital resilience within
the space. In the context of the model, the construct captures the
involvement in cyber security information/intelligence sharing part-
nerships; the confidence placed in the security measures of vendors,
suppliers, and service providers; and the regular auditing of the cyber
security of the supply chain. While the first dimension seeks to gauge the
extent to which the respondents have access to a cross-scale cyber se-
curity sense-making and communication infrastructure, the second and
third dimensions seek to capture a subjective qualifier of the level of
security of one’s supply chain, contrasted/coupled with the existence of
a formal basis for such a qualifier.

The final construct of the model has been coded as ‘Security in
Transformation’ and seeks to capture the security layer of the digital
transformative capacity of healthcare organisations. It is important to
note that it does not seek to represent security systems in their respective
transformation; rather, it models key elements of security which could
hinder and, respectively, enable resilience throughout healthcare digital
transformation efforts. Given the need for reduced abstraction and
contextual adaptation, the construct has been simplified around three
elements: an anticipatory element (proactive), a response-oriented
element (reactive), and a governance oriented navigational/sense-
making element. The first element seeks to evaluate planning effec-
tiveness for securing the healthcare organisation’s data. Such planning is
an essential element of defining and controlling the stability landscape
of the institution around its defined thresholds (Folke et al., 2010). The
second element seeks to capture the organisation’s availability of com-
munication/signalling mechanisms in the event of a cyber incident.
Given the sectoral availability of and reliance on support bodies, effec-
tive and timely communication with relevant stakeholders can deter-
mine the scope of disruption following an incident. From a systemic
perspective, this also underpins the ability of cross-hierarchy commu-
nication and response, which can alter institutional pressures, di-
rectives, resources, and support. Finally, in line with the importance of
effective management and governance as both drivers of digital trans-
formation and effective incident response/recovery in the context of
healthcare resilience (Ree et al., 2021), the third construct seeks to
capture the existence of ongoing cyber security training and simulations
for the management board. Given the board’s role in directing and
supporting transformational change, such exercises can assist execu-
tives’ situational awareness and sense-making, the development of
shared representational models regarding the nature of novel (often
changing) threats, and their ability to evaluate the adequacy of existing
response strategies in the context of cyber threats (Larcker et al., 2017).

It should also be noted that, while not explicitly within the scope of
the model, healthcare antifragility strategies can be mapped to and
supported by the emerging model. Cobianchi et al. (2020:298) suggest a
range of such strategies, in the context of the COVID-19 pandemic. These
include, Knowledge Sharing, Networking and Technological Transfer
strategies, which map to the Interdependence construct highlighted
above and leverage collaboration, knowledge exchanges, partnerships,
and convergent efforts amongst stakeholder networks. They also include
Barbell Strategies, which aim to reduce the exposure to negative effects
through a “balanced portfolio”. These are reflected in the Uncertainty
construct, which describes the institution’s awareness of unexpected
events, such as the loss of key digital assets, as well as its ability to adapt
to and cope with such outcomes. Finally, Hormesis Strategies, exem-
plified through Innovative Training/Gaming strategies, are assessed in
the final construct —Security in Transformation— which contains ques-
tions about the participation of executives in simulation exercises such
as Cyber Wargames. This overlap highlights the synergy between
healthcare resilience, as defined and modelled, and the institutional
potential for antifragility in the context of digital transformations.

2.3. Hypotheses development

The emerging model of cyber security as a driver of resilience in the
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digital transformation of healthcare systems has been used to generate
six hypotheses to be empirically tested.

Hypothesis 1. An organisation’s understanding of uncertainty in the
digital domain is positively correlated with its perception of the inter-
dependence between its digital resilience and that of its value chain.
(Uncertainty —> Interdependence).

In order to overcome uncertainty, the first hypothesis explores the
relationship between an organisation’s Awareness of Risk/Uncertainty
and the level of its cross-level Interdependence and Supply Chain inte-
gration. Based on the construct definitions, healthcare systems aware of
the risks and uncertainty they face from a security perspective are
inferred to be more likely to understand, nurture and control said risks
across scales, stakeholders, and supply chains. In this context, cross-level
has been defined as the interdependency and interaction (e.g. in the
form of cyber security knowledge flows) between organisations and
organisational units within the health and care system (Song et al.,
1997).

Hypothesis 2. An organisation’s understanding of uncertainty in the
digital domain is positively correlated with its knowledge of the cyber
security problem and investments in its solution (Uncertainty —>
Knowledge).

Organisations lacking basic detection, mitigation and response
mechanisms, an executive-level understanding of threats, or an under-
standing of how cyber security affects their operations are unlikely to be
sufficiently aware of the risks and uncertainty they face. Respectively,
organisations which lack an awareness of domain-specific risks and
uncertainty, are unlikely to develop the necessary knowledge and ca-
pabilities required for effective defence. Further, a number of studies
suggest that uncertainty promotes knowledge transfer between organi-
sations within the same sector and those in their supply chain (Tsang,
2008; Yildiz and Fey, 2010). This has the potential to lead to the creation
of knowledge structures that relate to the digital domain (Cegarra-Na-
varro et al., 2016), which supports the hypothesised interrelation be-
tween an organisation’s Awareness of Risk/Uncertainty and its relevant
Knowledge base.

Hypothesis 3. An organisation’s understanding of uncertainty in the
digital domain is positively correlated with the security of its digital
transformative capacity (Uncertainty —> Security in Transformation).

The third hypothesis posits a relationship between an organisation’s
Awareness of Risk/Uncertainty and its Security in Transformation
—-which represents the layer of security underpinning the digital trans-
formative capacity and resilience of healthcare systems. The resulting
hypothesis gauges one of the two epistemic layers (the other being
evaluated in H6) underpinning Security in Transformation performance.
This hypothesis gains relevance in a context where the uncertainty
generated by the COVID-19 pandemic —-which extends to the digital
domain, has led many organisations to step into their digital trans-
formation without necessarily investing in the security challenges
associated with it (Butt, 2020).

Hypothesis 4. An organisation’s perception of the interdependence
between its digital resilience and that of its value chain is positively
correlated with its knowledge of the cyber security problem and in-
vestments in its solution. (Interdependence —> Knowledge).

The fourth hypothesis evaluates the extent to which an organisa-
tion’s security knowledge and primary sense-making/control mecha-
nisms are driven by its awareness, communication, and control across
the supply chain (Melnic & Botez, 2014; Wang & Hu, 2020). This is
particularly relevant in instances where the targeted healthcare entity
functions in a higher-complexity healthcare system where security
input, feedback and directives are driven by another entity. It also covers
instances where, because of supply chain audits and incidents across
levels of control, further knowledge is acquired, or further essential
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security mechanisms are developed.

Hypothesis 5. An organisation’s perception of the interdependence
between its digital resilience and that of its value chain is positively
correlated with the security of its digital transformative capacity
(Interdependence —> Security in Transformation). Corresponding to
the Leavitt’s model (1965), the fifth hypothesis posits a relationship
between an organisation’s (or potentially the healthcare system’s)
ability to respond to cross-scale dynamics, coded as Interdependence,
and its Security in Transformation. This is in line with empirical studies
which have suggested that knowledge generated by establishing inter-
dependence and value-based convergence between organisations and
their supply chain can be an effective tool to tackle cyber security issues
(Bahl and Wali, 2014; Neal and Ilsever, 2016).

Hypothesis 6. An organisation’s knowledge of the cyber security
problem and investments in its solution is positively correlated with the
security of its digital transformative capacity. (Knowledge —> Security
in Transformation)

Alongside Hypothesis 3, the sixth hypothesis explores the effect of
the second epistemic construct, Knowledge, on Security in Trans-
formation. Based on the theoretical background, there is an inferred
relationship between the two constructs, as foundational cyber security
knowledge is likely to be a precursor to the digital transformative ca-
pacity and resilience of healthcare systems. Furthermore, in order to
effectively deal with the cyber security challenges related to its digital
transformation, an organisation must possess superior knowledge of the
digital domain (Bahl and Wali, 2014; Neal and Ilsever, 2016). Such a
knowledge takes the form of cyber security competencies at the tactical
and operational levels, required to support a cyber security framework
and for the deployment of effective cyber security communication and
joint strategies (Dahbur et al., 2017).

Based on the above, the path relationships between variables are
hypothesised as shown in Fig. 1.

3. Method
3.1. Sample description and data collection

Data were collected at the peak of the COVID-19 pandemic from
owners and C-level executives from critical infrastructure sectors in the
United Kingdom. The purpose of the study was informing policy making
in the domains of digital transformation and digital resilience. Out of the
400 valid responses to the telephone interviews, 99 belonged to exec-
utive board members from organisations in the healthcare sector.

From the 99 responses used in this study, 53 confirmed that their
organisations have a budget allocated to cyber security, while 33 re-
spondents did not have one. The majority of the organisations that did
not have a budget allocated to cyber security have less than 99 em-
ployees (50.5%). Table 1 illustrates the demographical data of the
respondents.

Potential bias from non-response was addressed by comparing the 99
responses from the health sector and the 301 responses from the other

Interdep Hy=a

Wi ”

Uncert Hy=a, SinT

Fig. 1. Conceptual framework.
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Table 1
Demographic characteristics of respondents.

Demographics (N = 99) Frequency %

Company size Company size: <99 50  50,5%
Company size: 100 - 499 29 29,3%
Company size: 500+ 20 20,2%

A budget allocated to cyber Yes 53 53,54

security Not 33 33,33

Don’t know 13 13,13

Job title Owner /Partner 30  30,30%
President /Chairman /CEO 19 19,19%
/General Manager
CFO - Chief Financial Officer 1 1,01%
/Finance Director
COO - Chief Operating Officer 3 3,03%
CIO - Chief Information 14 14,14%
/Technology Officer
CKO - Chief Knowledge Officer 4 4,04%
Another C-Suite title /Chief Officer 1 1,01%
Executive /Senior Vice President 2 2,02%
Managing Director 12 12,12%
Head of Department 10 10,10%
Departmental Director 1 1,01%
Other Director 2 2,02%

sectors in terms of knowledge, uncertainty, interdependence, and se-
curity in transformation. The independent sample t-test revealed no
significant difference between the two groups (p = 0.492, p = 0.271, p
= 0.224 and p = 0.789, respectively). Therefore, non-response bias
should not be a problem in this study (Armstrong and Overton, 1977).
To minimize data bias, we check for common method bias through the
Harman’s single factor test (Podsakoff et al., 2003; Podsakoff and Organ,
1986). Results of a post-hoc Harman'’s single-factor test showed that the
unrotated factor solution of the one-factor model accounted for less than
50% of the variance (41.21%), indicating no substantial common
method bias. This study has also used a confirmatory factor-analytic
approach to the Harman one-factor test as a way of testing for the
presence of bias (Podsakoff et al., 2003). A worse fit for the one-factor
model would suggest that common method variance does not pose a
serious threat. The one-factor model yielded a Satorra-Bentler x%4) =
144.34; ¥%/d.f = 2.67 (compared with the measurement model, which
yielded a Satorra-Bentler y%sg) = 70.54; y2/d.f = 1.46). This means that
the fit is considerably worse for the one-dimensional model than for the
measurement model, suggesting no substantial common method bias
(Armstrong and Overton, 1977).

3.2. Measures

All constructs were self-reported and measured using a liker scale of
5-points rating (1 = “completely disagree” to 5 ”completely agree”
(Please see Appendix A for a summary of the operationalised items).

e Knowledge and Resources: Three items assessed the importance of
knowledge of the cyber security problem and investments in its so-
lution. These items measure the understanding of the threats and the
effectiveness of measures in place for the detection, mitigation, and
response to cyber security incidents. One item also measures the
extent to which cyber security is embedded in operations. Sources:
Blanchet et al. (2017:432); BS 31111:2018; ISO/IEC, 20180:2018;
NIST CSF (2018); Sallos et al. (2019).

e Awareness of Risk: Three items measured the organisation’s under-

standing of uncertainty in the digital domain. These focused on the

extent to which organisations were able to protect their digital assets
and services, and the interdependencies between these. Sources:

Jovanovic et al. (2020); Blanchet et al. (2017:432)

Partnerships & Supply Chain: The organisation’s perception of the

interdependence between its digital resilience and that of its value

chain was assessed with a 3-item scale. These items focused on the
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perception of responders regarding the information offered by sup-
ply chain members regarding cyber security measures, cyber security
compliance and the sharing of cyber security information. Sources:
Hope (2020); Sheridan (2018).

Security in Transformation: The security of an organisation’s digital
transformative capacity was assessed with a 3-item scale. These
items focused on the perception of responders regarding the presence
of efficient mechanisms in place for external communication, an
effective plan in place to keep data secure and participation in cyber
security exercises. Sources: Folke et al. (2010); Ree et al. (2021);
Larcker et al. (2017).

3.3. Data analysis

SmartPLS 3.3.3 has been the software package used for data analysis
(Ringle et al., 2005). Following Cepeda-Carrion et al. (2019) classifi-
cation of PLS-SEM and its purposes, the present study is causal, which
involves testing hypotheses in a specific model and maximising the
explained variance of the dependent, considering the fit indices in the
model. Since endogeneity could be a problem, a two-step procedure has
been established to evaluate it in our model (Hair et al., 2019): (1)
assessment of the measurement model and (2) assessment of the struc-
tural model. In order to evaluate the significance of fit indices, path
coefficients, weights, and loadings of each composite’s indicators we
have used the bootstrap procedure (Chin, 1998). Regarding the struc-
tural model, considering the confirmatory nature of our PLS-SEM anal-
ysis, the fit indices were calculated for the saturated model from our
proposed model (Henseler and Schuberth, 2020). The results of the data
analysis are presented in the following section.

4. Results
4.1. Measurement model

The measurement model was assessed by following the approach by
Hair et al. (2019). Results exhibit that it meets all the commonly
designated measures of reliability and validity. First, individual reli-
ability is sufficient because all standardised loadings are larger than 0.7
for all constructs. Second, all measures of composite reliability are larger
than 0.8. The values for average variance extracted (AVE) exceed the
threshold of 0.5 for convergent validity (Table 2). Finally, a full collin-
earity test based on variance inflation factors (VIFs) was carried out.
According to Kock and Lynn (2012), when a VIF achieves a value greater
than 3.3, there would be an indication of collinearity problems. This
would warn if a model may be contaminated by common-method
variance (CMV). The present model, with a maximum VIF of 2.096
may be considered free of CMV problems.

Table 2
Measurement model.
Construct Indicator VIF * Loadings  Composite AVE
reliability b
Knowledge and Knowll 1.421 0.732 0.836 0.631

Knowl2 1.656  0.869
Knowl3 1.306  0.774
Uncertl 1.436 0.822 0.827 0.615
Uncert2 1.357 0.789
Uncert3 1.254 0.739
Interdepl  1.821  0.834 0.857 0.667

resources

Awareness of risk

Partnerships and

supply chain Interdep2  1.297  0.721
Interdep3  2.096  0.887
Security in SinT1 1.513 0.821 0.845 0.645
Transformation SinT2 1.428 0.818
SinT3 1.367  0.769
Notes.

@ VIF: Variance Inflation Factor.
b AVE: Average Variance Extracted.
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As shown in Table 3, all the constructs show discriminant validity
since all HTMT indices are below 0.90 (Henseler et al., 2015). In addi-
tion, each construct related more strongly to its own measures than to
others (Fornell and Larcker, 1981). Therefore, there is evidence of
discriminant validity (Henseler et al., 2015).

4.2. Structural model

As shown Table 4, all fit indices for the saturated model meet the
requirements to confirm the proposed measurement model. Based on
Benitez et al. (2020), the fit statistics for the model indicate a reasonable
data fit. The standardised root mean square residual (SRMR) value of the
measurement model was 0.076 and all discrepancies were below the
99%-quantile of the bootstrap discrepancies (Hi99), which suggests very
good measurement model fit (Henseler et al., 2016). Therefore, there is a
good adjustment between the empirical data matrix and the theoretical
model matrix (Henseler, 2018).

Following Hair et al. (2019), we assessed the sign, magnitude, and
significance of path coefficients which are the most important result of
the structural model. Likewise, the aim of PLS-SEM algorithm maximizes
the explained variance of the dependent variables represented by
determination coefficient (i.e., R?). As Hair et al. (2019) argue, the use of
bootstrapping (5000 resamples) produces confident intervals to assess
the statistical significance of the path coefficients. Thus, the consider-
ation of bootstrap percentile confidence intervals provides greater
assurance than merely relying on null hypothesis significance testing.
We also report the effect size f2 which shows the change in R? if a
specified construct is omitted from the model. A guideline of 0.02, 0.15,
and 0.35 represent respectively, small, medium, and large effects
(Cohen, 1977). As Table 5 shows, this study not only uses parametric test
as t-value but also uses a non-parametric test as percentile confidence
interval. If the 95% CI surrounding the standardised direct effect did not
include 0, we deemed the direct effect significant. As Table 5 shows, the
bootstrap intervals do not contain the zero value. Based on this analysis,
the results provided full support for the hypotheses identified in Fig. 1.

5. Discussion

Developments in digital technologies and their applications are
changing the dynamics of the environment where health and care sys-
tems operate. There is consensus in the literature that success of the
healthcare sector in this new context relies on its ability to embrace a
process of digitisation. However, digitisation of health and care systems
means more than just adoption of the digital technologies for improved
operations. Healthcare digitisation implies a transformation of the
sector so that it continues to meet the changing and increasingly
demanding needs of society. Such digital transformation of the sector
therefore becomes a complex process which raises new vulnerabilities in
healthcare organisations and their stakeholders —from individuals to
organisations to its global supply chain.

As the healthcare sector engages in its digital transformation, its

Table 3
Discriminant validity (Fornell and Larcker”’s and HTMT®).
Construct Uncert SinT Knowl Interdep
1. Uncert 0.784 0.800 0.735 0.553
2. SinT 0.569 0.803 0.819 0.814
3. Knowl 0.504 0.597 0.794 0.646
4. Interdep 0.394 0.596 0.486 0.817
Notes.

Uncert — Uncertainty; Interdep — Interdependence; Knowl — Knowledge; SinT
— Security in Transformation.

@ Diagonal values (square root of AVE are in bold) should be higher than off-
diagonal correlations shown below the diagonal line.

b Heterotrait-Monotrait Ratio of Correlations (HTMT) thresholds are shown
above the diagonal line.
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Table 4
Global goodness of fit, confirmatory composite analysis, and bootstrap-based
95% and 99% quantiles.

Estimated Hi95 Hi99 Saturated Hi95 Hi9%9
Model Model
SRMR  0.071 0.075 0.088 0.071 0.074  0.081
duyis 0.395 0.444  0.606  0.395 0.422  0.508
dg 0.217 0.260 0.298  0.217 0.263  0.331

Notes.

The figure in bold indicates the level of compliance with the index of adjustment.
SRMR: Standardised Root Mean Square Residual, dy;s: Unweighted Least
Squares Discrepancy, dg: Geodesic Discrepancy.

stakeholders face a new type of risk related to digital healthcare assets
and services. Risks derived from digital incidents are not only disruptive
but difficult to predict or avoid by the healthcare organisation. Such
risks could have a direct impact on the physical domain, from the safety
of individuals to the operation of the overall system. Thus, the resilience
of the healthcare sector today relies on a combination of its trans-
formative capacity and its cyber security.

Our results indicate that the defined drivers of security in healthcare
organisations’ digital transformation are closely associated with key
elements of sectoral cyber resilience. In other words, both the success
and sustainability of digital transformation efforts are likely to be
affected by the healthcare systems’ performance in these elements of
resilience. The consistent relationships between the constructs indicate
that organisations with low performance in Knowledge, Uncertainty and
Interdependence are also likely to perform poorly in Security in Trans-
formation. Furthermore, these results support the theoretical inference
that, to achieve the levels of resilience required for sustainable digital
transformation, healthcare organisation must develop their trans-
formative, adaptive, and absorptive capacities in the context of cyber
security.

As discussed earlier in this paper, the construct Security in Trans-
formation represents key elements of security that could affect resilience
throughout the digital transformation efforts of the healthcare sector.
Those elements are derived from anticipatory (i.e. proactive), response-
oriented (i.e. reactive), and governance-oriented principles of organ-
isational theory. Thus, in terms of hypotheses H3, H5 and H6 our results
suggest that the security layer of the digital transformative capacity of
healthcare organisations is directly influenced by three key factors,
respectively:

1. The extent to which an organisation understands key indicators of
uncertainty, including its core digital assets and the uncertainty
emerging from their interactions; the organisation’s ability to remain
operational in the event of critical digital asset loss; and the extent of
the organisation’s awareness of the COVID-19 effects on their cyber
security risk (H3). This is in line with the understanding of Un-
certainties by Blanchet et al. (2017:432) when describing the drivers
of health systems resilience. Our research expands this theory by
exploring the concept in the contextual basis of the digital domain
and a crisis such as the COVID-19 pandemic, both of which have
directly affected the healthcare sector.

2. The organisation’s involvement in cyber security information/in-
telligence sharing partnerships; its confidence in the security mea-
sures of vendors, suppliers, and service providers; and the regular
auditing of the cyber security of the supply chain (H5). This adds to
the knowledge-based nature of the cyber security problem by Sallos
et al. (2019) and their vision of cyber security governance as a
multifaceted construct which benefits from a knowledge-centric
narrative. Cyber security knowledge may refer, for example, to
what cyber security-related information becomes once it has been
collected, evaluated, structured and eventually shared across various
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Table 5
Structural model.
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Confidence intervals

Hypotheses Path coefficient 5% Cljo 95% Clp; Significance (p-value) Cohen’s f-square R?

H;: Uncert—Interdep a; = 0.394 0.139 0.670 0.004 0.193 0.155
Hy: Uncert—Knowl az = 0.370 0.150 0.595 0.001 0.101 0.352
Hs: Uncert—SinT az = 0.291 0.030 0.550 0.030 0.132 0.540
H,: Interdep — Knowl ay = 0.341 0.130 0.552 0.001 0.092 0.352
Hs: Interdep —SinT as = 0.343 0.075 0.668 0.026 0.176 0.540
He: Knowl —»SinT ag = 0.284 0.059 0.494 0.011 0.159 0.540

Notes.

(based on t(4999), two-tailed test). t(0.05, 4999) = 1.960; t(0.01, 4999) = 2.577; t(0.001, 4999) = 3.292.
Uncert — Uncertainty; Interdep — Interdependence; Knowl — Knowledge; SinT — Security in Transformation.

stakeholders in both academic and industry contexts (Barnum,
2012).

3. The organisation’s understanding of relevant threats at an executive
level; the currency and availability of knowledge covering the inte-
gration of cyber security within operations; and the effectiveness of
mechanisms/measures for detecting, mitigating, and responding to
cyber incidents (H6). This adds an ‘actionable’ dimension to cyber
security knowledge. In doing so, it emphasises the importance of the
dynamic between knowledge and strategy in a cyber security
context, highlighted by Sallos et al. (2019) as the basis for both
proactive and reactive incident response capacity.

In addition to its direct effect on the security layer of the digital
transformative capacity of healthcare organisations, the Uncertainty
construct was found to have a significant effect on both Interdependence
(H1) and Knowledge (H2).

In terms of hypothesis H1, our findings suggest that the extent to
which an organisation understands key indicators of uncertainty ap-
pears to have a positive impact on its consideration and integration of its
broader value chain as a driver of digital resilience. From a governance
perspective, it is plausible to assume that a better understanding of the
core digital assets and the uncertainty and risks emerging from these
—particularly those potentially affecting the operational performance,
drives the organisation towards engagement in cyber security intelli-
gence sharing partnerships with vendors, suppliers, and service pro-
viders. This leads, in turn, to an increased confidence in the security of
its supply chain. Given the healthcare sector’s vulnerability to supply
chain attacks, such engagement is essential. While the two constructs at
the basis of H1 are distinct, their relationship could also be explained in
terms of a capability progression. Knowledge, as defined, involves an
awareness of irreducible interdependencies. Once organisations develop
a sufficient understanding of the threats/risks faced internally, they are
likely to expand the scope of their efforts towards the next driver of
vulnerability — their extended enterprise.

As for hypothesis H2, our results show that the extent to which an
organisation understands key indicators of uncertainty in the cyber se-
curity domain has a direct effect on its cyber security knowledge (e.g.
knowledge of relevant threats at an executive level, of the integration of
cyber security within operations and of mechanisms/measures for
detecting, mitigating, and responding to cyber incidents). Similarly, an
organisation’s consideration and integration of its broader value chain
as a driver of digital resilience was found to have a direct effect on the
cyber security knowledge base of the organisation, particularly that of
its management board. Again, despite the strength of the relationship
between Knowledge and Uncertainty, it is unclear at a conceptual level if
it follows a sequential logic (where Uncertainty predates Knowledge).
The results indicate that the two constructs are highly interdependent,
with likely feedback loops driving their interaction across levels. For
example, a high degree of Uncertainty awareness driven by an under-
standing of interdependencies between core digital assets is likely to be
required in order to develop effective mechanisms for detection,

mitigation, and response to cyber threats —an element of Knowledge.
However, the understanding of the integration of cyber security in op-
erations (Knowledge) is likely to be a prerequisite for establishing
robustness (i.e. ability to remain operational in the event of access/
availability disruptions for key digital assets) — an element of the Un-
certainty construct.

In addition to the findings derived from the study of hypotheses H1
to H6, our analysis suggests that the relationship between uncertainty
and digital transformation in the healthcare sector is potentially a
bidirectional one, particularly when uncertainty is considered in its
broader sense. This research has found that digitisation efforts drive
uncertainties such as those derived from the spread of cyberattacks or
fake news. However, we also argue that the uncertainties caused by
crises such as the recent COVID-19 pandemic facilitate the digitisation of
healthcare products and services, and the emergence and adoption of
technoinnovations such as telemedicine —studied by Drago et al. (2021).
Further, in the face of digital resilience, the healthcare sector is expected
to facilitate the relationship uncertainty < digitisation in both di-
rections. Understanding the situations of uncertainty caused in both
directions and knowing how to deal with them in the best possible way,
provide security in the digital transformation. However, this requires the
presence in the organisation of not only internal knowledge but also
knowledge that comes from collaborations within the healthcare sector
and with its global value chain.

6. Conclusion

The digital transformation of the healthcare sector is an essential
development as societies move into a post-industrial, knowledge-based
economy defined by radical innovations in the information technologies
domain. The adoption of the latest technologies and their applications in
the health and care ecosystem must be managed effectively from the
perspective of cyber security and resilience to support sectoral devel-
opment and, ultimately, its antifragility. However, there is still a limited
understanding of the key concepts that must define the strategic vision
of a resilient and sustainable digital transformation of healthcare.

This research has studied three core constructs that contribute to the
required transformative, adaptive and absorptive capacities for health-
care systems cyber/digital resilience. These are Knowledge and Re-
sources, Awareness of Risk, and Partnerships & Supply Chain. The
analysis of the perspective from C-level executives from the healthcare
sector in the United Kingdom indicates that all three defined constructs
are meaningful for the required Security in Transformation of the sector.
Prescriptively, this means that a balanced base of cyber security
knowledge development, uncertainty management, and consideration
for the sector’s high levels of systemic and organisational interdepen-
dence are all essential, as more healthcare systems are undergoing
digital transformations. Respectively, the absence of such a base is likely
to indicate poor performance across the measures, given the in-
terdependencies found between them. Poorly performing organisations
are likely to face a significant degree of vulnerability/risk, while likely
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being unaware of it. Such instances present a paradoxical problem as
sufficient domain-level knowledge, an understanding of the uncertainty
faced, and the risks and opportunities presented throughout the
extended enterprise are seemingly co-evolving necessities for an effec-
tive self-diagnosis of the digitally transformative capacity of the orga-
nisation. In other words, poor performers in these aspects are unlikely to
be equipped to effectively gauge the scope of the risk faced through
emerging digital transformations —a prerequisite for justifying necessary
further investments and development.

6.1. Implications for theory and management practice

Two main practical implications can be drawn from our findings.
First, the necessity for oversight bodies to initiate audits of the digital
absorptive, adaptive and transformative capacities of healthcare orga-
nisations. Such audits can indicate inadequate organisational perfor-
mance as a way to overcome the aforementioned paradox between
knowledge of the digital domain, understanding of the uncertainties that
characterise it, and risks and opportunities presented throughout the
extended enterprise. As healthcare organisations understand these three
concepts as co-evolving necessities for an effective self-diagnosis of their
digitally transformative capacity, investments in cyber resilience will
increase, paving the way to the sustainable transformation of the sector
at systemic level.

Secondly, prudent governance of healthcare systems is of upmost
importance as its reliance in digital technologies increase. Through a
sustainable integration of cyber security into the management strategy
of the healthcare organisation, assumptions of adequate performance
must be thoroughly and regularly tested at a board-level. Such regular
testing of cyber security performance and the sharing of its results across
the sector must lead to actions at systemic levels.

Our findings have two key implications for scholars in different do-
mains related to both healthcare and digital security. The first of this is
the need to approach digital resilience as a knowledge problem within
and beyond the healthcare sector. As technologies and their applications
transform business and societies, there is a growing body of evidence
that suggests that the combination of digital technologies and digital
competencies is the critical success factors for the sustainable and

Appendix A. Questionnaire Items
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resilient digital transformation of the healthcare sector. By studying the
interdependence between digital transformation and areas such as dig-
ital capacity building, digital capabilities and digital capital, scholars
from different domains will be contributing to current and future efforts
to transition to a knowledge economy.

Additionally, the research emphasises the need to raise awareness
across the management board of the cyber/digital resilience problem,
the uncertainties associated to it and the importance of managing their
interdependence from all other stakeholders in this space.

6.2. Limitations and future research avenues

In addition to the above avenues for future research, this research
encourages other scholars to study the subjects of digital resilience and
digital transformation from the perspective of other stakeholders within
the healthcare sector. Our research has captured the views of C-level
executives on these concepts and their relationships. The domain would
benefit from the analysis of the problem from the perspective of the
individuals and teams responsible for the operational performance of
the organisation, the sector and its supply chain. Such a study would
complement our findings to bring a more comprehensive perspective of
the cyber security challenges currently faced by the healthcare sector,
which have the potential to affect its resilience and therefore the sus-
tainability of its digital transformation efforts.

Finally, this study encourages the healthcare and cyber security
research and practice communities to further explore the potentially bi-
directional nature of the relationship between the concepts of uncer-
tainty and digital transformation, and its implications for theory and
practice.
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Knowledge and Resources (Knowledge)

Knowll. Our management board has a sufficient understanding of the threats digital technologies currently pose to our

organisation. [situationalAwareness]

Knowl2. Our organisation has effective measures in place for the detection, mitigation, and response to cyber security

incidents. [incidentManagement]

Knowl3. Our organisation regularly measures the extent to which cyber security is embedded in our operations.

[cyberRiskManagement]

Sources: Blanchet et al. (2017:432); BS 31111:2018; ISO/IEC, 20180:2018; NIST CSF (2018); Sallos et al. (2019)

Awareness of Risk (Uncertainty)

Uncertl. Our organisation has a sufficient understanding of our key digital assets and services, and the interdependencies

between them.

Uncert2. Our organisation has effective measures in place to remain operational even if we lose access to a critical

digital asset (e.g., a particular database or application)

Uncert3. The current COVID-19 crisis has increased the cyber security risk for our organisation.

Sources: Jovanovic et al. (2020); Blanchet et al. (2017:432)

Partnerships & Supply Chain (Interdependence)

Interdepl. Our organisation is involved in a programme or external partnership for the sharing of cyber security

information, expert.

Interdep2. Our organisation has confidence in the cyber security measures our vendors, suppliers and service providers

have in place.

Interdep3. Our organisation regularly audits the cyber security compliance of our supply chain.

Sources: Hope (2020); Sheridan (2018)
Security in Transformation

SinT1. In the event of a cyber security incident, our organisation has efficient mechanisms in place for external

communication.

SinT2. Our organisation has an effective plan in place to keep our data secure.
SinT3. Our management board regularly participate in cyber security exercises such as table-top and cyber wargames.
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Sources: Folke et al. (2010); Ree et al. (2021); Larcker et al. (2017).
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