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Abstract: 

The current rollout of smart meters for gas and electricity, both in the UK and 

internationally, will help suppliers to better forecast demand and supply accurate bills 

to consumers. However, even with an in-home display (IHD), the benefits of a smart 

meter to a domestic customer are limited by the so-called „double invisibility‟ of 

energy [1] and the standardisation of IHD design for an imagined home „micro-

resource manager‟ [2]. Furthermore, low-income households may be limited in the 

benefits they can reap from such systems; already living within a tight budget, 

suggestions for further energy-related cost savings may be detrimental to their health 

and wellbeing. This makes it important that the impact of actions taken to save energy 

is communicated. This can be done using indoor environmental measures, including 

carbon dioxide, relative humidity and temperature, as part of an integrated meter and 

sensor system (IMSS) and an associated IHD or digital application. Such a system 

gives users the ability to make informed decisions about their energy use and indoor 

environmental health. This paper explores the potential barriers to implementing an 
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IMSS in practice. It explains how an IMSS was designed, based on a review of meter 

and sensor systems; details the process is taken to trial the IMSS in 19 social housing 

properties in the English Midlands; and makes recommendations for a larger scale 

rollout of IMSSs. The paper also reviews current progress in cloud storage and 

security as relevant to IMSSs and smart metering. 

Keywords: Integrated meter and sensor system; Energy; Social Housing. 
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1.0 Introduction   

 

Managing energy consumption in domestic buildings has a key role to play in helping 

to meet a broad range of environmental and social policy priorities; in particular, 

limiting carbon emissions and potentially helping to combat fuel poverty. Clearly, the 

appropriate design and construction of such buildings is an essential element in 

managing demand, however, occupant behaviour also plays a significant part. Indeed, 

the household behaviour is a key factor that dictates energy consumption, efficiency 

and conservation [3]. Traditionally, householders received data on consumption 

through their bills, often several months in arrears, making it difficult to link specific 

elements of behaviour to the energy consumed. One way by which policy makers and 

other stakeholders have been trying to ensure occupants recognise their role in 

managing energy demand and address this issue is through the implementation of so-

called smart meter programmes. Smart meters are devices that provide far greater 

levels of detailed consumption data and feedback than tradition meter systems, often 

in real time [4, 5, 6] and it is this increased level of feedback to households that are 

expected to deliver the anticipated reductions in energy consumption [6, 7].  It is 

important to recognise that the drive to implement programmes which deliver the 

wide uptake of such meters is global; encompassing both developed and developing 

countries [8].  

While smart meters are considered to be „essential tools for gaining access to 

information regarding energy consumption in an objective and transparent manner‟ 

[8]there are growing concerns that, as currently implemented, they do not actually 

deliver the anticipated benefits through reductions in energy consumption. For 

example, while smart meters collect and present real-time data on consumption, 

research suggests that such data do not enable consumers to recognise specific aspects 
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of their energy usage that would allow them to make effective changes to their 

behaviour [5]. The suggested „double invisibility‟, namely the fact that energy is not 

only invisible but it also cannot easily be linked to everyday behaviour, suggests that 

data generated from smart meters might not by themselves be sufficient to ensure 

behaviour change occurs [1].  Consequently, the nature of the data collected and the 

way in which they are presented, particularly the type of interface adopted, are likely 

to play a key role in the efficacy of smart meters as a tool to manage energy 

consumption [7, 9, 10].  

Increased feedback also has the potential to cause unintended consequences, 

particularly amongst certain types of households. For example, for those in fuel 

poverty, there might be very limited opportunity to reduce energy consumption 

without raising health or wellbeing related risks [9]. Under such circumstances 

feedback that simply focuses on absolute energy consumption or the financial 

implications associated with energy-related behaviour might be counterproductive.  

For such households or those vulnerable to going into fuel poverty e.g. people living 

in social housing, the nature of the data used to help inform behaviour, as well as the 

interfaces adopted, might need to focus as much on helping users understand when 

their behaviour jeopardises health or wellbeing as on financial benefits.  Reeves et. al 

highlighted that social housing in the UK exists to provide affordable housing, having 

equally shared responsibilities between local councils and housing associations [11]. 

Such an approach would require the impact of users‟ actions that affect energy 

consumption on the key determinants of comfort, such as operative temperature, 

humidity etc., to also be fed back through an appropriate interface.  
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This paper explores the potential barriers to implementing an integrated meter and 

sensor system (IMSS) designed to address this issue and deliver data that link energy 

consumption with a range of environmental indicators associated with comfort. It 

focuses on the application of such systems for lower-income households and on their 

implementation in existing dwellings. It also presents a review of the advantages and 

disadvantages of cloud computing for IMSSs. 

2. Defining IMSSs  

 

 

2.1 Use of IMSSs in different fields 

IMSSs incorporate a number of different sensors that can be integrated into a single 

system to monitor a range of conditions. IMSS applications can be classified into two 

main categories: tracking and monitoring (see Figure 1). Tracking applications 

include tracking animals, humans, objects and vehicles while monitoring applications 

include indoor/outdoor environmental conditions, health, power, factory and process 

automation, seismic activity and structural performance [12].  

IMSSs are also used to monitor energy consumption in the commercial and industrial 

sectors and results have shown great benefits in energy management. Consequently, 

IMSSs are now finding the way into the residential sector [13]. The deployment of 

IMSSs in the residential sector faces challenges such as a perceived invasion of 

privacy, difficulty in ensuring data security and issues related to the acceptability of 

different technologies. The development of wireless sensor networks systems (WSNs) 

has in part made the installation of IMSSs more acceptable and delivered benefits 

such as reducing installation time and providing the ability to monitor inaccessible 

locations e.g. at certain heights where wiring is not possible. [14].     

 



ACCEPTED MANUSCRIPT

ACCEPTED M
ANUSCRIP

T

6 

 

 
 

Figure 1.  Sensor network applications 

 

 

2.2 Displaying data collected from IMSSs 

In many cases, an IMSS is in place for the purpose of collecting and transmitting data. 

However, it is beneficial to display and feedback the collected data, for reasons of 

transparency and user education. Indeed, the UK smart meter roll-out programme is 

providing an in-home display (IHD) with every installed meter. 

A large body of literature exists reviewing trials of IHDs with energy monitoring 

systems in domestic and workplace settings. People have been found, in practice, to 

use IHDs for different purposes. For example, several studies report the use of the 

IHD to determine a benchmark or baseline; for instance, being used as a „tracking 

device‟ to keep the household‟s energy consumption below a certain benchmark [2]. 

Hargreaves et al. [15] noted many participants speaking about being „in the red/black‟ 

or in credit, and personal or household establishment of a baseline. This was also the 

case in the two small-scale studies reported by Pierce et al. [16], where participants 

used devices to determine what they considered to be „normal‟ consumption and to 

monitor this. None of the study‟s users looked to reduce their consumption. 

These kinds of studies have been used to provide recommendations for effective IHD 

design. No clear picture emerges on favoured types of visual display. A speedometer 

display was universally favoured in one focus group study [17], though the use of an 
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IHD designed around the concept of a car dashboard was found to be more popular 

with men in another study [15]. In a study in which six different types of water IHD 

display (including a virtual aquarium) were shown to users, the bar graph design was 

preferred by 67% of participants. However, there was little agreement within each 

household as to their preferred design, leading to the suggestion that multiple options 

should be available [18]. Displaying energy use in monetary terms is commonly 

argued to be popular and easily understood [17], and a key benefit of an IHD is the 

ability to provide near-real time information. Yet Wood and Newborough [19]  warn 

that displaying energy use financially might not help encourage a reduction in usage, 

as day-to-day figures tend to be low. Displaying total expenditure over a month or a 

year may be more influential.  

The effectiveness of gamified forms of feedback has been acknowledged. Goal setting 

[20] and comparisons with self and other households [21, 22] have been noted to be 

effective ways of providing feedback about energy consumption [23]. Already, 

aspects such as comparisons and setting goals have been integrated into energy 

feedback from UK suppliers (e.g. neighbourhood average; [24]; targets and budgets, 

[25]).  

There is a dearth of studies reporting on systems that collect data on indoor 

environmental conditions and feed this back to the occupants of the property, 

although the usefulness of incorporating information on humidity, temperature and 

carbon dioxide has been noted for motivating behavioural changes [19] and 

monitoring the activities of elderly relatives living independently [26]. 

 

3.0 Challenges arising from implementation of IMSSs 

 

Considerable research has already considered the development of IMSSs to monitor 

energy consumption in the residential sector (Table 1); and while this paper focuses 
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on the potential barriers to the implementation of IMSSs in the residential sector 

identified in one of these projects, the Smarter Households project, it does so in the 

broader context of this other work. Smarter Households is a 5-year project funded 

under the UK Engineering and Physical Sciences Research Council (EPSRC) 

BuildTEDDI programme (Transforming Energy Demand in buildings through Digital 

Innovation). The project aims to explore how households can be engaged with their 

energy use data through the use of an interactive three dimensional „Energy 

Dashboard‟ application. IMSSs were installed in 19 homes owned by the social 

housing provider Orbit Housing in the West Midlands, UK.  

A key feature of the project is the „Energy Dashboard‟ application which allows the 

household to view their data on the tablet provided. In order to design „Energy 

Dashboard‟ application the proposed IMSS architecture is displayed in Figure 2. This 

have three main layers (i) data collection from end users/service provider (ii) storing 

data to Coventry University data base server and internet server and (iii) linking the 

data using appropriate user interface to be used on tablets by end user.  This was 

designed in conjunction with the social housing provider via participatory design 

workshops, and extensively tested and evaluated before making it available to the trial 

households. 
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Figure 2 The proposed IMSS architecture. 
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Organisation 
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Internal 

data 

transfer 

Data 

transfer 

from 

sensor to 

logger 

/gateway 

External 

data 

transfer 

Data 

transfer 

from 

logger to 

server 

Software 

used in 

house or 

proprietary 

Databas

e format 

 

 

Data storage 

*RNS= 

Remote 

Network 

Server 

(Cloud) 

*LNS local 

Network 

Server 

 

Project data 

Waterford 

Institute, Ireland 

(9 homes 

monitored) 

(2012) 

ZigBee  Wi-Fi  

(Internet) 

Proprietary 

company 

web based  

Microsof

t SQL  

LNS  A bespoke system was designed to monitor whole 

building energy use for one year pre- and post- 

retrofitting. The wireless system installed in nine social 

housing dwellings regularly (15 minutes) logged indoor 

temperature, humidity, external temperature wind speed 

and direction as well as  volatile organic compounds, 

gas,  segregated electricity are measured.  ZigBee 

communication protocol was applied for internal data 

transfer to a gateway and internet Wi-Fi to transfer data 

from various gateway to a HUB (internet hub in a 

house) and then transfer the data via internet to the LNS 

server.  

In stage 1 three options were explored for the wireless 

communication within the houses: 1. Self-designed 

system using all bi-directional wireless transmitters and 

receivers on a permitted frequency;  2. ZigBee, an 

international free open standard;  3. Zwav-, similar to 

Zigbee, a proprietary system requiring a license to use 
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from Sigma Designs. All Zwave devices work with each 

other. They work on a lower frequency than ZigBee so 

have better range for the same power but antennas are 

physically larger. The cost of both Zwave and self-

designed systems were found to be too expensive to 

implement; therefore, a Zigbee system was used. Stage 

2: The use of a  General Packet Radio Services (GPRS) 

SIM card to transfer data was also investigated but due 

to potential reliability issues it was deem unattractive, 

therefore Internet was used [27]. 

 

Nottingham 

Trent University   

Nottingham 

City Homes 

(NCH) 

(2012-2015) 

 proprietary 

radio 

868MHz  

GPRS Proprietary 

software   

MySQL  (Cloud) 

company 

server  

40 Social homes were monitored using sensors to have 

online real-time data. Homes were monitored based on 

their age of built and occupancy type, 10 points were 

monitored per home. The WSNs was used to measure; 

door and window openings, gas, electricity and water 

consumption, indoor, outdoor air temperature, radiator 

temperatures and front external wall temperature were 

measured.  Thermal imaging and thermal real time 

video imaging were also used to obtain an insight in the 

relationship between energy consumption and 

occupancy behaviour patterns. The IMSS also 

investigated if various energy saving devices installed in 

homes would reduce energy consumption. The IMSS 

system employed proprietary RF to transfer data from 

the sensors to the gateway and then used GPRS to 

transfer data to the cloud storage [13].  The main 

challenges identified with the installation were related 

with sensor size and design. The gateways were 
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installed in the loft of the homes to prevent the 

occupants turning of the gateway.  

 

Loughborough 

University 

(LEEDR) 

Low Effort 

Energy Demand 

Reduction  

(2010-2014) 

-Stand-

alone -- 

ZigBee  

 

Internet   - Cloud (RNS)  

and 

LNS(standalon

e sensors) 

The project employed a combination of energy 

monitoring, video ethnographies and workshop 

techniques to explore opportunities for energy demand 

reduction through digital innovation and assess the 

possible impact a changing energy landscape might 

have on family life. The system used both stand-alone 

sensors and wireless network to transfer data [28, 29]. 

 

 

 

University of 

Edinburgh 

(IDEAL) 

Intelligent 

Domestic 

Energy Advice 

Loop 

(2013-2017) 

ZigBee  Internet  In house 

analytics 

 MySQL   LNS  The project is a sociotechnical study, concentrated on 

existing housing, with a strong social science 

component and an experimental design that looks at 

income levels and household composition as primary 

factors. The project aims to monitor up to 600 homes for 

data on, gas, electricity consumption, light level, temp, 

humidity, temp sensor on hot water pipes. Wireless 

sensing, machine learning, and natural language 

generation technologies were utilised. 

Using an IMSS the project aims to construct an 
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intelligent advice loop that will provide information to 

householders on what activities they are engaging in 

which use energy, and how much energy is used for 

each one, together with suggestions for what they might 

do to reduce their energy expenditure.  

For stage 1 the temperature and humidity data related to 

behaviour are gathered using a small number of wireless 

sensors in the home (using mostly ZigBee technology), 

together with data on weather, building factors and 

household composition. For stage 2, this data is then 

transmitted over the internet to storage servers, where it 

is analysed using Bayesian machine-learning methods to 

extract household-specific behaviours in near-real time. 

Information on the cost, carbon content and amount of 

energy used for specific behaviours is reported back to 

the householders via a dedicated wireless tablet [30]. 

 

University of 

Nottingham 

(Nottingham 

Green street) 

(2012- ) 

proprietary 

radio 

868MHz 

GPRS Proprietary  

software   

MySQL Cloud and 

company 

server  

The IMSS has been used to monitor eight newly 

constructed houses that aim to achieve level 4 of the 

Code for Sustainable Homes (CSH) and Building for 

Life Gold standard. The homes were designed to 

maximise use of natural light and minimise energy 

consumption and are expected to have levels of 

insulation and air tightness which far exceed current UK 

building regulations. The homes also have whole-house 

ventilation systems and natural heat stacking to 

maximise warmth in winter and cooling in summer. The 

IMSS monitored the project deployed using proprietary 

RF to transfer data from the sensor to the gateway and 
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used GRPS to transfer data to cloud storage.  

Delft University 

of technology, 

Netherland  

(3 homes test) 

 ZigBee  

 

 GPRS  and 

3G  

Proprietary  

Web base 

software  

MySQL Cloud (RNS)  The aim was to design a low cost HEM system. The 

main objectives of the IMSS system were to enable and 

inform the end user to make decisions concerning a) 

trade-offs for switching appliances on and off at a given 

time of day, b) scheduling the ventilation and screens of 

the house based on preferences/weather condition, c) 

enabling user to set temperature settings by different 

zones based on preferences/presence, d) informing the 

user expected and current amount of solar energy/net 

electricity, e) providing advice on energy storage, given 

planned electrical vehicle (EV) connected to a house.  

The IMSS system was tested in three research locations 

(Germany, UK and the Netherlands), where users could 

remotely control real-time electricity usage through web 

and other mobile devices such as smart phones or smart 

pads. 

The research tested both the use of Wi-Fi and ZigBee 

and found that ZigBee was more energy efficient than 

Wi-Fi, therefore ZigBee was chosen over Wi-Fi. The 

findings also suggested that the response time increases 

when using a smart phone to control a single light in a 

house as the command needs to travel back and forth to 

the central server over 3G. The findings concluded that 

response time is expected to be instantaneous inside a 

house, therefore a Wi-Fi access point would need to be 

presented to facilitate response times [31]. 
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University 

Salford 

University  

(DEHEMS) 

Digital 

Environmental 

Home Energy 

Management 

System 

(2009-2011) 

-Radio 

frequency  

433MHz   

- ZigBee   

Internet  - XML 

format. 

Into SQL 

format  

RNS  The Digital Environment Home Energy Management 

System (DEHEMS) project is a European Union funded 

project, looking at how technology can improve 

domestic energy efficiency. The project aimed to extend 

the current state of the art in intelligent meters, to look 

at the way in which energy is used. Bringing together 

sensor data in areas such as household heat loss and 

appliance performance as well as energy usage 

monitoring, it offered real time information on 

emissions and the energy performance of appliances and 

services. In turn the potential exists to make changes to 

appliances/services remotely from the mobile phone or 

PC.  The system can also provide specific energy 

efficiency recommendations for the household. The 

home data is transferred using ZigBee and RF from the 

sensor to the gateway and internet to the store servers 

[32] [33]. 

University of  

Bath  

(ELITEN) 

Energy Literacy 

Through an 

Intelligent 

Home Energy 

Advisor 

-ZigBee  

-Wi-Fi   

 

Internet  In house 

software 

using API 

method 

 

MySQL 

Cloud (RNS) 

for electric & 

gas, other 

sensors data 

stored on LNS  

 

The project monitored up to 80 homes with the aim to 

reduce carbon emissions from energy use within 

buildings by understanding, incentivising and 

influencing changes in the habitual behaviours of the 

buildings' occupants. The IMSS system used in the 

project included an in-house manufactured gateway 

using a Raspberry Pi, which allows the monitoring 

sensors to transfer data using ZigBee and Wi-Fi and 

then using internet transfers the data to storage server. 
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(2012-2016) The project has deployed various monitoring sensors 

having different data protocol which has resulted in the 

storage of the data in both local and cloud storage.   [34, 

35, 36] 

  

 

Nottingham 

Trent University  

(Estate 

Department) 

2012-  

  proprietary 

radio 

868MHz 

GPRS Proprietary 

software   

MySQL  Cloud and 

Company 

server  

 Nottingham Trent University campus buildings are 

monitored 

 

Coventry 

University- 

Smarter 

household   

GPRS  GPRS and 

internet 

Proprietary 

(Design of 

software-

dashboard 

and serious 

gamificatio

n) 

MySQL  Virtual server 

LNS 

Monitoring of total 20 house measuring gas, electricity, 

indoor environment and ambient temperature.  

Universitaet des 

Saarlandes, 

Germany  

ZigBee  Internet    Proprietary 

company 

software   

Postgre 

SQL 

Cloud  The IMSS system consists of three technical 

components: information acquisition, information 

processing, and information presenting, The aim of the 

research project is to integrate a system using ZigBee 

sensor networks and an intelligent home gateway. The 

IMSS system is to continually sense and updates 

electricity data in order to provide real-time electricity 

consumption information to users. The main function of 
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the IMSS system gives the users the option of remotely 

monitoring and control household appliances to save 

energy.  The data is views via the internet and is stored 

on the cloud [14]. 

 

University of 

Exeter 

(DANCER) 

Digital Agent 

Network for 

Customer 

Energy 

Reduction 

(2012-2016) 

-ZigBee  

-XBee   

Internet  In-house  MySQL  LNS  

The Raspberry 

Pi is the 

Storage server.   

The IMSS system used in the project has manufactured 

its own gateway using a Raspberry Pi, which allows the 

monitoring sensors to transfer data using ZigBee and 

XBee to the gateway. The project has successfully 

investigated the use of the gateway as a device that not 

only transmits data but also it can be used as a storage 

server with access to the data via internet connection. 

The aim of the project is to deploy an IMSS to develop a 

system that uses wireless sensors and embedded 

software to produce a system that both interactively and 

automatically manages users' energy consumption 

within indoor environments. The system employed 

novel sensing and communication mechanisms which 

monitored users' movements and the energy use of a 

range of appliances These data, together with the 

information either collected directly from end users via 

their smart phone application (e.g. indications to reduce 

energy use by 20%) or inferred indirectly from user 

habits, were fed into a decision making agent that 

decides when to switch on/off certain appliances and for 

how long. 
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Table 1 A review of past and current UK energy and indoor environmental monitoring projects  
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4. Technological barriers and issues 

 

 

4.1. Investigation of existing meters and sensors in residential buildings  

 

Selecting the correct equipment for a diverse range of housing stock, even for a small 

sample of 20 houses, has been challenging. For example, the type of gas or electricity 

meter installed plays a significant role in the ease with which key data can be 

collected. Some of the gas and electricity meters encountered are highlighted below 

(Figure 3). 

 

 
Typical George Wilson make gas meter 

 
Typical George Wilson (new) make gas 

meter 

 
Typical schlumberger make gas meter 

 
Typical Krome Schroeder gas meter 

 
Typical Siemens electricity meter 

 
Typical AMPY electricity smart meter 

 
Typical Landis Electricity meter 

 
Typical Sangamo Weston Ltd. Electricity 
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meter 

 

 

Figure 3. Range of gas and electricity meters encountered. 

 

While there is a significant diversity of gas meters, for the purpose of this analysis 

two types can be distinguished (i) digital (or smart meters) and (ii) dial meters. In 

order to read the digital/smart meters, they must be configured such that they can link 

directly to the cloud and the IMSS server. In some cases, in the Smarter Households 

project, this meant an existing meter would have to be replaced with a new metering 

system capable of transmitting data to the designated server. In contrast, it is possible 

to directly measure dial meters with optical devices e.g. using Loop Energy 

(www.loopenergysaver.com) (Figure 4). Meaning that the existing metering set up 

need not to be disturbed.   
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Loop Energy gas metering device 

 

 
Gas metering in a typical house before 
Loop Energy device installation 

 

 
Gas metering in a typical house after 
Loop Energy device installation 

 

Figure 4. Installed Loop Energy gas metering 

 

Similar issues relate to electricity meters, although in this case installation of a clamp 

has proved to be effective (Figure 5).  

 

 

 
 

Figure 5.  Clamp attached to electricity meter 

 

Current clamp 
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In addition to monitoring of gas and electricity, each house was also installed with 

CO2, temperature and humidity sensors located in the lounge and kitchen (Figure 6). 

Smarter Households decided to adopt a wireless sensor network approach for the 

following reasons: 

1. To avoid dependency on wiring and associated risks in the households; and  

2. Ease of data collection and assessment. 

The key challenges faced during the implementation of this network were: 

1. Finding a suitable place on the property to locate temperature and humidity sensors;  

2. Compatibility of monitoring technology with metering e.g. the curved screen of 

some gas meters makes it almost impossible for them to be fitted with monitoring 

equipment;  

3. Sensors falling off, or occasionally being removed/displaced/ powered off by the 

householders; 

4. Households switching off internet routers or electrical sockets during holidays;  

5.  Range limit of network and sensors, and 

6. Type of construction e.g. apartments with concrete flooring makes it impossible for 

sensors to communicate with the network if meters are located on the ground floor. 

Bathrooms and bedrooms have not been considered as part of monitoring privacy 

because of reasons.   

 
 

Temperature and  

humidity sensor 
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Figure 6. Installed temperature and humidity sensor in the lounge 

 

 

4.2  Data collection, storage and security issues  

 

(i) Data transfer  

Current research suggests there is no single method used to transfer internal data from 

the sensors to the gateway; however the use of ZigBee is increasingly popular due to 

the low associated costs (Table 1).  Indeed, the UK smart meter programme will also 

use ZigBee technology to transfer data from the smart meters to the gateway. Smarter 

Households has adopted radio frequency to send sensor data to the gateway because 

they are good with the range where sensors have been installed and it has been found 

that their installation has been very reliable in terms of communication between 

gateways and sensors.  

The method of transferring data from the gateway to the required storage server 

depends on the complexity of the project.  The most popular method used to send the 

data from the gateway to the required storage server is via the internet (Table 1).  

For the Smarter Households project, General Packet Radio Services (GPRS) was used 

to send data from the gateway to a storage server. The reasons for this selection were: 

1. No need of internet;  

2. Accuracy and reliability of data is much better and  

3. Possible data loss is minimal.  

(ii) Data Storage 

As the quantity of data increases, the need for data storage also increases. 

Traditionally, large quantities of data were stored in local servers (person and 

company-based servers), but the popularity of cloud computing has introduced a new 

type of storage server: “cloud storage”. Currently, the understanding of cloud 

computing is developing and changing constantly, and cloud computing still has no 
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unanimous definition [37]. However, the most common understanding is that the 

cloud is the common term for the infrastructure that allows organisations to receive IT 

services via a network such as an internet. These services can be data storage, 

computing power, or even complete software applications and the platforms on which 

they. It can be said that cloud computing as a new business model has developed from 

distributed processing, parallel processing and grid computing. Larger organisations 

such as Amazon, Google, IBM, Microsoft, Sun and various other IT giants are all 

investing significant resources in developing cloud computing technologies and 

products [38].  

Hosted services delivered through the cloud are divided into three categories: 

Infrastructure-as-a-Service (IasS), Platform-as-a-Service (PaaS) and Software-as-a-

Service (SaaS). [37, 39]. 

The service delivery model allows the users to rent virtualised servers and associated 

services for running existing applications or developing and testing new applications.  

Cloud computing is usually classified based on either the service or deployment 

model, Figure 7 shows the standard cloud definition framework [40, 39].   

 

 
 

Figure.  7. The cloud definition framework [40] 
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Private cloud is proprietary network-owned or rented by an organisation, and the 

whole cloud resource is dedicated to that organisation for its private use. An example 

of this model is a cloud built by an enterprise to serve their business- critical 

applications [41]. 

Public cloud is where the cloud infrastructure is for open use by the general public: it 

may be owned, managed, and operated by a business, academic, or government 

organisation, or a combination of them [41].  It exists on the premises of the cloud 

provider; end-users can rent parts of the resources and can scale their resource 

consumption to their requirements. Examples of public cloud providers are Amazon, 

eBay, Google, and Microsoft.  

A Community cloud is similar to a private cloud, but where the cloud resource is 

shared among members of a closed community with shared interests. A community 

cloud may be owned, managed, and operated by one or more of the organisations in 

the community, a third party, or some combination of them, and it may exist on or off 

premises [40].   An example of a community cloud is the media cloud set up by 

Siemens IT solutions and services for the media industry.  

Hybrid cloud is the combination of two or more cloud infrastructures; these can be 

private, public, or community clouds. The main purpose of a hybrid cloud is usually 

to provide extra resources in cases of high demand, for instance enabling migration of 

some computation tasks from a private cloud to a public cloud [42]. 

(iii) Security and privacy 

 

Communicating data over the public internet as an alternative to keeping it entirely 

within a private corporate network will increase data vulnerability [43]. Much of the 

concern around cloud security is related to third-party management [44], with the 

most critical security concern being about privacy and user data confidentiality. The 
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end users‟ concern is that data in the cloud is owned by them but they have no 

information on where it is stored and which other organisation will have access to 

their private and confidential data. The organisation using cloud data storage needs to 

be assured that the critical information is not accessed and used illegally, even by the 

cloud providers. Data stored at the cloud service providers are affected by two major 

legal policy challenges, firstly data protection policy legislation by the cloud provider, 

and secondly by the legislation of the countries where the cloud providers reside. It is 

common for cloud service providers to have a standard contract with terms that are 

generally favorable to them and not to the user. When using the cloud services, the 

users will have to agree to the „„terms of service‟‟ which could in fact grant the 

providers the right to disclose the private and confidential user information in 

compliance with laws and law enforcement requests. If deciding to use the cloud the 

users need to make sure that the contract has the organization‟s interest secured.  

Currently, the European Union (EU) has issued directive 95/46/EC, which aims to 

protect user privacy. The directive prohibits transfers of personal data to countries 

which do not ensure an adequate level of protection, however the law does have 

clauses where the transfer of personal data outside EU countries is legally possible if 

it is done with the owner‟s consent or if it is done to a country having a „„safe harbour 

principle‟‟ and under some other special cases as mentioned in Article 26 of the 

directive. However, implementation and enforcement of this directive outside the 

European Union borders will be a major challenge to implement. Cloud computing 

has its advantages and disadvantages, which have been summarised in Table 2. While 

the technology can prove to be a great asset to the organisations using it, it could also 

cause harm if not understood and used properly. Cloud computing is the inevitable 

product with the development of the internet, and it has also introduced more rich 



ACCEPTED MANUSCRIPT

ACCEPTED M
ANUSCRIP

T

27 

 

applications to the internet. Cloud data storage technology is the central area in cloud 

computing and solves the data storage mode of the cloud environment. The popularity 

in the usage of cloud computing and cloud storage is increasing, and it is here to stay 

until it is replaced by other alternative technologies. 

Table 3 summarises the cloud data user specific security requirement  

Public cloud service providers, including Amazon, Microsoft, Rackspace, Google and 

others, have invested significant sums in ensuring the physical security of their data 

centre buildings.  These companies employ teams of dedicated IT security staff, 

trained and concerned with ensuring that their systems are as secure as possible. New 

security standard that has been published on the 25th September 2013 such as ISO 

27001 and 27002 describe the steps to be taken in maintaining physical and online 

security and also provides detail steps to be conducted in responding to breaches. [45]. 

Advantages of cloud computing Disadvantages of cloud computing 

Automatic software integration: In most 

of the cases cloud computing provides 

automatic software integration. Which 

implied that users do not need to put further 

efforts and can use applications are per their 

requirements.  

Unlimited storage: Data storage is key 

issues as we generate big amount of data 

every day. Cloud can provided large data 

storage capability.  

Backup and recovery: Most of the cloud 

computing service provider take regular 

backup, sot it is very secure and restively 

easier to backup data and get it when 

required.   

Easy access and quick deployment: Cloud 

based services can be accessed from 

anywhere while they do need internet 

connection to do so. Physical constraint of 

location is not valid anymore. Also, cloud 

computing services have benefit to be 

deployed relatively faster than having own 

Cloud limitation:  There are some 

limitations while using cloud 

computing e.g. some cloud 

computing provider can only 

support operating system compatible 

with their infrastructure.    

Prone to attack and security 

issues:  It is always important to 

analyse the risk involved in storing 

sensitive information as many times 

cloud spaces are prone to attach and 

need special attention to avoid so. 

Security is further issue for risk of 

sensitive data. Paper will discuss 

some of security concerns in detail.  

Technical issues: As cloud based 

services require internet, service 

upgrade and technical issues. Access 

to cloud can interrupt and 

organisations should be aware of the 

fact that this technology is always 

prone to outages. 
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infrastructure.  

Cost efficiency and environmental 

benefits: Cloud computing bases services 

can share the expensive software‟s and 

reduce the cost of individual licenses. Also 

scaling up cloud bases services is rather easy 

and cost efficient. It is claimed that cloud 

computing is more likely to reduce the 

energy consumption and thus can reduce the 

carbon footprint and energy cost.  

 

Table 2 The Advantage and Disadvantages of Cloud computing [46, 47]  

 

Level  Service 

level  

Users  Security requirements Threats  

 

Applicati

on  

Level  

 

Software 

as a 

Service 

(SaaS) 

End client 

applies to 

a person or 

organisatio

n who 

subscribes 

to a 

service 

offered by 

a cloud 

provider 

and is 

accountabl

e for its 

use 

 Access control 

 Communicatio

n protection 

 Data protection 

from 

exposure 

(remnants) 

 Privacy in 

multitenant 

environment 

 Service 

availability 

 Software 

security 

 Data 

interruption 

(deletion) 

 Exposure in 

network 

 Impersonatio

n 

 Interception 

 Modification 

of data at rest 

and in transit 

 Privacy 

breach 

 Session 

hijacking 

 Traffic flow 

analysis 

Virtual 

Level 

Platform as 

a Service 

(PaaS)  

and  

Infrastruct

ure as a 

Service 

(IaaS) 

 

Developer

–

moderator 

applies to 

a person or 

organizatio

n that 

deploys 

software 

on a cloud 

infrastruct

ure 

 Access control 

 Application 

security 

 Cloud 

management 

control 

 Communicatio

n security  

 Data security, 

(data in transit, 

data at rest, 

remnants) 

 Secure images 

 Virtual cloud 

protection 

 Connection 

flooding 

 Defacement 

 Disrupting 

communicati

ons 

 Exposure in 

network 

 Impersonatio

n 

 Programming 

flaws 

 Software 

modification 

 Software 

interruption 
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(deletion) 

 Session 

hijacking 

 Traffic flow 

analysis 

Physical 

Level  

Physical 

data centre 

Owner 

applies to 

a person or 

organisatio

n that 

owns the 

infrastruct

ure upon 

which 

clouds are 

deployed 

 Legal not 

abusive use of 

cloud 

computing 

 Hardware 

reliability 

 Hardware 

security 

 Network 

protection 

 Network 

resources 

protection 

 Connection 

flooding 

 Hardware 

reliability  

 Hardware 

interruption 

 Hardware 

theft 

 Hardware 

modification 

 Misuse of 

infrastructure 

 Natural 

disasters 

 Network 

attacks 

Table 3 User specific security requirement [48] 

  

 

   
 

Figure 8 The complexity of the security in cloud environment [49] 

 

Different deployment models and their delivery models for cloud are presented in 

Figure 8. Authors [48] reported that the various delivery models exhibit certain traits 

e.g. on-demand self-service, multi-tenancy etc. Resource pooling is when the service 

provider‟s computing resources are pooled together to serve multiple consumers using 
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multiple-tenant model. On-demand self-services includes computer services such as 

email, applications, network or server service can be provided without requiring 

human interaction with each service provider. Cloud service providers which provide 

on demand self-services include Amazon web services (AWS), Microsoft, Google, 

IBM and Salesforce.com.  Rapid elasticity cloud services are services that can be 

rapidly and elastically provided if required, the cloud services can be quickly scaled 

up or down depending on demand for the service. Ubiquitous network access cloud 

services are available over the network and accessed through standard mechanisms 

such as mobile phones, tablets, laptops and personal digital assistant (PDAs). Multi 

Tenacity in cloud computing refers to the need for policy-driven enforcement, 

segmentation, isolation and governance [50].
 
The above mentioned fundamental 

elements of cloud computing require security, which can vary depending on three 

features: 1) the deployment model that is used, 2) the method in which it is delivered 

and 3) the characteristics it exhibits. The main fundamental security challenges are 

data storage security, data transmission security, application security and security 

related to third-party resources.   

(iv) Current security solutions 

 

The security issues related to the use of cloud computing and storage are very 

complex and an issue of concern for organisations. Consequently, various groups and 

organisations have committed considerable effort to developing security solutions and 

standards for the cloud.  The main contributors are Open Grid Forum (OGF), Cloud 

Computing Interoperability Forum (CCIF), Distributed Management Task Force 

(DMTF), Open Cloud Consortium (OCC), Cloud Security Alliance (CSA) and 

International Telecommunications Union (ITU). Table 4 shows both the main 

contributors and the participants working in the cloud security sector. A summary of 
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recommendations for organisations that wish to use cloud computing and data storage 

is, that the data storage provider will need to provide security at the data storage, data 

processing and data transmission stages. The critical point for the data transmission is 

that the data in transit needs to be protected either at the application or the 

transmission level. The most common is the transmission level for protection and the 

secure sockets layer (SSL)/transport layer security (TLS) protocols. Data at rest must 

be protected by the application; the application must provide a mechanism to protect 

the data stored in the cloud. The most secure way to use a cloud storage service is to 

encrypt the files before they are stored on the cloud. If the encryption key is with the 

user, any un-authorised user will not be able to easily decrypt the files and therefore 

will not be able to read or use the data in the files. Whilst this is a good approach for a 

storage or archive service, it will not be possible to share these files with anyone 

without also sharing the encryption key which could be difficult to manage, and if the 

encryption key is lost or forgotten then it might not be possible to decrypt the files.  

Organisation Participants 

Open Grid Forum (OGF) Microsoft, Sun Microsystems, Oracle, Fujitsu, 

Hitachi, IBM, intel, HP, eBay. 

Cloud Computing 

Interoperability Forum (CCIF) 

Cisco, Intel, Thompson Reuters, Orange, IBM, 

RSA. 

Distributed Management Task 

Force (DMTF) 

Board Member: IMB, Microsoft, Novell, Oracle, 

Sun Microsystems, VMware, EMC. 

Open Cloud Consortium (OCC)  Cisco, MIT Lincoln Labs, Yahoo, University of 

Illinois (Chicago), and various colleges. 

Cloud security Alliance (CSA)  eBay, ING, Qualys, PGP, Zscaler. 

International 

Telecommunications Union 

(ITU)  

ITU-T member‟s states / Sector / Associate. 

 

Table 4 Cloud security contributors and participants. 

 

 

5. End user concerns  

 

In general, the Smarter Households trial found participating households to be 

motivated and accommodating when it came to having the IMSS installed in their 
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homes. In most cases, participants were not fazed by the equipment being installed. 

Further to the technical challenges noted earlier in section 3, a difficulty was 

encountered in positioning 3-in-1 sensors where they would be collecting accurate 

readings but not be conspicuous. Some conditions were also made by the housing 

provider (e.g. preferring sensors to not be affixed to wallpaper, and screws/nails to not 

be used).  

As expected with this type of user group, many households were already doing all that 

they could to keep their energy consumption low. In some cases, it was notable that 

they could have been encouraged to take further action which may have been 

detrimental to their health and wellbeing, and so showing indoor environmental data 

flagged up where the environment was in danger of becoming unhealthy. In other 

cases, this data caused householders to reflect upon the choices they could make in 

order to reduce the  relative humidity in their home, including turning up the 

thermostat and opening windows whilst cooking, although barriers existed to them 

doing so (e.g. cats climbing through windows and eating food whilst it is being 

prepared). Some common misunderstandings emerged amongst householders which 

needed to be addressed: in particular a concern that their Energy Dashboard app was 

displaying high carbon monoxide readings (when in fact the IMSS was measuring 

carbon dioxide). 

While almost all participants reported regularly using the app, very few properties had 

more than one person in the household using the app. This may be an advantage of a 

typical smart meter IHD which can be placed anywhere in the home to constantly 

display collected data; however similar outcomes have been found in other studies 

with traditional IHDs which are moved to home offices, or put away in drawers [15]. 

Having the IMSS data displayed on a tablet application enabled the Smarter 
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Households researchers to add more engaging features through colours and gamified 

elements, such as the ability to set personalised goals, and earn points through reading 

hints and tips.  

6. Government Policy support  

 

The UK smart meter roll-out programme aims to replace 53 million „dumb‟ meters 

with smart meters by the end of 2020. As of 30 September 2016, 4.05 million smart 

meters were operating in UK homes (8% of all domestic meters) [51]. The gas and 

electricity meters will transmit energy consumption data to the IHD and 

communications hub via a home area network (HAN) using ZigBee [52]. Smart 

meters and IHDs alone will not save households money, and a clear opportunity exists 

for engaging people with their electricity and gas consumption data and increasing 

energy literacy through providing displays and systems which offer more detailed 

information than the standard IHDs offer. 

 

7.0 Conclusions    

 

As existing „dumb‟ meters are getting old, most commercial electricity and gas 

providers are looking to replace these by smart meters because these can provide more 

accurate and regular information at lower cost. But rather than leaving this transition 

to individual companies, a government-coordinated transition to universal smart 

metering has the potential benefits of greater standardisation, data security, provision 

of data feedback to citizens and governance of energy data for wider societal benefits.  

But whilst government-sanctioned smart meters plus in-home displays provide 

households with information about energy use and costs in unprecedented detail. 

Improving the energy management in the home is impossible for people to pursue 

without also having reliable information about the benefits of energy use and the 

trade-offs of reduced energy consumption, including the risks of deterioration in 
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indoor air quality if homes are insufficiently warm and ventilated. In other words, 

smart meters need to be accompanied by smart sensors in the home. Hence IMSS is 

essential for the successful adoption of smarter energy use by households. This paper 

reported some early experiences in the installation of IMSS in voluntarily 

participating households. We found that implementing IMSS on existing properties is 

quite difficult and this can only be achieved smoothly once householders have smart 

meters installed in their properties. 
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